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Preface

Computer security is a subject that many computer users have igrored
in the past, and they were probably taking little risk in doing so. Computer
viruses made the news headlines from time to time, but the stories about
impending worldwide doom never seemed to come to anything. Some
viruses that were about to sweep the world actually turned up on less
than a dozen computer systems. The degree of risk for the average
computer user was very law, and the press tended to exaggerate the
threat posed by the latest super-viruses.

Unfortunately, the computing world has radically changed in recent years
and computer security is something that few can now afford to ignore.
The speed with which some recent virus and worm attacks have spread
around the world demonstrates how widespread use of the Internet has
changed things. In the past it was mainly professionals looking after
servers or large computer networks that had to worry about computer
security, but it is now a subject that all computer users have to take
seriously.

Of course, the Internet has been around for many years, but it is now
used by many more people and users tend to spend far longer online.
Broadband Internet access opens up new possibilities, but it also makes
computer systems far more vulnerable than ever before. The increasing
use of Email as a quick and easy means of communicating with people
all over the world has provided another means for viruses to spread.
This threat has actually been the main cause for concern in recent times.

Fortunately, making a PC safe against hackers, viruses, and the like
does not have to cost very much and does not require a high level of
expertise. This book explains in simple terms the differences between
viruses, Trojans, and other harmful files, and how they can be combated.
It also covers the use of firewalls to keep your PC free from the attentions
of hackers. Other subjects covered include dealing with spam, Email
viruses, and pop-up advertisements, keeping children safe online, and
using encryption to keep information on your PC secure.

It is not possible to guarantee that any computer system will be totally
secure against attacks, and other problems can also result in lost data
or damage to the operating system. Consequently, the subjects of
backing up your system and disaster recovery are also covered in some




detail. A high level of computer expertise is not assumed, but readers
do need to be familiar with the basics of using a PC running a modern
version of Windows.

Robert Penfold

Trademarks

Microsoft, Windows, Windows XP, Windows Me, Windows 98 and
Windows 95 are either registered trademarks or trademarks of Microsoft
Corporation.

All other brand and product names used in this book are recognised
trademarks, or registered trademarks of their respective companies.
There is no intent to use any trademarks genericaily and readers shouid
investigate ownership of a trademark before using it for any purpose.
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The basics
of security

From all sides

Computer security has been a growth industry in recent years, with ever
more ways of protecting PCs being devised in response to increasingly
imaginative ways of attacking them. Viruses are the best known form of
computer attack, but there are other ways that hackers can mount an
assault on your PC. In fact many of the much publicised computer viruses
are not, strictly speaking, viruses at all.

In this chapter various aspects of computer security will be explained.
Some aspects of security are covered in sufficient depth here, but others
are covered in more detail by later chapters. Even for those that take
proper security measures there is no guarantee that a virus or some
other form of computing disaster will never strike. Therefore, later
chapters also deal with the all-important topic of recovering from a
computing disaster.

Virus

The non-technical press tend to call any form of software that attacks
computers a virus. A virus is a specific type of program though, and
represents just one of several types that can attack a computer. Initially,
someone attaches the virus to a piece of softwars, and then finds a way
of getting that software into computer systems. These days the Internet
is the most likely route for the infection to be spread, but it is important
not to overlook the fact that there are other means of propagating viruses.
Indeed, computer viruses were being spread around the world long
before the Internet came along.

Programs and possibly other files can carry viruses regardless of the
source. If someone gives you a floppy disc, CD-ROM, or DVD containing
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1 The basics of security

software it is possible that the contents of the disc are infected with a
virus. In the early days of personal computing the main route for viruses
to spread was by way of discs containing illegally copied programs.
Discs containing pirated software are still used to propagate viruses.
Avoid any dodgy software if you wish to keep your PC virus-free.

A later development was pirated software placed on bulletin boards so
that it could be downloaded by computer users having PCs equipped
with a modem. A modem was an expensive piece of equipment in those
days, but once someone had downloaded a piece of software they would
usually make several copies and distribute them to friends who would in
turn make and distribute further copies. Although the old bulletin board
system was crude compared with the modern Internet, it was actually
remarkably quick and efficient at spreading viruses. The main way in
which viruses are now spread is much the same as the bulletin board
method, but with the Internet acting as the initial source. Due to the
popularity of the Intemet it is possible for viruses to rapidly spread around
the world via this route.

Anyway, having introduced a virus into a system via one route or another,
it will attack that system and try to replicate itself. Some viruses only
attack the boot sector of a system disc. This is the part of the disc that
the computer uses to boot into the operating system. Other viruses will
try to attach themselves to any file of the appropriate type, which usually
means a program file of some sort. The attraction of a program file is
that the user will probably run the program before too long, which gives
the virus a chance to spread the infection and (or) start attacking the
computer system.

At one time there were only two possible ways in which a virus could
attack a computer. One way was for the virus to attach itself to a program
file that the user then ran on his or her computer. The other was for
someone to leave an infected floppy disc in the computer when it was
switched off. On switching the computer on again the floppy disc was
used as the boot disc, activating the virus in the disc’s boot sector.

Script virus

These days you have to be suspicious of many more types of file. Many
applications programs such as word processors and spreadsheets have
the ability to automate tasks using scripts, or macros as they are also
known. The application effectively has a built-in programming language
and the script or macro is a form of program. This makes it possible for
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viruses or other harmful programs to be present in many types of data
file. Scripts are also used in some web pages, and viruses can be hidden
in these JavaScript programs, Java applets, etc. There are other potential
sources of infection such as Email attachments.

| would not wish to give the impression that all files, web pages, and
Emails are potential sources of script or macro viruses. There are some
types of file where there is no obvious way for them to carry a virus or
other harmful program. A simple text file for example, should be
completely harmless. Even in cases where a harmful program is
disguised as a text file with a “txt” extension, the file should be harmiess.
The system will treat it as a text file and it can not be run provided no one
alters the file extension. Similarly, an Email that contains a plain text
message can not contain a script virus. Nevertheless, it is probably best
to regard all files and Emails with a degree of suspicion. As explained
later in this chapter, even though simple text can not carry a true virus, it
can carry a virus of sorts.

Benign virus

It tends to be assumed that all viruses try to harm the infected computer
system. This is not correct though, and many viruses actually do very
little. For example, you might find that nothing more occurs than a daft
message appears onscreen when a certain date is reached, or on a
particular date each year. Viruses such as this certainly have a degree of
nuisance value, but they are not harmful. | would not wish to give the
impression that most viruses are harmless. Many computer viruses do
indeed try to do serious damage to the infected system. If in doubt you
have to assume that a virus is harmful.

|

|

i A virus that does attack the system will often go for the boot sector ofthe
| hard disc drive, and this will usually make it impossible to boot the
| computer into the operating system. Other viruses attack the FAT (file
|
|
|
|

allocation table) in an attempt to effectively scramble the contents of the
disc. Another way of attacking the files on the disc is to take the direct
approach and simply alter all or part of their contents. Renaming or
simply deleting files are other popular ploys.

Worm

A worm s a program that replicates itself, usually from one disc to another,
or from one system to another via a local network or the Internet. Lixe a
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virus, a worm is not necessarily harmful. In recent times many of the
worldwide virus scares have actually been caused by worms transmitted
via Email, and not by what would normally be accepted as a virus. The
usual ploy is for the worm to send a copy of itself to every address in the
Email address book of the infected system. A worm spread in this way,
even if it is not intrinsically harmful, can have serious consequences.
There can be a sudden upsurge in the amount of Email traffic, possibly
causing parts of the Email system to seriously slow down or even crash.
Some worms compromise the security of the infected system, perhaps
enabling it to be used by a hacker for sending spam for example.

Trojan horse

A Trojan horse, or just plain Trojan as it is now often called, is a program
thatis supposed to be one thing but is actually another. Inthe early days
many Trojans were in the form of free software, and in particular, free
antivirus programs. The users obtained nasty shocks when the programs
were run, with their computer systems being attacked. Like viruses,
some Trojans do nothing more than display stupid messages, but others
attack the disc files, damage the boot sector of the hard disc, and so on.

Backdoor Trojan

Abackdoor Trojan is the same as the standard variety in that it is supplied
in the form of a program that is supposed to be one thing but is actually
another. In some cases nothing appears to happen when you install the
program. In other cases the program might actually install and run as
expected. In both cases one or two small programs will have been -
installed on the computer and set to run when the computer is booted.

One ploy is to have programs that produce log files showing which
programs you have run and Internet sites that you have visited. The log
will usually include any key presses as well. The idea is for the log file to
provide passwords to things such as your Email account, online bank
account, and so on. Someone hacking into your computer system will
usually look for the log files, and could obviously gain access to important
information from these files. Another ploy is to have a program that
makes it easier for hackers to break into your computer system. A
backdoor Trojan does not attack the infected computer in the same way
as some viruses, and it does not try to spread the infection to other discs
or computers. Potentially though, a backdoor Trojan is more serious
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than a virus, particularly if you use the computer for online banking,
share dealing, etc.

Spyware

Spyware programs monitor system activity and send information to
another computer by way of tha Internet. There are really two types of
spyware, and one tries to obtain passwords and send them to another
computer. This takes things a step further than the backdoor Trojan
programs mentioned earlier. A backdoor Trojan makes it easier for a
hacker to obtain sensitive information from your PC, but it does not go
as far as sending any information that is placed in the log files. Spyware
is usually hidden in other software in Trojan fashion.

Adware

The second type of spyware is more correctly called adware. In common
with spyware, it gathers information and sends it to another computer
via the Internet. Adware is not designed to steal passwords or other
security information from your PC. its purpose is usually to gather
information for marketing purposes, and this typically means gathering
and sending details of the web sites you have visited. Some free
programs are supported by banner advertising, and the adware is used
to select advertisements that are likely to be of interest to you.

Programs that are supported by adware have not always made this fact
clear during the installation process. Sometimes the use of adware was
pointed out in the End User License Agreement, but probably few people
bother to read the “fine print”. These days the more respectable software
companies that use this method of raising advertising revenues maks it
clear that the adware will be installed together with the main program.
There is often the option of buying a “clean” copy of the program. Others
try to con you into installing the adware by using the normal tricks.

Provided you know that it is being installed and are happy to have it on
your PC, adware is not a major security risk. It is sending information
about your surfing habits, but you have given permission for it to do so.
If you feel that this is an invasion of privacy, then do not consent to it
being installed. The situation is different if you are tricked into installing
adware. Then it does clearly become an invasion of your privacy and
you should remove any software of this type from your PC. Note that if
you consent to adware being installed on your PC and then change your
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mind, removing it will probably result in the free software it supports being
disabled or uninstalled.

Dialers

A dialer is a program that uses a modem and an ordinary dial-up
connection to connect your PC to another computer system. Dialers
probably have numerous legitimate applications, but they are mainly
associated with various types of scam. An early one was a promise of
free pornographic material that required a special program to be
downloaded. This program was, of course, the dialer, which proceeded
to call a high cost number in a country thousands of miles away. In due
course the user received an astronomic telephone bill.

A modern variation on this is where users are tricked into downloading a
dialer, often with the promise of free software of some description. Users
go onto the Internet in the usual way via their dial-up connections, and
everything might appear to be perfectly normal. What is actually
happening though is that they are not connecting to the Internet via their
normal Internet service provider (ISP). instead, the dialer is connecting
them to a different ISP that is probably thousands of miles away and is
costing a fortune in telephone charges. Again, the problem is very
apparent when the telephone bill arrives.

The increasing use of broadband Internet connections has largely or
totally removed the threat of dialer related problems for many. If there is
no ordinary telephone modem in your PC, there is no way the dialer can
connect your PC to the Internet or another computer system via a dial-
up connection. There is a slight risk if your PC is equipped with a
telephone modem for sending and receiving faxes. The risk is relatively
small though, since you wouid presumably notice that the modem was
being used for no apparent reason.

Hoax virus

A hoax virus might sound innocuous enough and just a bit of a joke, but
it has the potential to spread across the world causing damage to
computer systems. The hoax is usually received in the form of an Email
from someone that has contacted you previously. They say that the
Email they sent you previously was infected with a virus, and the Email
then goes on to provide information on how to remove the virus. This
usually entails searching for one or more files on your PC's hard disc
drive and erasing them.
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Of course, there was no virus in the initial Email. The person that sent
the initial Email could be the hoaxer, or they might have been fooled by
the hoax themselves. The hoax Email suggests that you contact everyone
that you have emailed recently, telling them that their computer could be
infected and giving them the instructions for the “cure”. This is the main
way in which a hoax virus is propagated. The files that you are instructed
to remove could be of no real consequence, or they could be important
system files. It is best not to fall for the hoax and find out which.

These hoax viruses demonstrate the point that all the antivirus software
in the world will not provide full protection for your PC. They are simple
text files that do not do any direct harm to your PC, and can not be kept
at bay by software. Ultimately it is up to you to use some common
sense and provide the final line of defence. A quick check on the Internet
will usually provide details of hoax viruses and prevent you from doing
anything silly.

Note that there are other scams that involve hoax Emails. Recently there
have been several instances o? Emails being sent to customers of online
financial companies. These purport to come from the company
concemed, and they ask customaers to provide their passwords and other
account details. A link is provided to the site, and the site usually looks
quite convincing. Itis not the real thing though, and anyone falling for it
has their account details stolen. The success of this scan has been
limited, but some accounts have been plundered.

Virus or not?

A true computer virus has the ability to replicate itself, as do some other
types of software that attack computers. | suppose the difference with a
true virus is that it is not a complete entity in its own right. On its own a
virus is just a junk file that does nothing. A virus is attached to another
file and it then attaches copies of itself to other files. These then attach
copies of themselves to more files, and so on. Apparently a biological
virus is not a separate living entity either, and it requires a host celi to
reproduce and spread itself. The term “computer virus” is therefore quite
apt.

ATrojan is a program that attacks a PC when the program file is run, and
it is a complete entity in its own right. Accordingly, it is not really a form
of virus. Some Trojans are actually in the form of extra program code
added to a Setup file. When the Setup file is run in order to install a
piece of software, the exira code places additional files on the hard disc
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or attacks the computer. This is closer to a being a virus, but it does not
result in other files being infected. Hence itis still a form of Trojan rather
than a virus, and the same is true of spyware.

The distinction between a virus and some other form of computer nasty
might seem to be purely academic, but there is a practical difference.
Non-virus attacks are generally easier to detect and eliminate. If you
delete a Trojan and any files the program added when you ran it, this will
not reverse any damage done to the system, but it will prevent further
damage. Similarly, uninstalling or deleting spyware and dialers prevents
them from running up big telephone bills or giving away information
stored on your PC.

Avirus is generally more difficult to deal with because it conceals itself in
an existing file on the computer’s hard disc. Looking for a particular file
or set of files on the computer will work with most Trojans, as well as
spyware and dialers. It will not work with a virus because the virus is
concealed within an existing file. Potentially, the virus will be within a
different file on each computer that is infected. Virus detection programs
therefore operate by looking within files for pieces of program code
associated with the viruses in their databases. This code is sometimes
referred to as the “fingerprint “ of the virus.

When an infected file is located there are three normal ways of dealing
with it. The obvious one is to simply delete it. Most anti-virus programs
are actually a bit reluctant to take this course of action just in case it
“kills” the infected file but gives the virus a chance to spread to other
files. Many opt for the alternative of quarantining the infected file, which
basically means placing it in a special folder on the hard disc drive where
no access to the file is permitted, other than via the antivirus program.
The third method is to “cure” the infected file. Remember that by deleting
or quarantining an infected file you are losing the original file as well as
the virus attached to it. Ideally the virus should be removed from the file
so that it can go on operating as it did before the infection occurred.
Unfortunately, it is often impossible to remove the virus while leaving the
original file intact.

Basic measures

The obvious way of protecting a PC from viruses and other harmful
programs is to simply keep it away from possible sources of infection.
Unfortunately, the quarantine approach is not usually a practical one. I
you use a PC to (say) produce letters that are printed out and then sent
by post, then the quarantine method should work. Once the computer
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1

has been set up ready for use it should not be necessary to put any
discs into the floppy or CD-ROM drives, and there is no need for it to
connect to the Internet or any other network. it might be necessary to
have a CD/RW disc or two for backup purposes, but provided these
discs are not used in any other computer there is no significant risk of
them introducing a virus into the computer.

Unfortunately, little real world computing is compatible with this
standalone approach. |use my PC to produce letters that are sent through
the post, but | probably serd about 50 times as many Emails. Large
numbers of Emails are also received in my Email accounts. My PT is
used mainly for generating work that is sent off on CDR discs, but | also
receive data discs occasionally, and these have to be read using my
computer. | have to use the Internet extensively for research, and |
sometimes download software updates. Isolating my computer from
the outside world would render it largely useless to me.

Totally removing the threat of attack is not usually possible, but the
chances of a successful attack can be greatly reduced by using a few
basic precautions.

Emalil attachments

Some individuals operate a policy of never opening Email attachments.
| do not take things that far, but | would certairly not open an Email
attachment unless | knew the sender of the Email and was expecting the
attachment. Bear in mind that some viruses and worms spread by
hijacking a user's Email address book and sending copies of the infected
Email to every address in the address book. The fact that an Email
comes from someone you know, or purports to, does not guarantee that
it is free from infection. Another point to bear in mind is that Email
attachments are now the most common way of spreading viruses and
computer worms.

Selective downloading

Downloading software updates from the main computer software
companies should be safe, as should downloading the popular freebies
from their official sources. Downloading just about anything else invoives
a degree of risk and should be kept to a minimum.

Plrate software

Pirated software has become a major problem for the software companies
in recent years. In addition to casual software piracy where friends swap
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copies of programs there is now an epidemic of commercial copying.
Apart from the fact that it is illegal to buy and use pirate software, unlike
the real thing, some of it contains viruses, spyware, etc.

Virus protection

Some programs, and particularly those from Microsoft, have built-in virus
protection that is designed to block known macro/script viruses. If you
have any programs that include this feature, make sure that it is enabled.

P2P

P2P (peer to peer) programs are widely used for file swapping. Even if
you use this type of software for swapping legal (non-pirated) files, it still
has to be regarded as very risky. In most cases you have no idea who is
supplying the files, or whether they are what they are supposed to be.
Also, you are providing others with access to your PC, and this access
could be exploited by hackers.

Switch off

Some PC users leave their computers running continuously in the belief
that it gives better reliability. It did in the days when computers were
based on valves, but there is no evidence that it improves reliability with
modern computers. It will increase your electricity bills, and it also
increases the vulnerability of your PC if it has some form of always-on
Internet connection. No one can hack into your computer system if it is
switched off.

Prevention

The old adage about “prevention is better than cure” certainly applies to
computer viruses. In addition to some basic security precautions, equip
your PC with antivirus software and keep it up-to-date. This software will
usually detect and deal with viruses before they have a chance to spread
the infection or do any damage to your files.

Backup

Always have a least one backup copy of any important data file. This is
not just a matter of having a replacement copy if a file should be destroyed
by a virus. The hard disc of a computer has a finite lifespan, and hard
disc failures are not ararity. You should backup all important data anyway,
justin case there is a major hard disc failure. Itis a good idea to backup
the entire system from time to time. This makes it easy to restore a working
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version of the system, applications programs, etc., in the event of any
major problem such as a virus attack, corrupted Windows installation, or
hard disc failure.

Fault or virus?

When a computer starts giving problems how do you know whether the
problem is due to a virus or some other problem? Viruses can be subtle,
but in many cases a message will appear on the screen making it clear
that your PC has a virus. Many hardware faults are clearly caused by
hardware problems and are nothing to do with a virus. Distinguishing
between something like a minor hard disc or software problem and one
of the more secretive viruses is relatively difficult.

Itis unlikely that a virus is to blame if a PC fails to reach the stage where
Windows starts to boot. The initial messages that appear on the screen
are produced by the BIOS (basic input/output system), which is a program
built into the PC's hardware. This does some checks on the PC’s memory
and other hardware and then starts to load the operating system. The
BIOS program is usually stored in FLASH memory and can be upgraced
by downloading a newer version and a small utility program that is used
to burn the new program into the FLASH memory chip.

A BIOS that can be easily upgraded is clearly desirable, but it does leave
the possibility of a virus corrupting the BIOS and rendering the PC
unbootable. Some viruses do indeed try to attack PCs in this way.
However, any PC made within the last few years should have the BIOS
set to the protected mode by default, making it very difficult for a virus to
alter the BIOS program. Any problems prior to booting are likely to be
due to a hardware problem rather than some form of virus attack.

It a computer fails to boot properly it is possible that a virus is to blame,
but unless there is something specific to support the virus theory, it is
unlikely to be the cause. Problems with Windows failing to boot properly
are not exactly a rarity, especially for users of Windows ME and its
predecessors. Windows XP is closer to being crash-proof than Windows
ME, but it could not really be accurately described as invuinerable. Also,
no matter how stable the operating system might happen to be, problems
with the hardware can and do give boot problems from time to time.
Memory, processor, and hard disc faults can all produce problems when
the computer goes through the boot sequence. Boot problems can also
be due to faulty software such as badly written device drivers for video
cards, sound cards, and the like.
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Chapter 2 covers dealing with viruses, and it provides detailed instructions
on how to boot a troublesome PC so that antivirus and other diagnostic
software can be used. The basic technique is to boot Windows in what
is called Safe Mode. This is a minimal version of Windows that only
installs the bare necessities. Some of the hardware, such as the sound
generator and the CD-ROM drives will probably not be operational.
However, provided antivirus software has been installed on the PC it
should be possible to run this software and check for viruses. Note that
installing antivirus software on a PC that might have already been infected
is not considered a good idea. Installing software gives the infection
plenty of opportunities to spread and possible destroy more of your
important files. In fact many antivirus programs run some initial checks
before they will commence the installation process. The installation will
not be commenced if a possible virus is detected.

This emphasises the need to install antivirus software before an infection
occurs rather than afterwards. Once an infection has occurred it is likely
that damage will have already occurred and some of your files could be
lost for ever. Effecting a cure is more difficult once the infection has had
a chanceto take hold, and by the time you realise there is a problemiitis
possible that the infection will have spread beyond your PC.

Boot options

I the damage to the operating system is very severe it is possible that the
computer will not even boot in safe mode. It should still be possible to
boot into a form of MS/DOS from a floppy disc. A boot disc can be
made from Windows XP and a Recovery Disc is produced as part of the
installation process for Windows ME and 98. With Windows XP itis also
possible to boot into some utilities via the installation CD-ROM.
Unfortunately, all this is likely to be of limited use if you are trying to deal
with a virus.

Some antivirus programs are supplied with a set of floppy discs that can
be used to first boot the PC into an MS/DOS style operating system and
then provide some virus checks. With other programs the set of
emergency discs is made as part of the installation process. Another
variation is for the antivirus software to be supplied on a bootable CD-
ROM that can be used in a similar way to the set of emergency discs.
Note that virus checks made using any form of emergency disc or disc
set are likely to be less thorough than those made as part of the normal
checking routine. Antivirus software is normally updated over the Internet
at least once per month, keeping the installation reasonably up-to-date.
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Emergency discs are not usually updated, and it is not possible to update
software supplied on an ordinary CD-ROM. In most cases emergency
discs will still get you out of trouble, but you might be out of luck if your
PC is infected with a recent virus.

Where a virus is detected it might be possible for the antivirus program to
completely remove it from the system. In other cases the program will
provide a list of instructions explaining how to remove it manually.
Unfortunately, the computer might not work normally once the virus has
been removed. Removing the virus and repairing any damage it has
caused are two totally different things. An antivirus program may do a
certain amount of file repair as part of the removal process, but itis unlikely
to undo any wholesale damage to files. Some data files might be erased
or damaged beyond repair, so it is essential to keep backup copies of
important data. Itis also possible that the operating system will remain
damaged, and that it will have to be reinstalled. The same is true of any
applications software installed on the PC.

Even if your antivirus software is fully up-to-date, it is possible that no
virus will be detected. In cases where there were clear signs of a virus
causing problems, such as an onscreen message stating that a particular
virus was present, you clearly have a major problem. The most likely
explanation is that the virus is a recent one, and it has not yet made it
into the updates for your antivirus software. Using another computer to
search the Internet will usually provide information about the virus that is
causing problems with your PC, and with luck there will be details for its
removal. It is certainly worthwhile visiting the web site for the publisher
of your antivirus program to see if they have any information on the
mystery virus. Many offer some sort of customer support that includes
help with tackling new viruses.

Where there was no obvious sign of a virus and a good antivirus program
fails to find any evidence of one, that does not necessarily mean that no
virus is present. If possible, try scanning using another antivirus program,
and check the Internet to determine whether other people are having
similar problems with a new virus. Being realistic about things, there is
little point in spending large amounts of time looking for a virus that is
almost certainly not there.

In cases where a fair amount of effort has failed to find any real evidence
of a virus it is reasonable to assume that there is another cause of the
problem. It is then a matter of going through the usual processes to
repair the operating system, locate the hardware fault, or whatever. This
goes beyond the scope of this publication, but these books from the
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same publisher and author as this book provide information on fixing
Windows and hardware problems:

BP484 Easy PC troubleshooting
BP495 Easy Windows troubleshooting
BP521 Easy Windows XP troubleshooting

Where a virus has caused massive damage to the operating system or
there is no certain way of removing it, drastic measures can be required.
Some PC users have been known to throw away the infected hard disc
drive and fit a new one. This is a good excuse for upgrading to a bigger
and faster drive, but it is not really necessary. Reformatting the existing
drive will remove all data from it, together with the operating system,
applications software, and any other contents including the virus.

Everything can then be reinstalled from scratch, which will probably be
very time consuming. The quicker method is to use a program such as
Drive Image or Norton Ghost to take regular backup images of the hard
disc drive. The hard disc drive can then be restored to the exact state it
had at the time the backup was made. There is a potential flaw in this
method in that many viruses have a built-in delay, and this can be quite
a long delay of several months or even more. With a virus of this type it
is possible that the backup image will contain the virus. This will not
matter provided it is possible to neutralise the virus before the restored
backup becomes damaged by the activities of the virus. It is a good
idea to keep old backup copies. If the main backup is infected you then
have the option of using an older backup, which is likely to be quicker
than installing everything “from scratch”.

Clean discs?

It is as well to bear in mind that detecting a virus on the hard disc of your
PC and removing the infection does not always mean that your computer
equipment is totally clear of the infection. It used to be quite common
for people to remove a virus only to find it retum soon afterwards. The
problem was usually that the virus had been introduced to the computer
via an infected fioppy disc. The virus would usually spread to other fioppy
discs used with the computer. Using any of the infected discs with the
“cured” PC could reintroduce the virus to the computer.
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Modern computing practices mean that floppy discs are now less likely
to give this problem with reinfection. Itis still a good idea to check any
discs used with the PC in the last few weeks to see if any are carrying the
virus. CDR and CD/RW discs should also be checked, especially if any
files have been copied to them from the hard disc drive. The infection
can not be spread to an ordinary pressed CR-ROM, but it might be
worthwhile checking these as well just in case one of them is the source
of the infection.

Other discs such as Zip types are potential carriers of infection, and |
suppose that these days you also need to check any drives that are
actually in the form of memory devices connected to a USB pont, or
something of this nature. Anything used to store a file is a potential
source of infection, and an infection can be spread to any type of
rewritable device.

IE settings

In order to make a PC really secure when using the Internet it is necessary
to have some hardware and (or) software to protect the system. However,
you can improve security by using the computer in the correct manner
when online and by having the best settings in Internet Explorer. The
best way of avoiding trouble is to keep away from dubious web sites that
offer pirated music, programs, or whatever. If you restrict your surfing to
respectable sites and avoid downloading anything that might be a bit
dubious you will greatly increase your chances of staying out of trouble.
Avoid P2P and similar forms of file swapping, which are a common source
of viruses, Trojans, etc.

Be very careful if you find a file on your PC and you do not know what it
is or how it found its way onto the hard disc. Opening some form of
document file (PDF, DOC, and so on) or running some form of program
file (EXE or COM) could activate some form of attack. Simply deleting a
mystery file is not a good idea because it might be a file you need but
have forgotten about. Itis better to first copy the file to a floppy disc, CD/
RW, or whatever, and then delete the original. The normal Delete function
of Windows puts erased files in the Recycle Bin rather than deleting
them straight away. This could leave a Trojan or similar file still on the
hard disc. In order to genuinely delete a file it is first selected using
Windows Explorer, and then the Delete key is pressed while holding
down the Shift key. The file will appear to have been deleted in the
normal way, but it will be conspicuously absent from the Recycle Bin.
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Up-to-date

Many viruses and worms are designed to exploit a security flaw in an
applications program or the operating system itself. Sometimes these
fiaws have already been covered by software updates, but not everyone
has bothered to update their PCs and the infection is able to spread. In
fairness to amateur PC users, there have been worms that have exploited
old security “holes” in the operating systems of servers. The professionals
ma'ntaining the affected servers had not bothered to routinely update
their systems. Some worms and
viruses exploit previously
unknown security flaws, but
patches to fix the problem are
soon made available when this
sort of thing occurs.

Some applications programs now
have an automatic update facility,
as does the Windows operating
system. A system such as this
could be regarded as a potential
security risk itself, but manual
updates are usually available from
the software publisher’s web site
if you do not trust the automatic
approach. In the case of
Windows it is possible to launch
the automatic update facility via
the Windows Update option in the
start menu (Figure 1.1). The
computer used in this example is
running Windows ME, but the
process is exactly the same for
Windows XP users. Of course,
the PC must have an active
Internet connection in order to
use any form of online update
system.

The Windows update system produces the Welcome screen of Figure
1.2, and the first step is to operate the Scan for Updates link near the
middle of the page. The scanning process is usually quite quick and
produces a list of available updates in the left-hand section of the screen
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(Figure 1.3). Left-clicking an entry brings up a list of available updates in
that category. The list, together with details of each update, is displayed
in the main section of the window, as in Figure 1.4. In this example only
one update is listed, but this is a security type that needs to be instailed.
Itis as well to look through the other categories to see if there is anything
worth installing, but you will probably find that many of the updates are
not of relevance to the Windows installation you are using. There might
be foreign language updates for example.

Having selected the required updates via the Add and Remove buttons,
activate the Review and Install Updates link in the left-hand section of the
window. Then operate the Install button in the main section of the window
(Figure 1.5). The updates will then be installed and a small window will
show how the process is progressing (Figure 1.6). Once the updates
have been installed you will be asked if you woulc like to reboot the
computer. Itis not essential to do so, but the updates will not take effect
until the computer has been rebooted.
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Fig.1.7 The Internet Options window

Browser configuration

The Internet Explorer browser program has some built-in safeguards to
help protect your computer from an attack via the Internet. It is possible
to vary the degree of protection provided by the browser, which might
seem to be an odd way of doing things. Surely it would be safer to have
the browser automatically set for the highest possible degree of security?
Clearly it would, but the total security approach to things would also
mean that many useful features would fail to work. For example, with
the maximum level of security it is not possible to download any files,
which is a major limitation. You probably use web sites that require
users to log on, but most of these sites have a facility that automatically

20




The basics of security

1

Fig.1.8 The Security options

logs users onto the system. Facilities of this type will not work if a brcwser
is set for maximum security.

The easy way of altering the security setting of Internet Explorer is to run
the program and then select Internet Options from the Tools menu. This
produces a window like the one of Figure 1.7, and by default the General
tab will be selected. The General section is used for altering the
homepage and other basic tasks, but it is the Security page that is of
interest in the current context. Selecting the Security tab produces a
window like the one in Figure 1.8. The degree of security is selected by
way of the slider control, which has four settings. These settings ars
Low, Medium-Low, Medium, and High. The text next to the slider ccntrol
gives brief details of each setting, but in practice it is really a matter of

21
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Fig.1.9 More precise control is available if you need it

using the “suck it and see” method. Use the highest level of security that
does not result in any features you use being disabled.

Cookies

More precise control over the security settings can be obtained by
operating the Custom Level button. A new window (Figure 1.9) is then
launched, and this has radio buttons that are used to individually control
each aspect of security. In order to use the custom settings properly it is
necessary to understand the terminology involved. One of these terms
is “cookies”, and with older versions of Windows these are controlled via
the Custom Level! feature. In Windows ME and XP they are controlled
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Fig.1.10 The Internet Options Privacy page

separately by way of the Privacy page, and operating this tab switches
the window to look like Figure 1.10.

A cookie is just a text file that is deposited on the hard disc drive of your
PC when certain web sites are visited. In most cases the use of cockies
is optional, but without them you will find that certain features of the site
do not work properly. With a few sites you can only use its facilities if
your PC is set to accept cookies. Since a cookie is just a small text file it
should be completely innocuous. There is a special folder on the hard
disc drive for cookies (usually C:\Windows\Cookies), and if you take a
look at its contents there will usually be alarge number of filesithere. On
my PC | found over 1800 cookies in this directory!
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Fig.1.11 Some web sites use cookies for automatic identification

The main use of cookies is to enable a site to automatically identify you
on each visit. When | visit www.amazon.co.uk for example, | am greeted
with the message “Hello MR. Robert Penfold™ (Figure 1.11). The site
identifies me by looking for a cookie left on the hard disc during a previous
visit to the site. The site will not know who | am if that cookie is deleted
or | use a different PC to access the site. Indeed, if | use a PC belonging
to someone else and that person has used the Amazon site, it is the
greeting for that person that | will receive.

This is a slight drawback of cookies. Anyone gaining access to your PC
can take advantage of the cookies it contains. In practice cookies do
not give automatic access to anything important. The site of your Email
provider might recognise you via a cookie, but you still have to use a
password in order to gain access to your Email account. Consequently,
someone gaining access to your computer and the cookies it contains
should not permit them to access any important accounts. However,
never leave passwords anywhere on your PC. Storing passwords on a
PC is a bit like locking a door but going off and leaving the key in the
lock.

In some cases cookies will provide automatic entry to subscription or
other password protected sites. Bear in mind that anyone gaining access
to your PC will also gain access to these sites if you opt for the
convenience of automatic entry. Furthermore, they will gain access to
the sites via your account and in your name. Fortunately, it is unlikely
that they will be able to do any real harm since things such as online
bank accounts require users to login properly at each visit. Do not opt
for automatic entry to any site that contains personal information.
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One slight problem with cookies is that they tend to build up on your
hard disc drive, especially if you use the Internet for research and visit
many sites per day. | think that the importance of this tends to be
exaggerated somewhat, since the files are small and will each consume
whatever the minimum amount per file happens to be for your PC.
Eventually some 25 to 50 megabytes could be used, but with most hard
discs having a capacity of 20,000 megabytes this is rather less important
than in the days of 500 megabyte discs.

The “belt and braces” approach to removing unwanted cookies is to
simply remove all cookies from your PC. This will clearly remove the
useful ones along with the rubbish, but the useful ones will be resiored
on signing in to your favourite web sites again. In order to remove all
cookies it is just a matter of launching Internet Explorer, selecting internet
Options from the Tools menu, and then operating the Delete Cookies
button in the middle section of the window. Operate the Yes button when
asked if you are sure that you wish to delete the cookies.

Many PCs are supplied complete with a suite of utility programs, or you
might have bought and installed one. Many of these suites include a
utility that helps to identify cookies so that you can remove any that are
for sites that are no longer of any interest. There are also shareware
utilities that provide this function, and these can be downloadec and
tried for free. You only pay for the program if you intend to go on using
it. Many cookie related programs can be found at www.shareware.com
and similar sites.

In addition to programs that enable unwanted cookies to be deleted
there are programs that delete a cookie once the current session has
been ended. Some cookies are automatically deleted anyway, and these
are known as “session-only” or “per-session” cookies. These programs
effectively tum any desired cookie into a session-only type. if you visit a
site where cookies are mandatory, a program that has this facility provides
an easy way of removing the cookies once you have exited the site.

Cookie options

The cookie control in the Internet Options window has six settings from
Accept All Cookies to Block All Cookies. The text to the right of the
control briefly explains the effect of each setting. As cookies are relatively
harmless, there is probably no significant danger in using Accept All
Cookies setting. Cookies do provide a means for your browsing habits
to be monitored, so you may prefer to use a higher setting on privacy
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Fig.1.12 The Advanced Privacy Settings window

rather than security grounds. Bear in mind though, that with the higher
settings you will almost certainly find that some of the facilities at your
favourite sites fail to work, and all or part of a few sites might be
inaccessible.

Itis possible to override automatic handling of cookies by operating the
Advanced button in the Privacy section of the Internet Options window.
This produces a window like the one shown in Figure 1.12, and the
checkbox near the top must be ticked in order to make the other options
active. First and third party cookies can be blocked, allowed to pass, or
you can be prompted each time a site tries to use a cookie. There is a lot
to be said for the prompting method, which ensures that only cookies
you agree to use find their way onto the hard disc. In practice it might
mean a lot of hassle though. Per-session cookies will aiways be allowed
if the checkbox near the bottom of the window is ticked. There is probably
nothing to be gained by blocking this type of cookie so it makes sense
to tick this checkbox.
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Fig.1.13 Entries can be expanded to show the constituent parts

Netscape

Internet Explorer is by far the most popular browser, but there are others
in use, and they have different means of controlling privacy and security
settings. Netscape Navigatcr is the main rival to Internet Explorer, and it
has some useful settings that govern privacy and security. These can
be accessed by first selecting Preferences from the Edit menu, which
launches the Preferences window. Then double-click the Privacy &
Security entry in the list down the left-hand side of the window. This will
expand the entry to show its constituent parts (Figure 1.13). You can
then double-click one of these parts to bring up the appropriate options
in the right-hand section of the Preferences window (Figure 1.14). You
can control the way in which cookies and pop-ups are handled, whether
or not passwords should be remembered, and so on.

Further facilities for handling cookies are available from the Cookie
Manager which is accessed via the Tools menu. In addition to the ability
to accept cookies, there is a manager facility for stored cookies (Figure
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Fig.1.14 Double-clicking an entry brings up the corresponding options

1.15). This shows a list of cookies, together with the site that stored each
one. This makes it easy to find and remove unwanted cookies, and
there is aiso a button that enables all the stored cookies to be removed.

Firewalls

A considerable amount of protection can be provided by using the most
secure browser settings, but only at the expense of some facilities
becoming difficult or impossible to use. There is an alternative in the
torm of a firewall, which can be either a piece of hardware or a program.
A firewall’s basic function is much the same whether it is implemented in
software or hardware.

Although some people seem to think that a firewall and antivirus programs
are the same, there are major differences. There is often some overlap
between real world antivirus and firewall programs, but their primary aims
are different. An antivirus program is designed to scan files on discs and
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Fig.1.15 There is a facility for managing

Of course, a firewall is cookies stored on the PC
of no practical value if

it blocks communication from one PC to another and access vig the
Internet. What it is actually doing is preventing unauthorised access to
the protected PC. When you access an Interret site your PC sends
messages to the server hosting that site, and these messages request
the pages you wish to view. Having requested information, the PC expects
information to be sent from the appropriate server, and it accepts that
information when it is received. A firewall does not interfere with this type
of Internet activity provided it is set up correctly.

It is a different matter when another system tries to access your PC when
you have not instigated the initial contact. The firewall will treat this
attempted entry as an attack and will block it. Of course, the attempt at
accessing your PC might not be an attack, and a firewall can result in
legitimate access being blocked. Something like P2P file swapping is
likely to fail or operate in a limited fashion. The sharing of files and
resources on a local area network could also be blocked. A practical
firewall enables the user to permit certain types of access so that the
computer can work normally while most unauthorised access is still
blocked. However, doing so does reduce the degree of protection
provided by the firewall.
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Broadband

Using a firewall is considered to be much more important when using
some form of broadband Internet access. One reason for this is simply
that with a high-speed connection it will be less obvious if someone is
accessing your PC. With a slow dial-up connection the additional flow
of data would slow things down and be more readily apparent. Another,
and perhaps more important reason, is that with most types of broadband
connection you are provided with a fixed Internet address. Having found
your PC it is possible for a hacker to go back to it again whenever it is
switched on. With a dial-up connection your Internet service provider
(ISP) normally provides a new Internet address each time you logon to
their system.

Another point to bear in mind is that with a broadband connection the
PC is usually connected to the Internet all the time that it is operating,
and not just when you decide to go online and do some surfing. With
many PCs this means that there is a connection to the Internet virtually
all day every day. Even if you are provided with a new Internet address
each time the PC is switched on, it will probably be operating with that
address for many hours before it is switched off again. This still leaves it
relatively vulnerable to attack.

With some types of modem the Internet connection does not close down
when the PC is switched off. The modem remains connected to the
Internet all the time unless it is switched off, which most users do not
bother to do. With this setup the system retains the same address for
what could easily be weeks or even months. This effectively gives the
system a permanent address.

Hardware or software?

For users of ordinary dialup connections there is probably no inexpensive
hardware option available, and a software firewall has to be used. For
broadband users the hardware option is usually available at reasonable
cost, and it is one that is worth serious consideration. If you use an
external broadband modem that connects onto one of your PC’s USB
ports, or an internal modem, there may be no way of implementing a
hardware firewall without also switching to a different type of modem. it
is still worth looking to see if anything suitable is available. New computer
gadgets are being introduced all the time, and Internet security is
something of a growth industry.
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Fig.1.16 This modem has a built-in router and hardware firewall

A hardware firewall is a relatively easy option for those using a modem
that connects to the PC via a standard Ethernet. In fact some modems
of this type have a built-in firewall. The Netgear DG814 modem shown
in Figure 1.16 includes a versatile DSL modem, but it also includes a
four- way router, or switcher as this piece of equipment is also known. In
other words, up to four PCs can be connected to the unit via ordinary
Ethernet ports (Figure 1.17), and each one will appear to have its own

Fig.1.17 There are network inputs for four PCs
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Internet connection. In fact the PCs are sharing a single connection,
and the router ensures that the received data is sent to the correct PC. It
also ensures that any data sent from one PC is kept separate from any
data from the other PCs.

The router uses a process known as network address translation (NAT),
and it provides the firewall action as a by-product of the sharing process.
The only device in the system that can be recognised externally is the
router. Anything on the other side of the router is “invisible™ to the outside
world. The router uses the real Internet address provided by your ISP,
but the PCs in the system use a sort of fake address based on the real
one. The router makes the necessary adjustments to incoming and
outgoing data so that everything runs smoothly.

| tested the firewall capability of the TG814 by going to a website that
runs tests that are supposed to shock you by showing how vuinerable
your PC is to Internet attacks. In fact the site was unable to access any
of the PCs in the system, and was unable to detect a computer at the
appropriate Internet address. This lack of success was due to the fact
that the system at the test site was “talking” to the router and not the PCs
on the other side of the router. There is no point in trying to hack into a
PC that is not there.

itis unlikely that this or any other type of firewall can ever be one hundred
percent effective against hackers, but it certainly makes it very difficult to
hack into one of the PCs in the system. This is probably all you need to
do in order to avoid attacks from hackers. If your PC system proves to
be difficult to penetrate it is likely that any hackers will go elsewhere in
search of easier pickings.

Note that it is not necessary to have a network of several PCs in order to
use this type of firewall. The firewall action is still obtained with a single
PC connected to the TG814 or a similar unit because the translation
process is still used. Also, the modem and the router do not have to be
in the form of a single unit. However, unless you are reasonably expert
with networking it is definitely a good idea to opt for the modem and
router/firewall in a single unit. Setting up the system is very straightforward
using equipment of this type.

Software firewall

Broadband is becoming more popular, but most private individuals still
use an ordinary dialup connection or a form of broadband where a
hardware firewall is not a very practical proposition. Software firewalls
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are consequently the more popular type with home Internet users. There
are a number of well known firewall programs available, and a program
of this type is sometimes included in suites of utility programs. Fortunately,
these personal firewall programs, unlike the highly sophisticated business
firewalls, are reasonably inexpensive. In fact one or two free firewall
programs are available. Software firewalls all operate in essentially the
same manner and use the same techniques.

One of these techniques is to monitor Internet activity and alert the user
if a non-authorised program tries to access the Internet. Initially there
might be alerts when running programs that involve legitimate Internet
access, but once you have set up the firewall to recognise legitimate
Intemet traffic this should no longer be a problem. This form of monitoring
is guarding against software such as Trojans ard spyware that tries to
send information obtained from your PC to another system on the Internst.

Note that a hardware firewall will not guard against this type of thing,
because it will consider any Internet access that originates from your PC
to be legitimate. A software firewall that provides this type of monitoring
will detect and block Internet activity from any program that you have
not granted Internet access. Although a hardware firewall is very good
at guarding against external attacks, it will not prevent an internal attack
if you should download a Trojan or similar program. For the ultimate in
security a hardware firewall therefore has to be backed up by appropriate
software protection. In some cases this additional protection is built into
the firewall's hardware, but in most instances a program running on the
PC is required.

Another technique used by software firewalls is essentially the same as
the one used by routers. The vast majority of incoming messages are in
response to a request sent from the PC. The firewall inspects received
packets of data and blocks them unless they are the result of a request
for data sent by the PC. This method gives excelient security, but some
facilities might be lost becauss they require the initial contact to come
from the remote system. Like hardware firewalls, the software variety
normally has a facility that permits exceptions to be specified so that
these facilities can be reinstated. Of course, this could slightly
compromise security, but some types of Internet activity are blocked
unless these exceptions are made.

Ports

When dealing with firewalls you are almost certain to encounter the term
“ports”. In a computer context this normally means a socket on the PC
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where a peripheral of some kind is connected. In an Internet context a
port is not in the form of any hardware, and it is more of a software
concept. Programs communicate over the Internet via these notional
ports that are numbered from 0 to 65535. It enables several programs to
utilise the Internet without the data for one program getting directed to
another program.

Firewalls usually have the ability to block activity on certain ports. The
idea is to block ports that are likely to be used by programs such as
backdoor Trojans but are not normally used for legitimate Internet traffic.
A Trojan could be set to “listen” on (say) port 80, and send the data it has
collected once it receives a message from a hacker. By blocking any
activity on port 80, the firewall ensures that the Trojan can not send any
data, and that it will not be contacted in the first place.

Note that most software firewall programs will block this type of activity
anyway, because the firewall will detect that an unauthorised program is
trying to use the Intemnet. It will alert the user and only permit the data to
be sent if the user authorises it. Presumably the user would “smell a rat”
and deny permission for the Trojan to access the Intemet. Most hardware
firewalls would prevent the message from the hacker from reaching the
Trojan, and would also prevent the attack from succeeding. Even so, it
is useful to block ports that are likely to be used for hacking the system.
Doing so makes it that much harder for someone to “crack” your system,
which is what Internet security is all about.

False alarms

Many of the early firewall programs had a major problem in that they
were a bit overzealous. While you were trying the surf the Intemet there
were constant interruptions from the firewall informing you of attacks on
the system. In reality these attacks were wholly or largely nonexistent.
What the programs were actually detecting was normal Internet activity,
and many of the false alarms could be prevented by setting up the
program to ignore certain programs accessing the Internet. Some of
these programs were virtually unusable though.

Modern firewall programs mostly operate in a rather less “in your face”
tashion, and produce fewer interruptions. Even so, itis usually necessary
to go through a setting up process in order to keep down the number of
false alarms, and further tweaking may be needed in order to get things
working really well. Of course, if you would like to be informed about
every possible attack on the system, most firewalls will duly oblige
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Fig.1.18 The initial screen of Zone Alarm Pro

provided the appropriate settings are used. This certainly gives the
ultimate in security, but it could make surfing the internet a very slow and
tedious process.

Zone Alarm

There are plenty of software firewalls to choose from, and most of them
are capable of providing your PC with a high degree of security. Black
Ice Defender is a popular program that has the advantage of requiring
little setting up before it is ready for use. Zone Alarm is another popuiar
firewall, and it exists in free, trial, and full commercial versions. itis quite
easy to set up and use, and the free version represents a good starting
point for private users wishing to try a good quality firewall at minimum
cost. All versions of this program are reasonably easy to set up. Zone
alarm Pro will be used for this example, and this program has a few
more facilities than the basic (free) version.

Figure 1.18 shows the initial window produced once the installation
process has been completed. This simply explains that there are a few
processes to complete before the program is ready for use. The options
available at the next screen (Figure 1.19) are for two of Zone Alarm Pro’s
optional extras. One of these is a routine that blocks pop-up
advertisements and it also blocks third-party “spy” cookies. Pop-ups

_35




1 '_|'he_3 basics of security

36

RIrSlon wizard

I NE
Review Privacy Settings
ou i n
RIVACY CONTROL Would you like to enable privacy controi? Cache
cleaner?

Privacy control biocks pap-up and danner ads
while you Surf the Wed nd blocks hirg-party
€00kios that €an e yses 1o spy on you Cache [~ Tum prvacy contro! on 0 1 81 biock pop-up-ads, banner
cieaner kesps your computef clutter-free by ads ant thirg-pary cookes.

deleting axcess fes you collect white you surf
e Web and use your compster.

[T Tum Cacre Cieaner on so | can free up disk space on mry
computer

Y St

Fig.1.19 TWo optional extras are available

are now so widespread on the Internet that they have become a major
nuisance. Apart from being irksome, they can effectively slow down
your Internet connection by increasing the amount of data that has to be
downloaded. This can be a serious drag on your surfing if you do not

Bopration Wizard

NE
Review Alert Settings

—FIIREWM.L ALERTS Yhat kind of blocked traffic do you want to be
alerted to?
By defaul, ZoneAtarm Pro oniy alerts you to € Alert me whenever ZonaAiarm Pro blocks traffic.
blocked inBound traffic wher: it is likely hacker
actvity - not traffic that is uninviied but probably
harmless ‘ @ Aalert me onfy when biccked traffic Is probably hacker actrty.

€ Dont slert me at all - protect my computer shenily

l # Noie

'8 saey to change thase settings lates from ZoneAkam Pro.

—————r

Fig.1.20 Here you select the level of alerts that will be produced
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Configuration Wizard
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Fig.1.21 If required, the progrem can be password protected

have some form of broadband connection. A pop-up blocker is theretore
a very useful feature.

Cache cleaning is the other option. Copies of many Internet files are
kept on a PC so that they do not have to be downloaded again when the
relevant pages are revisited. Anyone undertaking a lot of surfing is likely
to end up with many megabyles of cached Internet files on their FC's
hard disc. These files should eventually be removed by Windows, but
the cache cleaner provides a neater solution by preventing a massive
build-up from occurring in the first place.

Things then move on to a window (Figure 1.20) where you choose the
types of Internet access that will produce alerts. You can opt to have an
onscreen message appear when any access is blocked, or for no alerts
to be issued. Note that the program will still continue to block Internet
access as and when it sees fit, even if the alerts are completely switched
off. The middle option results in an alert being produced when the
program considers that attempted access is probably the result oi an
attack by a hacker. This is the default option and is probably the best
choice.

The next window (Figure 1.27) enables the program to be password
protected. This is only necessary if someone else has access to your
PC. This is followed by the screen of Figure 1.22. Here Zone Alarm lists
programs that it thinks will need internet access. The list will include the
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Fig.1.22 You can choose which programs are grantad Internet access
now or later

default browser and any other programs that are required for normal
Internet access. By default, these programs will be given Internet access,
but other programs will produce a warning message if they attempt to

Congratulations!

ZoneAlarm Pro is ready to protect ‘ " Stiow me the ZoneAlarm Pro tutorie now

@ Skip he titorel ang start ZomeAamm Pro. ) cen aays view he
N0NA later fOom the Dveranew panel of Windows Start memy.

Get a head start o0 ysing ang understanding
ZoneAanm Prol Check out e al-new ZoneAlarm
Pro tutorial i's fast and sasy!

s ——— o - 5 4 e e

Fig.1.23 You can start the program or view a tutorial
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Network Cohfiguration Wizard

ZUNE

Welcome to the Network |
Configuration Wizard!

New Hetwork Detected: IP Address 168_168.0.0

ZoneAlarm Pro has detected a new network connacted to your comguter. This
wizard will help you decide what tevei of secunty to set for this network.

. A network is a connection fom your computer to another computer or to
l an Infemet connecbon (DS, cable modem, dial-up, efc)

To continue. tlick Next

r Do not show #his wizard next ime a new network is detected

Fig.1.24 The program has detected a network, and it has to be
configured so that Zone Alarm will permit file sharing

use the Internet. Access will then be allowed only if you give permission.
You might prefer to choose which programs will be granted access during
the setting up process rather than dealing with it later as programs try to
access the Internet. As most programs do not require Internet access, it
is probably easier to grant access as and when necessary.

The next window (Figure 1.23) gives the option of starting the program
or viewing a quick tutorial. It is definitely a good idea to look at the
tutorial, but it can be viewed at any time by running Zone Alarm Pro and
operating the Tutorial button.

Network

The PC used for this demonstration has its Internet connection provided
by a broadband modem that has a built-in router, with two other FCs
connected to the router. This network was detected by Zone Alarm Pro

1
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Private Network Detected

1P Adgdress: 168.168.0.0

Fig.1.25 The network can be enabled or blocked

Name This Network

P Address; 168 168.0.0

Fig.1.26 Here you can give the network a name or accept the default
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Wizard Complete! ﬁ w

You have successfully completed the Network Configurstion Wizasd. The
network has been configuwed as shown

Fig.1.27 Use this window to review the selected settings

(Figure 1.24), and the Network Configuration \Vizard was launched.
Remember that a firewall will block any network access, including the
LAN (local area network) variety, unless instructed otherwise. At the
next screen (Figure 1.25) you have the option of enabling this network or
blocking it. Obviously it must be enabled in order to permit the system
to go on working properly.

The window of Figure 1.26 enables the network to be given a name of
your choice, or you can simgly settle for the defauit name. The next
window (Figure 1.27) simply shows the settings you have chosen and
provides an opportunity to go back and change them. Finally, the
program is run (Figure 1.28). In normal use the program runs in the
background and it is only necassary to go to this screen if you need to
make changes to the setup or view the statistics preduced by the program.

Operating the Firewall tab switches the window to look like Figure 1.29,
and the degree of security in each zone can then be adjustad via the
slider controls. Unless there is good reason to change the setting for the
Internet Zone, it should be left 2t High. The other tabs permit easy control
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Fig.1.28 Fihally, the program is operational

of other aspects of the program, such as alerts (Figure 1.30). Therefore,
if you find any of the initial settings unsatisfactory it is easy to change
them.

In use it is likely that the program will initially query potential problems
that are really just a normal part of PC's operation. In the example of
Figure 1.31 an alert has been triggered by an image editing program
trying to access the Internet. Although there is nc obvious reason for
such a program requiring the Internet, many programs these days use
the Internet to regularly look for program updates. Operate the Yes button
to permit Internet access or the No button to block it. Tick the checkbox
if you would like this answer to be used automatically each time the
program tries to access the Internet.

Sometimes the alert will genuinely find something that is amiss. In Figure
1.32 the alert shows that a file called msbb.exe has tried to access the
Internet. Some delving on the Internet revealed that this is part of the
Ncase adware program, which was supposedly uninstalled from the PC
afew weeks earlier. Clearly it had not been successiully uninstalled, and
some further work was needed in order to banish it from the system.
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Fig.1.30 You are not stuck with the options selected during installation.
The settings available via this tab enable the alert setiings to
be changed
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Digital Certificates

Digital certificates are something that you are likely to encounter on the
Internet from time to time. The purpose of the certificate is to guarantee
the identity of an individual or organisation, and trey could be regarded
as the digital version of a passport. Having the identity of the person or
organisation properly verified should in turn guarantee that you can safely
download their program, use their site, or whatever. Typically a digital
certificate is encountered when downloading a player program to peimit
a media file to be played. Digital certificates are also used much used
for secure web sites.

In order to be of any value the certificate must be issued by a recognised
certificate authority (CA) such as VeriSign. Certificates have an expiry
date and must be renewed from time to time. Occasionally a warning
message might be produced as you enter a site, due to the certificate
having been allowed to lapse. There is probably nothing to worry about
if the site is one that is tried and tested. The certificate has probably
been allowed to lapse due to an oversight. If the site is not one that you
have used regularly in the past it is probably a good idea to give it a miss
until the certificate is renewed.

Secure site?

Many web sites claim that they are secure and that any information that
you supply to them is hacker-proof, but how do you know if a site is
actually a secure type? For that matter, what exactly is a secure site?
Sites that take sensitive information such as credit card details normally
use encryption so that your

information is safe from hackers.

A hacker might actually intercept =l
the information, but as it is =—— e

encrypted it is not in a form that Fi 1’;@"‘9.[(::?;,' of

is of any use to them. Even using g.1.

the most powerful computers Internet Explorer
available today it would take many years to “crack” the code and extract
your credit card details, or whatever. No one is going to bother, and the
information would probably be well out of date by the time it was recovered
by a hacker.

By default, Internet Explorer will tell you when you are entering and leaving
a secure site. This can get a bit irritating, so most users switch off these
messages. Even where they are still operational, it can be difficult to
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keep track of things if the messages keep popping up. Fortunately it is
very easy to determine whether or not a secure site is being accessed
using Internet Explorer. A tiny
padlock icon appears near the
bottom right-hand comner of the
window when visiting a secure
site (Figure 1.33). If this icon is
absent, the site is not secure, even
if it contains claims to the contrary.
Netscape browsers use a similar
system, but the padlock icon
(Figure 1.34) is normally the same
Fig.1.34 Netscape’s version of the ~ olour as the background, and it

lock icon turns yellow once into a secure

site.

The encryption and decryption process is very complex, but can be
handled very rapidly by modern computers. Information sent from your
PC to a secure site is mathematically manipulated using a very large
number as the basis of the changes. This number is not secure, and a
hacker could gain access to it. The “trick” of this system is that the
encryption code is not enough to decrypt the data that you send. An
additional code number is required, and this is known only at the secure
site. These codes are known as the private and senders keys.

Although simple in principle, it took many years for someone to actuaily
come up with a practical system of this type. The degree of security
provided by the current systems is so high that there is no realistic chance
of anyone intercepting and decrypting your credit card details, etc. It
would be easier to steal the information by more conventional means.
Do not send sensitive information to a site that is not secure. Note that
older browsers can not handle the current level of encryption (128-bit),
but this should not be a major problem unless you are using areal “golden
oldie” version of Netscape, Internet Explorer, or whatever. For the ultimate
in security it is advisable to always use the most up-to-date version of a
browser that your PC can run. Check for updates that will improve various
aspects of your browser's security including encryption.
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Points to remember

The term “virus” tends to be used to describe a wide range ot harmful
files, but strictly speaking it refers to a specific type of threat. A virus
attaches itself to other files and tries to spread across the system. It may
or may nor cause severe damage to the system, and in practice most
viruses do try to damage data and (or) the operating system.

A Trojan is a program that purports to be one thing but is actually
something else. Some Trojans attack the system, much like viruses, but
can not replicate and spread like a virus. A backdoor Trojan helps hackers
to penetrate your computer system, either with a view to causing damage
or to steal information.

A worm looks for security “holes” in other systems in an attempt to attack
that system and spread from it. Some of the worst computer attacks in
recent times have been from worms that are spread by Emails, and
replicate by sending copies of themselves to every address in the address
book of the attacked system.

Prevention is better than cure. A good antivirus program can cost little
or nothing and will immediately spot most viruses. New viruses are
appearing all the time, so remember to keep the antivirus program up-
to-date.

Antivirus programs are of limited use against hackers. In order to keep
hackers at bay it is essential to use either a software or hardware firewall.
Ideally, both should be used if you have some form of broadband
connection, especially if it is of the “always on” variety.

Visiting dodgy sites and using “pirated” software are good ways of
introducing viruses and other harmful files to your PC. Using peer-to-
peer programs to swap files is another good way of doing it.

Use common sense and never take anything on the Internet at face value.
tf something looks too good to be true then it probably is.
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Secure sites are now so secure that there is no realistic chance of a
hacker stealing information you send to this type of site. Do not send
credit card details or other sensitive information to sites that are not secure.
A lock icon appears in the status bar of your browser when you access
asecure site.
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Antivirus
software

Be prepared

Many computer users take the view that they do not need antivirus
software until and unless a virus attacks their PC. This is a rather short-
sighted attitude and one that is asking for trouble. As explained in the
previous chapter, by the time that you know a virus has infected your PC
it is likely that a substantial amount of damage will have already been
done to the system files and (or) your own data files. Using antivirus
software to help sort out the mess after a virus has struck is “shutting the
stable door after the horse has bolted”. The virus may indeed be removed
by the antivirus software, but there may be no way of correcting all the
damage that has been done.

Another point to bear in mind is that your PC could be rendered
unbootable by the virus. Many viruses attack the operating system and
will try to make the system unbootable. If the system is not bootable,
you can not install antivirus software. As pointed out in the previous
chapter, most antivirus programs do some basic checks as part of the
installation process. The prcgram will not be installed if any hint of a
virus is detected. The reason for this is that the installation process
involves copying numerous files onto the hard disc and making changes
to some of the Windows system files. This can provide an opportunity
for the virus to spread and do further damage.

Many antivirus programs can be used once a virus has attacked & PC,
and even if the PC can not be booted into Windows. One approach is to
either have a set of boot floppy discs supplied as part of the package, or
for these rescue discs to be produced during installation. If the PC
becomes unbootable at some later date and a virus is thought to be the
cause, the PC is booted from the first disc in the set. A series of checks
are then performed, with the other discs being used as and when
required.
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A more modern alternative to this method is for the installation disc to
be a boot type. The basic facilities provided are generally much the
same as when using a set of boot discs, but there is no need to keep
changing discs. Also, the high capacity of a CD-ROM means that more
facilities are easily included in the program suite, if required. The
drawback of both methods is that the discs will be something less than
fully up-to-date, and may not be able to handle some of the more recent
viruses.

Other options

There are other ways of handling things that do not involve any form of
antivirus rescue disc. Where there is a recent backup of the system and
all your data it makes sense to simply wipe the hard disc clean by
reformatting it and then restoring the backup. This will completely destroy
any infected files and should provide you with an infection-free system.
However, in this situation it would be a good idea to run some antivirus
scans on the restored system just in case the backup copy is infected.
Remember that viruses are often designed to lay dormant for some time.
The virus could have infected the PC many weeks prior to it showing
any obvious signs of the infection.

Another approach is to again wipe the hard disc of all its contents but to
then reinstall everything “from scratch”. It is important to realise that
with this method any data on the hard disc drive will be lost. Depending
on the importance of the data on the disc, and whether backup copies
are available, it might be necessary to rescue the data on the disc first,
or to attempt a rescue anyway. It might not be possible to rescue anything
in cases where the damage to the contents of the disc is severe. Unless
you have a backup of the system there is no alternative to reinstalling
everything “from scratch”. Any data that has not been backed up will be
lost, which is why you should always have at least one backup copy of
any important data.

For those prepared to mess around with the hardware, another method
is to add a hard disc to the PC. This disc is set as drive C (the boot disc)
and it has Windows installed in the normal way, complete with some
antivirus software. The original disc is used as drive D in the new setup,
but it is not installed until everything has been fully installed on the new
drive C. With this setup it is possible to boot into the fresh copy of
Windows on drive C, run the antivirus software, and then use it to scan
the infected drive D.
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Provided the infected disc can be repaired, the hardware setup can be
restored to its original configuration. If not, the new drive can be retained
as the boot drive and the applications programs are installed ontc it.
Any undamaged data files can be copied from the old disc to the new
one, and the old disc can then be reformatted. Either way the expense
of the new hard disc is incurred, but you have an additional disc that
can be more than a little useful for backup purposes.

A method that can not be wholeheartedly recommended is to remove
the infected hard disc from the PC and set it to operate as drive D in
another PC. The antivirus software on the other PC can then be used to
scan the infected disc and, hopefully, produce a cure. There is nothing
fundamentally wrong with this way of handling things, and it has a good
chance of success. Itis difficult to recommend it though, because there
is a definite risk of the infection being spread to the second PC rather
than being removed from the first one. | suppose that there is little to
lose if the second PC is an old one that is not used in any serious
applications, and it does not contain any important data. Other methods
are preferable unless this is the case.

Topics such as data recovery, making backups, and reinstalling Windows
“from scratch” are covered in subsequent chapters. This chapter covers
the use of antivirus software and similar programs that are designed to
keep your PC clean of any form of infection. Correct use of the
appropriate software does not guarantee that the operation of your PC
will never be seriously disrupted by a virus or similar infection, but it
does greatly reduce the chances of serious problem developing.

Background

Software firewalls were considered in the previous chapter, and Zone
Alarm Pro was used as an example of how these programs are set up
and used. in order to perform its task properly a software firewall has to
run as a background task, monitoring the Internet activity of the PC.
With Zone Alarm Pro you have the option of bringing up the program
window, but this is mainly done to alter the default settings or view the
statistics generated by the program.

An antivirus program does not have to run as a background task, but it
does have to do so in order to be as effective as possible. You could
simply use the program to periodically scan the drives of your PC, and
antivirus programs invariably have this mode of operation. In fact most
can be set up to provide automatic scans at a certain time on a given
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day of each week. This way of handling things has a big limitation
though. It is possible for a virus to be on the system for nearly a week
before the discs are scanned and there is any possibility of it being
detected. in that time the virus could become well entrenched and wouid
probably start to attack the files on the hard disc drive. More frequent
scans could be scheduled, but the computer would then spend much
of its time looking for viruses. This would probably be inconvenient,
and would significantly reduce the operating life of the hard disc drive.

Most antivirus programs have two or three different modes of operation.
In addition to the scanning mode, most can operate in real-time, and
many have some form of rescue mode that tries to cure problems if a
virus should find its way onto the hard disc. It is the real-time mode that
is probably the most important. Like a firewall, the program runs in the
background and monitors Internet activity. In fact most programs do
rather more than that, and also monitor the interchangeable disc drives
such as the floppy and CD-ROM drives.

The general idea is to have the program spot a virus as soon as it enters
the system, and to then alert the user to its presence before it has time
to spread. This greatly reduces the chances of the PC coming to grief,
but there is a slight downside with both software firewalls and real-time
antivirus programs. They both operate continuously in the background
and utilise some of the computer’s resources. In particular, they take up
a certain amount of the PC’s processing time and its memory. This
tends to make the computer run applications programs a little slower.

In the past this problem was certainly more of an issue than it is now.
The best PCs of ten years ago were far less powerful than an even an
inexpensive PC of today. There was often a very marked loss of
performance when a
firewall or antivirus
program was
installed on a PC.
These days it is
unlikely that a
noticeable reduction
in performance will
occur, but there will
be some reduction in
speed. Another
problem with many of
the early antivirus
programs was that

[
S

Fig.2.1 The ViruSweep startup screéh
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they tended to take over the PC. Most were more than a little intrusive in
operation, and some produced over-protective warnings whenever you
tried to do practically anything. Fortunately, most modern antivirus
programs are much more discreet and remain unseen in the background
most of the time.

Real world programs

There are a number of "big name” antivirus programs, and any of these
should provide your PC with excellent protection against viruses and
other harmful files. These programs provide broadly the same functions
but are different in points of detail. We will consider a few representative
examples here. It is worth emphasising the point that it is not a good
idea to have more than one of these programs installed on your PC at
any one time. Antivirus programs are less intrusive than they used to

Fig.2.2 The first ViruSweep screen after scanning for viruses

s
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Fig.2.3 This screen enables the type of scan to be selected

be, but they still operate continuously in the background monitoring the
PC'’s activity.

Having two of the programs operating simultaneously can easily produce
conflicts that can easily result in the PC crashing. With many of the
older antivirus programs you never actually managed to get that far.
Having two of them installed on a PC usually resulted in it failing to boot
into Windows. It might seem reasonable to have two or three antivirus
programs installed, since this gives a better chance of a virus being
detected. In practice it does not work very well when applied to real-
time monitoring. It can be useful to have the ability to scan using two or
three antivirus programs in succession, but having more than one
operating at a time is definitely something to be avoided.

’ﬂ
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Fig.2.4 This screen gives control over the action taken when a virus
is detected

Figure 2.1 shows the start up screen for the Quarterdeck ViruSweep
program, and operating the “Scan For Viruses” button takes the user
into further screens that permit various options to be selected. The first
screen (Figure 2.2) permits the user to select the parts of the system that
will be checked. Viruses can axist in memory as well as in disc files, so
checking the memory is normally an option. Further screens enable the
type of scan to be selected (Figure 2.3), and the action to be taken if a
virus is detected (Figure 2.4). Most antivirus software has the opticn of
removing a virus rather than simply indicating that it has been detected.
Note though, that in some cases it might not be possible to automatically
“kill” a virus. The program will then usually give details of how to manually
remove the virus.

Things are likely to be very difficult if you do not use antivirus software
and your PC becomes infected. On the face of it, you can simply load
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Fig.2.5 Many antivirus programs can make recovery discs. Norton
Antivirus makes a set of five recovery discs

an antivirus program onto the hard disc and then use it to remove the
virus. As explained previously, it is definitely not advisable to try this
method, and most software of this type will not load onto the hard disc
if it detects that a virus is present. There would be a very real danger of
the antivirus program itself spreading the infection and becoming
damaged itself.

Boot disc

The method offered by many (but not all) antivirus suites is to boot from
a special floppy disc that contains antivirus software. With this method
there is no need to load any software onto the hard disc, and
consequently there is no risk of the antivirus software causing the virus
to be spread further over the system. With the Norton Antivirus program
a boot disc plus four support discs are made during the installation
process (Figure 2.5). if boot problems occur at a later date, the PC can
be booted using the Norton boot disc, and with the aid of the other
discs a comprehensive range of virus scans can be undertaken (Figure
2.6). In some cases the virus can be removed automatically, and it might
also be possible to have any damage to the system files repaired
automatically as well.




Antivirus software

Rescue Disk

Lisk: Norton AntiViris Program Disk
Scans your systen for viruses.

Comnonly Used Options

b Scan boot records

ine Scan menery

srepair Repair infected files

Fa Scan all drjves except n: & B:

|
l ecan, press CtrileBreek, S T

Scanning takes a long tine. To stop the

Fig.2.6 Virus scanning using the Norton Antivirus recovery discs

Free check-up

Antivirus software does not rate as one of the more expensive types,
and a good antivirus program can be quite inexpensive. It does not
have to cost anything at all and there are various free options available
it you would prefer not to buy one of the mainstream commercial
products. The best source for this type of software is undoubtedly the
cover-mounted discs provided “free” with computer magazines. There
seems to be a steady stream of antivirus software provided on these
discs. Some of these programs are actually only time-limited trials that
are of no use for long-term use.

There is a catch with many of the others in that the program is free, but
a subscription has to be paid in order to keep the virus database up to
date. Note that even with full commercial products the updates are
usually only available free of charge for one year. After that time you
either have to buy the new version of the program or subscribe to
updates. Of course, you can simply continue to use out of date antivirus
software, and it will still detect many viruses. However, it a new virus
infects your PC it is unlikely that an out-of-date antivirus will be able to
detect it.

)
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Fig.2.7 AVG 6.0 is available from the Grisoft web site

There are one or two totally free antivirus programs available on the
Internet, where you do not even have to pay for monthly online updates
to the database. AVG 6.0 from Grisoft is one that is certainly worth
trying. The Grisoft site is at:

www.grisoft.com

On the home page there should be a link in the list down the left-hand
side called something like "AVG Free Edition”. Activating this link will
bring up a page like the one in Figure 2.7. This gives some information
about the free version of the AVG antivirus program and provides a link
that enables it to be downloaded. You do have to go through a
registration process, but it is worth the effort. Monthly updates to AVG
are available free of charge. This program has a reputation for being
very efficient, and it certainly detected a couple of backdoor Trojan
programs on my system that a certain well-known commercial program
had failed to detect. Itis one of the best freebies or the internet.

It does have one major limitation, which is that it does not have a rescue
mode of the type provided by Norton Antivirus and some other programs.
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Fig.2.8 The main screen of AVG 6.0

There is a facility to backup important system files so that they can be
restored if the originals become damaged by a virus. There is no facility
to boot from a floppy disc or CD-ROM drive and run virus checks. The
program works effectively in the background detecting the vast majority
of viruses, Trojans, etc., so there is little likelihcod of a rescue mode
being required. However, if you shouid get unlucky it might be necessary
to resort to another antivirus program in order to clear an infection.

AVG does have a useful range of facilities and in other respects it is a
very capable program. In common with most antivirus programs you
can set it to scan the system on a regular basis, and it also has an
automatic update facility. Manual scanning is also available, and this is
another standard feature for this type of software. If you suspect that
there might be a virus infection somewhere in the PC you can get the
program to do a complete scan of the entire system. Another standard
option is to scan one or more of the interchangeable disc drives such as
a floppy or CD-ROM drive. This is useful in cases where you suspect
that a disc someone has given you might contain a virus.

AVG normally runs automatically at start-up and then runs in the
background until the PC is shut down, but it can be started in the nommal
way from the Start menu. It then appears in a window like the one
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Fig.2.9 Removable media can be scanned for viruses

shown in Figure 2.8. One of the large buttons gives access to the full
system scan and the lower one permits the removable media to be
checked. Operating the lower button changes the window to look
something like Figure 2.9, which has a button for each removable disc
fitted to the computer. Operating one of the buttons runs a check on the
appropriate drive, and a window showing the results (Figure 2.10) is
produced when the process has been completed.

The test results will show what action was taken if one or more viruses
were detected. The action taken depends on how the program is set up
and precisely what it finds. It will leave the infected file unchanged,
delete it, or quarantine the file by moving it to the secure folder that is
called the “Virus Vault” in AVG terminology. Alternatively, it will do nothing
and ask the user to select the required option.

When running in the background the program is represented by a small
button on the toolbar at the bottom of the Windows desktop. Double-
clicking the button brings up the control window of Figure 2.11, and this
is typical of the way antivirus programs operate. Using this itis possible
to alter a number of settings, including the types of scan that are provided.
Unless there is good reason to do otherwise it is probably best to leave
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Fig.2.10 The test results after checking a floppy disc

Fig.2.11 Many of AVG's settings can be changedc via the Control
Center
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Fig.2.12 Panda Software offer a free online virus scan via their
ActiveScan system

the default settings. It is definitely not a good idea to reduce the types of
scan that are provided since this could obviously leave security holes in
the system.

Online scan

There are various companies that offer online virus scanning facilities,
and most of these are free. Although online scanning might seem an
attractive option in cases where a PC has a virus infection but you have
no antivirus software, there is a drawback to their use in this situation.
Obviously the PC must be largely operational before it can go online
and be used with this type of scanning. Assuming i can get that far, the
main problem is that online scanning is not exactly online scanning.

The name suggests that a program running at the sarver scans your PC
for viruses, but in most cases very little of the software runs at the other
end of the Internet link. The usual arrangement is for an antivirus program
to be downloaded to your PC, temporarily installed, run, and then erased.
The problem with this method is that it is not really much different to



Antivirus software

[ B adadetionsca L wile sy > Rina i F e T4 . isix
Qs Q- v &% Jsewn Jrioure v @ ¢ . ﬂr,i
A3 228 14 10D /irwm D Rme = om e 1 f - i S - oo et
Cogrinwmarn o Besive - @sshae © O @Pruaiel Bowos D -4 Do T Rxm
i i .|
| Active! @
(3 <o v 35 secocnt S alctnl
Active . e e |

ot taey Dur dee g ord SLEstng

o* nd Smrains dlryses Bat have oraered poue PG, it i won s theen
o en ertateg Pande o - W prenct oy PERMANENILY fourt veises

T acd brtived. on s favernor B A4 Aivetr ai fo svur mobane

@
Fig.2.13 The first window provides a brief explanation of ActiveScan

installing an antivirus program and running it in the usual way. The file
copying provides opportunities for any virus to propagate, and going
online provides spyware and backdoor Trojans with an opportunity to
“do their thing”.

If you suspect that there could be a probtem with a virus but have no
definite proof, then it might be worth the risk if you do not have a better
alternative. Online testing is also worthwhile if you do not intend to use
normal antivirus software, but it is certainly not a genuine alternativa to
normal antivirus software. A program such as AVG 6.0 will monitor your
PC and provide real-time protection. Any virus 2ntering the system is
likely to be detected immediately. With occasional online scanning there
could be a significant gap between the infection occurring and the virus
being detected. Even afew days or hours could be long enough for the
virus to spread and damage your files.

| suppose online testing might be worthwhite il you are at the stage
where you are desperate enough to try anything, but as far as possible
it is best to avoid getting into that situation. Installing a free antivirus
program on your PC is far better than getting into difficulties and then
trying to recover the situation.
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Fig.2.14 An Email address must be provided in order to proceed

An important point if you do try online virus scanning is to make sure
that you use the services of a reputable company. In the early days of
computer viruses it was quite common for infections to be spread via
antivirus software that was actually a Trojan. This method has rather
gone out of fashion, but the possibility of someone coming up with an
online version can not be ruled out. Only using the services of a “big
name” company should ensure that the scanning detects and removes
any viruses rather than adding a few!

Panda Software is well known for its security oriented software suites,
and they offer online scanning in the form of the ActiveScan facility (Figure
2.12). Operating the Scan Your PC link brings up the initial window of
Figure 2.13, which briefly explains what ActiveScan does. Operating
the Next button moves things on to the window of Figure 2.14 where
you have to enter your Email address. If you do not wish to use your
normal Email address for this type of thing it is just a matter of setting up
an account with Hotmail, Yahoo!, or one of the other online Email
providers. This account can then be used when cbtaining free online
services, which almost invariably require a valid Email address.

At the next window (Figure 2.15) you have to state your country and
(possibly) area within that country. Things then move on to the stage
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where the software is downloaded, and the security warning of Figure
2.16 might appear. Operate the Yes button to go ahead with the
download. The window of Figure 2.17 appears once the program has
been downloaded and temporarily installed. The buttons near the top
left-hand corner of the screen enable various parts of the system to be
tested, and for this example the All My Computer option was used. The
checkboxes in the right-hand section of the window give some control
over the type of scan that is undertaken. You can opt to have Trojans
neutralised for example.

A window like the one in Figure 2.18 is produced once the scan is under
way. This has a bargraph display to show how far the scan has
progressed. A table of results is included, and this shows things like the
number of files tested, and any actions taken by the program. Note that
it is not necessary to remain online while the scanning takes place, but
that the PC must be online before the final results can be produced. As
with any antivirus scanning, it can take some time if there is a large and
largely full hard disc drive to check. Eventually the scan will be completed
though (Figure 2.19) and a full set of resutts will then be shown.
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Fig.2.20 The first task is to select the drives to be scanned

The program is much like an ordinary antivirus program in operation,
and this is essentially what it is. However, when you exit the program it
will effectively be uninstalled, and it can not be run in the usual fashion.

Non-virus

Antivirus programs, as their name suggests, are primarily concerned
with the detection and removal of viruses. Most will actuaily detect a
wider range of threats, including most Trojans, spyware, and backdoor
Trojans. How well these types of threat are detected varies somewhat
from one program to another. Antivirus programs are not usually
designed to detect what could be termed nuisance programs, such as
adware programs and their related files. However, there are programs
that are designed to deal with this type of thing, and they will mostly
detect some of the more serious threats such as spyware.

Pest Patrol is one of the best known programs of th's type, and it is the
one that will be used as the basis of this example. The initial screen of
Pest Patrol is shown in Figure 2.20, and the first task is to select the
drives that will be scanned. This is just a matter of selecting the required



Fig.2.21 You can control how thoroughly Pest Patrol scans and the
types of file it seeks

Fig.2.22 You can control the types of “pest” that the program seeks
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Fig.2.23 A list of “pests” is produced once the scan has been
completed

drives in the panel on the left using the standard Windows methods.
The Add button is then left-clicked in order to add the drives to the list in
the right panel. A drive can be removed from the list by selecting its
entry and operating the Remove button. Simply tick the checkbox if you
wish to check all the hard drives.

Operating the Options tab produces a further row of tabs, and these
give access to a range of options that control the way Pest Patrol scans
the disc. There are standard and thorough options for example (Figure
2.21), and you can also set the program to only look for certain types of
“pest” (Figure 2.22). Itis by no means essential to do any “fine tuning”
though, and the program should work well enough if it scans the discs
using the default settings. To go ahead with a scan it is just a matter of
operating the Start button in the top right-hand corner of the window.

You are presented with a scrollable list of results once Pest Patrol has
finished the scan (Figure 2.23). Itis essential to look down the list, item
by item, even in cases where there are a large number of entries. What
you and Pest Patrol consider to be “pests” could be rather different.
Remember that removing adware files could result in any programs
supported by that adware becoming inoperative. You are unlikely to get
away with installing supported software, disabling the associated adware,
and then continuing to use the supported software. Blocking adware
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Fig.2.24 Pest Patrol confirms that the offending files have been
deleted

with a firewall does sometimes leave the supported application fully
operational, but this is a moraily dubious practice.

Having decided the fate of the various entries, it is just a matter of selecting
each batch and then operating the appropriate button. in this example
none of the detected files were required, so they were all deleted. The
list changes to show what has been done to each file (Figure 2.24).
Note that the program may be unable to delete some files and folders. It
will then show the location of the relevant files or folders and recommend
manual deletion.

Email scams

The advice about Emails used to be along the lines that there is no risk
from a simple text Email, anc that the real threat from Emails comes
from attachments that are not what they are supposed to be. These
days it is necessary for this type of advice to be heavily qualified, since
many Email problems now stem from the text contained in an Email. To
be brutally frank, in many cases the problems also stem from the naivety
of the recipients. It is essential for anyone receiving Emails to act as the
main defence against the various scams and hoaxes that are becoming
increasingly common.
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The subject of hoax viruses was covered in chapter 1. This type of hoax
is not exclusive to Emails, but this method of transmission is used for
practically all hoax viruses. If someone sends you an Email saying that
they have accidentally sent a virus to you in an Email or attachment, do
some checking to ensure that there really is a virus. When someone
sent a hoax virus to my sister suggesting that a couple of files needed to
be erased in order to eradicate it, about 30 seconds of checking on the
Internet was sufficient to establish that it was indeed a hoax. Remember
that it is unwise to trust this type of thing simply because the Email
carries a sender’s address that you know. The sender’'s address could
be about as genuine as the virus, and there is also the possibility that
the sender has been fooled and is unwittingly spreading the hoax.

Email scams have been on the increase in recent years. The first one to
come to fame was the Nigerian scam where you pay money to help a
Nigerian business man to get his money out of the country. In return for
your help you supposedly get large sums of money, but there is no
prize for guessing how much you actually get back. There is no prize
either with another common scam where you are told that you have won
a competition but you need to pay a fee in order to get the prize. Usually
there is no prize, but occasionally there is a worthless prize. This scam
is just the Email equivalent of one that will be familiar to recipients of
ordinary junk mail.

A more recent and potentially costly scam (known as phishing or carding)
is where an Email is received from a financial organisation of some kind.
Yahoo's PayPal system for transferring funds was the first to be targeted,
but several online banks were targeted later. The Email asks you to sign
in at the site and confirm your password and other details. There is a
link on the Email that leads to what looks very much like the real site,
and the address is very similar to the real thing. However, the link actually
leads to a fake site where you give away your account details if you sign
in and provide the requested information.

So far this scam has not been particularly successful. Most recipients of
the Emails realised that there was something amiss and either ignored
or reported it. Others ignored the link and went to the relevant page in
the usual way, thus avoiding the fake site. To avoid anything of this type
it is just a matter of not supplying passwords cr any other sensitive
information in answer to Emails or telephone calls. As many online
organisations go to great lengths to point out, they will never ask you for
your password.

This general type of scam is not really all that new. Some Internet service
providers (ISPs) and AOL in particular, used to have problems with new
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a serious Email attack. In recent years a
number of Email viruses have rapidly spread
around the world. These Email viruses utilise
the automation features that are built into
Microsoft Office and other programs. These
facilities are intended to provide a means of
doing clever things that make life easier for users, but they can also
hand over control of the PC to a virus.

If you do not need these facilities, disabling them is a simple but effective
means of removing this threat to your PC. Microsoft has a useful
download for Outlook 98 and 2000 that provides protection against
viruses such as ILOVEYOU and Melissa. It disables the ability to
download attachments that could contain a virus. The download and
further information are available from this web page:

http://office.microsoft.com/downloads/2000/0Out2ksec.aspx

Another tactic is to turn off the automatic running of scripts in Word,
Access, and Excel. First select Options from the Tools menu (Figure
2.25), and then operate the General tab in the window that appears
(Figure 2.26). Make sure that the checkbox for Macro virus protection is
ticked.

it makes sense to have the security settings of Internet Explorer as high
as possible, or failing that as high as possible without preventing the
programs from providing the functions you require. Adjusting these
settings was covered in the previous chapter so it will not be covered
again here. This is a simple aspect of Internet security that many users

Fig.2.25 The Tools menu
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Fig.2.26 Make sure that the box for Macro Virus Protection is ticked

seem to overlook, so make sure that you use the most secure settings
that do not block or seriously hinder the facilities you wish to use.

Email antivirus

There are protection programs designed specifically to deal with Email
viruses and other infections carried by scripts. Obviously this type of
program has to run in real-time, and it produces a warning if it detects
something suspicious happening. Figure 2.27 shows a warning message

—
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Fig.2.29 Antivirus programs often include Email scanning facilities

produced by Mail Watcher from Computer Associates, which detects
attempts to access the Email system. Since many of the events detected
by the program are perfectly legitimate it does not block them, but instead
provides a simple control panel. The Terminate button is pressed if it is
felt that the detected action is possibly a virus. Operating the Allow
button enables things to proceed normally. Left-clicking the Details button
opens a new window (Figure 2.28) that gives more details of the current
operation and the options for dealing with it.

Most antivirus suites now include a program that can check Emails or
have this facility built into the main program. AYG 6.0 has a built-in
Email scanning facility, and it is possible to select the required checks
from the Email section of its Control Center (Figure 2.29). This type of
thing is fine if you are using Outlook or Outlook Express as the Email
client, but these days many people use Internet based Email services
such as those provided by Hotmail or the Yahoo!. These do not usually
make use of Outlook, Outlook Express, or any similar program, but
instead have their facilities built into the system. An antivirus program
such as AVG does not usually provide any protection with a fully Internet
base Email service.

This is not to say that no protection is available for users of these services.
Some Email service providers have facilities for checking attachments
prior to downloading them. Figure 2.30 shows an Email that is being
viewed using the Yahoo.com Email service. This has a ZIP file attachment
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Fig.2.30 This Email has a ZIP file attachment

and one option for dealing witn the attachment is to simply download it
regardless of the risk. Another option is to scan it using the system’s
built-in Norton antivirus program. The scanning process is very rapid
because the file is being checked while it is still on the server. The
Email, compiete with its attachment, can be erased if a problem is
discovered. In this way the file never reaches your PC and can not
infect it. Usually everything will be all right and a reassuring message
will appear (Figure 2.31).

A third option is available, and this enables the attachment to be viewed
so that you can check that it is genuine and not an impostor. Obviously
this is not of much use with all types of file, but it is useful with something
like a Word DOC file that could contain a macro virus. The system will
accurately interpret the document so that it appears much the same as
it would when viewed using Word itself (Figure 2.32). This method does
not guarantee that the attachment is virus-free, but you can at least check
that it is a proper document from someone you know.

If you need to work on the document in Word it must be downloaded,
but this is not necessary if you only need to read its contents. Having
viewed and read the contents the Email and attachment can be deleted.
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Fig.2.31 On this occasion the scan has not found an infection

Another possibility is to cut and paste the text from the Email viewer to
Word. Select the required text and press the Control and C keys to copy
the text to the clipboard. Open Word and then press the Control and V
keys to copy the text into Word from the clipboard. With this method
any clever tricks in the original document will be lost, but so will any
macro virus.

If you need to exchange formatted text documents via Email attachments
it is worth considering the rich text format. Documents in this format can
have the usual types of Windows formatting including alignment, different
fonts, text colours, etc. It does not support any type of macro language,
so files that use this format can not contain a macro virus. Plain text files
are also safe, but have no formatting capability. Of course, these files
are only safe when they are what they purport to be. Any data file needs
to be checked for authenticity before you download it.

Many people now take the “belt and braces” approach of simply refusing
to open any Email attachments. | suppose that this is a practical approach
for anyone that has no real need to exchange anything other than plain
text by Email, but it is not practical if you need to receive images, formatted
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Fig.2.32 A Word file being displayed by the built-in viewer program

documents, etc., via this route. It still makes sense not to open
attachments if you do not know the sender and (or) are not exgecting an
Email with an attachment. Where necessary, check that the Email and
attachment genuinely come from the supposed sender, and only open
the attachment once you have verified their authenticity. Unfortunately,
these days anything received via Email has to be treated with a degree
of suspicion.

Internet resource

When dealing with a computer virus remember that the Internet carries
a vast amount of information about dealing with many viruses and other
forms of infection. Some of the information is general in nature, but
there is also a large amount of information about specific viruses. This
can be very useful where you know that a PC is infected with a certain
virus but you are having difficulties in dealing with it. Using tha name of
the virus in a search engine, perhaps with the words “computer” and
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Fig.2.33 The Symantec site contains a great deal cf information about
numerous viruses, including the newest ones

“virus”, should produce some helpful information. There might even be
a utility program that helps to remove the virus and repair damaged
files.

As always though, proceed with caution and as far as possible stick
with the sites of well-known companies. The Symantec site
(www.symantec.com) contains a great deal of information about
numerous viruses (Figure 2.33). Details of newly discovered viruses are
given prominence on this site, and the sites of the other companies
involved in producing antivirus software.

Manual removal

When some form of infection occurs on a PC there is a natural tendency
to look for a program that will remove it for you. Being realistic about it,
a program such as a virus or Trojan is not going to be removable via the
normal route, because it will not install itself into Windows as a normal
program. It will do its best to stay hidden, and you will probably need
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Fig.2.34 The Windows Control Panel

some help in order to locate and remove the relevant file or files. With
some of the more minor problems it is not necessary to resort to some
form of antivirus or “pest control” program.

For example, many adware programs are installed without it baing made
clear to the user that they are being added to the system, but most of
them are installed in the ncrmal way. Consequently, they can be
uninstalled in the usual way. This means going to Settings in the Start
menu and selecting Control Panel in the submenu that appears. The
exact appearance of the Control Panel depends on how the computer is
set up, but it will probably look something like Figure 2.34. Double-zlick
the Add/Remove Programs icon or text entry, as appropriate.

This launches a new window like the one of Figure 2.35, which includes
a scrollable list of all the prcgrams installed on the computer. Look
down this to see if the program that is giving problems is installed, or if
there is anything that should not be there. To uninstall a program it is
necessary to first left-click its entry in the list to select it. Then operate
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Flg.2.35 A full list of all the installed programs is provided

the Add/Remove button and go through the additional steps needed to
remove the program. These tend to be slightly different from one program
to another, but it is usually just a matter of confirming that you wish to
remove the program.

In the case of adware it is likely that there will be a warning to the effect
that the software it supports will not operate properly if the program is
removed. Unfortunately, in most cases the supported program will not
be named, but you will probably be able to deduce this for yourself. Itis
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Fig.2.36 The Internet Options window enables the homepage to
be changed

up to you whether to remove the program anyway or put up with it. You
might get a warning message saying that shared files are no longer
needed by other applications and asking whether you wish to remove
them. In theory it should be all right to operate the Yes button, but the
No button is the safer option. Leaving shared files in place should still
result in the program being properly uninstalled and rendered inoperative.

Some web sites play tlever tricks that alter the home pageé of your

r»> Each time the browser is launched you typically find eithar a
pornography site or some form of directory or search engine. In most
cases it is possible to set the homepage back to its original setting using
the normal facilities of the browser. In the case of Internet Explorer select
Internet Options from the Tools menu when running the program from

2
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the Windows Control Panel. Either way a window like the one shown in
Figure 2.36 will appear. Simply change the text in the Address textbox
to the required web address.

Sometimes you can find that the homepage address keeps reverting to
the one you have just removed. There can also be problems with a new
toolbar appearing, often offering something like a search facility for
pomography sites. A toolbar can be switched off by going to the View
menu and selecting Toolbars (Figure 2.37). Find the offending toolbar
in the list and remove
the tick next to its
name. This should
suppress it, but it
does not remove the
toolbar from the
system.

In theory a toolbar
should have an entry
in the Add/Remove
Programs window,
but one added to the
system without your
consent is unlikely to
make itself as easy to
remove as this. With
a computer running
Fig.2.37 Toolbars are easily turned on and off  under Windows ME

or XP itis worth using

the System Restore
facility to take the system back a day or two. It is assumed here that the
offending toolbar or homepage change entered the system within the
last day or two. Taking the system settings back a couple of days should
undo the changes and leave the system as it was previously. There is
no guarantee that this will work or that no re-infection will occur, but in
most cases it seems to do the trick. Note that any changes you have
made to the system within the last couple of days will also be undone
and will have to be reinstated. Using the System Restore facility is covered
in more detail in a later chapter.
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Points to remember

It is important to have antivirus software installed on a PC before it
succumbs to an infection. Installing antivirus software on an infected
PC is inadvisable because it entails file copying and changes to system
files. Both ofthese can help a virus to spread across the hard disc drive.
With a good antivirus program installed it is unlikely that a virus will
manage to take hold in the first place.

Some antivirus suites incluce a set of bootable floppy discs or a bootable
CD-ROM so that antivirus checks can be made on a PC that does not
have antivirus software installed. Using this type of software, checks
can be made on a PC even if it can not be booted into Windows. One
drawback of this method is that the antivirus software will not be fully
up-to-date.

Antivirus software usually scans for more than viruses, and other harmful
files such as Trojans and spyware will usually be found. Things such as
adware will not be detected though, as they are often installed legitimately.
Programs such as Pest Patrol will scan for adware and the like, and will
remove them if required.

Provided you are using up-to-date software there should be no risk of
your PC being infected if you open and read an Email. Attachments are
a different matter, and are now a common means of trying to spread
viruses.

Do not take Emails at face value, even if they supposedly come from an
address that you normally deal with. With the aid of some common
sense you have to act as the first line of defence against malicious and
scam Emails.

Where possible, check your Email attachments for viruses before
downloading them to your PC. Never open Email attachments if the
sender is unknown to you, or you are not expecting a file from that
particular person. You can always Email the supposed sender of the file
to check its authenticity.

————




Antivirus software

Programs for scanning Emails are available and this facility is included
in many antivirus suites. These programs work with Outiook and Outiook
Express but do not normally work with fully Internet based Email services.
However, these services sometimes have built-in virus scanning facilities.
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Learning the hard way

Ideally every PC would be equipped with good antivirus software and
would be largely immune from attack. In the real world there are still
plenty of PCs that are not properly protected. Probably only a small
percentage of those PCs will actually come to grief, but that is little comfort
if your PC is one of the unfcrtunate few. It is of even less comfort if you
are left with a PC that refuses to boot into Windows, leaving you with
data on the hard disc drive that is not backed up and no obvious way of
accessing it.

One potential way around the problem is to try reinstalling Windows on
top of the existing installation. With luck, this will effectively repair the
damaged installation. This works because Windows detects the existing
installation and tries to merge the new installation with the old one.
Unfortunately, this merging will not always be successful. There must
be enough of the old installation left intact for the Setup program to be
able to identify it and use its settings. If there are not enough of the oid
Windows files on the disc the new installation will be started “from
scratch”. This should work and your data should be intact, but all the
applications software has to be reinstalled and (where appropriate)
customised again.

What often happens is that the new installation uses some of the
configuration files from the existing Windows set-up, complete with errors.
Consequently, the new installation has exactly the same failings as the
old one. Anyway, reinstallation over the existing Windows files is worth
trying provided the hard disc drive is actually in a fully working state.
This method is not possible if the virus has messed up the formatting of
the drive, making it impossible to read or write files. The only option
with the disc in that state is to reformat the disc and install everything
“from scratch”. Reinstalling Windows XP is covered in chapter 5, and
reinstalling Windows ME is the subject of Chapter 6. Chapter 4 covers
backing up the system and restoring it after disaster has struck.
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Note that it is sometimes possible to recover data from a hard disc that
is not readable. However, this is not an easy task. It is possible to
obtain software that can help with the task, but programs of this general
type are mainly aimed at those having a fair amount cf requisite technical
knowledge. The better option for those lacking the necessary know-
how is to use one of the specialist data recovery services, but these can
be quite expensive. Obviously the cost involved could be well worthwhile
if the hard disc contains the only copy of data that took months of work.

It is perhaps worth making the point that it is not only a virus that can
result in a hard disc drive becoming unusable. If you use PCs for some
years you are almost certain to experience a hard disc failure due to a
faulty drive or the drive’s hardware simply wearing out. A complete
failure of the disc usually means that all the data it contains is fost. A
data recovery service might be able to recover some or all of its contents,
but there is definitely no guarantee that anything will be recoverable.
The cost of recovering data from a faulty disc is too high for many users
anyway.

As a minimum, any important data files should be backed up onto floppy
discs, CDRs, or any suitable media, so that they can be restored onto a
new hard disc if the old unit fails. Ideally, the entire contents of the hard
disc drive should be backed up using a program that enables it to be
properly restored onto a new hard disc. This is very much quicker and
easier than having to reinstall and configure the operating system, and
then reinstall all the applications programs and data. Also, any
customisation of the operating system or other software will be
automatically restored. If you have heavily customised software, after
reinstallation it can take a great deal of time to get it set up to your
satisfaction.

Hardware fault

Having a backup copy of the hard disc’s contents is not only insurance
against a loss of valuable data if there is a hardware failure or a virus
strikes. It can greatly simplify things if there is a major problem with the
operating system. Problems with Windows “going walkabout” have
probably been somewhat exaggerated over the years. On the other
hand, they are not exactly a rarity. Provided the PC was fully operational
when the backup copy was made, resorting to the backup will quickly
provide a fully functioning PC again. It does not matter whether the
problem was due to a virus, ordinary Windows mishap, or a disc fault.
Things will be quickly put back in full working order. Of course, in the
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case of a hardware fault there is the minor matter of replacing the faulty
disc first, but with that done it is easy to get the PC back in full use again.

Full backup software enables the system to be quickly restored to a
previous and fully working configuration, but bear in mind that any data
generated since the last backup session can not be restored. Any data
files produced since the backup was taken will therefore be lost. A full
backup is normally only undertaken every month or so, making it
important to keep backup copies of data files as they are produced. A
lot of data is otherwise left at risk, especially as the time for the next
backup approaches. Provided data files are regularly saved to some
form of backup disc there shouid be no difficulty in reinstating any missing
data once a full backup has been restored.

Backup or Restore?

The Windows XP Backup utility installs the system from scratch and
therefore loses any recently produced data. The System Restore facility
operates in a different way, and it undoes changes to system and program
files so that the system is effectively wound back to an earlier time. In
this way the data files are left intact. Of course, System Restore is only
usable if the file system is largely undamaged. Backup software is still
usable even if the contents of the hard disc has been completely erased.

When a major problem with the operating system occurs and some
form of restoration option is available, it is almost certainly best to resort
to this method sooner rather than later. There is little point in spending
large amounts of time trying to repair a damaged installation if it can be
replaced with a backup copy quite quickly and easily. It is certainly
worthwhile spending a small amount of time first to check for any minor
problems that are easily sorted out. The backup method is “using a
sledgehammer to crack a nut” if the problem is something minor that is
easily corrected. If a search for any obvious problems proves to be in
vain, it is time to resort to the backup software. The backup program's
manual should give detailed instructions on maintaining an up-to-date
backup and restoring the hard disc’s contents.

The problem with the full backup method is that it takes a fair amount of
time to maintain an up-to-date copy of the hard disc. Also, it is only
feasible if your PC is equipped with some form of mass storage device
that can be used for backup purposes, such as a CDR writer or a Zip
drive. It could otherwise require well in excess of a thousand floppy
discs to do a full backup of the hard drivel Even using some form of
mass storage it can take a long while to backup the gigabytes of
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programs and data stored on many modern hard disc drives. The
quickest and easiest way of providing a backup is to opt for a second
hard disc drive. Due to the current low cost of hard discs, this could well
be the cheapest method as well. However, bear in mind that a second
hard disc drive is as vulnerable to attack from viruses unless it is
disconnected after the backup has been made.

Split discs

Many PC users now split their large hard drives into two logical drives,
which usually become drives C: and D: as far as the operating system is
concerned. Drive C: is then used in the normal way and drive D: is
reserved for backup purposes. This method is useless in the event that
the hard drive develops a serious fault, because the main and backup
drives are the two halves of one physical drive. If one becomes faulty it
is unlikely that the other will be usable either. Itis also of limited use if a
virus strikes. If one drive is attacked it is unlikely that the other will
escape. There is obviously no way of disconnecting one logical drive
and leaving the other in operation.

The point of the split disc system is that the backup copy on drive D: is
usable if there is a software problem rather than a fault in the hardware
or a virus attack. Since most users have far more problems with the
software than with hard disc faults or viruses, this method should get
the user out of trouble more often than not. Itis of little use as an antivirus
measure though.

Some users take a compromise approach and make a backup copy of
the hard disc when it contains a newly installed operating system having
all the hardware properly integrated into the operating system and fully
operational. Ideally the disc should also have the applications programs
installed, and any customisation completed. Any important data is
backed up separately as itis generated. If the operating system becomes
seriously damaged it is then easy to resort to the backup which should
be reasonably compact, but gives you a basic system that is fully
customised and ready to use. Any essential data can also be restored,
but there is no need to restore any data files that are no longer needed
on the hard disc.

Clean copy

An advantage of this method is that it returns the PC to a “clean” copy of
the operating system. Over a period of time most modern operating
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systems seem to become slightly “gummed up” with numerous files
that no longer serve any purpose, and things can generally slow down.
By returning to a fresh copy of the operating system you will probably
free up some hard disc space and things might run slightly faster. By
not bothering to restore any unimportant data files you free up further
hard disc space.

it you lack a proper backup copy of the hard disc and only have copies
of the data files, all is not lost. In this situation you might prefer to put a
fair amount of effort into fixing the damaged Windows installation rather
than simply reinstalling everything. Even if you only use a few applications
programs, reinstalling Windows and the applications software is likely
to be pretty tedious and time consuming. Ifthere are numerous programs
to reinstall, the process is likely to be very tedious and time consuming.

Looking on the bright side, if everything does have to be restored from
scratch you will have a “clean” copy of the operating system that should
provide optimum performance. In fact many users habitually take the
reinstallation route and consider any extra time and effort involved being
well worthwhile.

The value of this approach depends on the amount of software you
install and remove. 1t is probably doing things the hard way if you rarely
or never make changes to the PC once it is set up to your satisfaction. it
might be the only practical approach if you try every program you can
lay your hands on.

I would not go as far as to advocate reinstalling everything at the first
sign of trouble, but | would definitely advise against the opposite
approach of always repairing the original set up regardless of the amount
of damage and the time involved. Apart from the fact this could be a
very time consuming approach, an installation that has been patched
up on numerous occasions, and perhaps had a number of programs
added, upgraded, and removed over a period of time, is unlikely to
provide peak performance. In fact, | have encountered several
installations of this type that took an eternity to go through the boot-up
sequence, in one case taking aimost 10 minutes to complete the process!
Once booted, PCs of this type seem to give the hard disc drive a
“hammering” at every opportunity. This is the most common symptom
of a system that is operating well below par.

Apart from making the computer slow and irksome in use, this type of
thing increases the wear on the hard disc drive and presurnably shortens
its operating life. it should be possible to discover the sources of the
problem and improve results. There are Windows “cleaner” programs
that can help to streamline a Windows installation and remove clutter
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from the hard disc. However, reinstalling everything “from scratch” is
the solution favoured by most when this situation arises. This should
always ensure optimum performance and might be quicker anyway.

If a virus strikes a system that is operating well below par, it might be a
good time to “make a virtue of a necessity” and install everything “from
scratch”. Some actually advocate this approach after any virus attack,
and there is a potential advantage. By obliterating the contents of the
drive you are assured that the new and totally fresh installation will be
free from viruses. Unfortunately, the virus could be reintroduced as soon
as you start installing the old data files. There is less chance of reinfection
with the “clean sweep” approach, but ultimately you are reliant on the
original infection being fully killed off.

Preliminaries

If you do decide to go ahead with reinstallation “from scratch”, it is
essential to backup any important data files first. If you are using heavily
customised applications programs it is also a good idea to make copies
of the configuration files so that the customisation files are easily
reinstated. In fact, any files that are unique to your particular installation
should be backed-up, including things like speech profiles of voice
recognition programs. Some of your applications programs may have
facilities for saving and reinstating customisation files, and if so you
should already have backups. In other cases simply overwriting the
default files with your customised versions will probably have the desired
effect. However, there is no guarantee that this will work. There can be
problems due to anomalies between the backup file and the entries in
the Registry.

It is worth emphasising that backing-up important files should not be left
until the hard disc is hit by a rampant virus. With a very serious attack it
could be impossible to recover any files from the disc. Recovering files
is unlikely to be “plain sailing” even if the disc is readable. With the
computer not booting into the operating system property you are unlikely
to have proper access to all the drives and applications programs.
Provided Safe Mode is functioning properly you can boot into a version
of Windows, but one where drives other than the hard and floppy discs
will not be fully functioning. In most cases the CD-ROM drive or drives
can be used for read operations, but writing to the CD writers is unlikely
to be possible. This severely limits your backup options. There are
ways of making a backup of a hard disc drive in an emergency, but this
might involve buying some additional hardware. It is better to avoid
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getting into situations where drastic measures are needed in order to
recover the situation. The methods described here will usually get you
out of trouble, but they shou'd not be regarded as recommended ways
of handling things. They are what you have tc do in a “last resort”
situation.

Floppy discs

Floppy discs are suitable for backup purposes where only a limited
amount of data is involved. The upper limit depends on how many
floppy discs you are prepared to use, a factor that is probably a reflection
of how desperate you are! Backing up 30 megabytes of data onto about
20 or so floppy discs will be quite time consuming, but is still well within
the bounds of reason. Backing up several hundred megabytes onto
dozens of floppy discs is not a very practical proposition, and the discs
could well cost more than some more convenient backup systems! In
terms of megabytes per pound, floppy discs are not very competitive
these days. Also, they are being phased out, although most PCs still
seem to have a drive of this type.

Where floppy discs are suitable, there is a potential problem in that some
of the files you wish to copy may be too big to fit on a single floppy disc.
The capacity of a high-density 3.5-inch floppy disc is 1.44 megabytes
when the standard PC disc format is used. Things like DTP and graphics
files can be substantially larger than this. The normal copying facilities
of Windows XP can not spread a large file across one or more discs. If
you try to copy a file that is too large to fit onto the disc an error message
to that effect will be produced. Fortunately, there are several Windows
programs that can handle this problem. The later versions of the popular
Winzip program for example, will compress and copy large files to several
floppy discs if necessary. You can even copy a collection of files and
save them as one large archive file spread across several discs.

Large scale

If floppy discs are not up to the task it is clearly necessary to resort to
some form of mass storage device. It is highly unlikely that any installed
device of this type will work in Safe Mode. It might be possible to get
non-standard PC drives (Zip, etc.) to operate in MS-DOS. Where this is
possible, the manufacturer’s literature should give instructions for making
an MS-DOS boot disc. However, booting from an MS-DOS fioppy disc
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will not enable the hard disc drive to be read if it uses the NTFS filing
system. The hard disc drive should be readable provided it uses the
FAT or FAT32 filing system.

Second disc

If you have large amounts of data to backup and no mass storage device,
your choices are limited. One option is to simply keep trying to repair
the Windows installation until you are successful. Any Windows
installation should be repairable, and persistence should eventually pay
off. With a badly damaged system it will be necessary to reinstall
Windows first to at least get something close to a complete and working
system.

You may get lucky and fix the problem fairly quickly, or a great deal of
time could be involved in locating and removing the problem. The biggest
drawback of this method is that you will still have no backup of the hard
disc’s contents, limiting your options if there are further problems with
the Windows installation. Also, the contents of the disc will probably be
lost forever if the drive becomes faulty while you are struggling to get
Windows working.

Many users save data onto a hard disc thinking that their work is safe
and secure, but this is definitely not the case. Having data on a hard
disc is sometimes likened to hanging paper documents by a thin thread
over an open fire. Modern hard drives are relatively reliable, but if used
for long enough a hard disc drive will go wrong, and you will probably
end up throwing away the drive together with all your hard work.

A better option is to add some form of mass storage device. An external
(parallel port) Zip drive is not particularly expensive, and in an emergency
it should work quite happily with the computer booted into MS-DOS. A
few Zip discs can store several hundred megabytes of data, which should
be sufficient to backup any important data files, configuration files, etc.
However, as pointed out previously, the hard disc will not be accessible
from MS-DOS if it uses the NTFS file system. Note that any form of USB
or SCSI storage device is unlikely to work with Windows in Safe mode
or with MS/DOS. This is simply because the interface will not be
recognised in Safe Mode or in MS-DOS, rendering the drive “invisible”
to the operating system.

My preferred option is to add another hard disc drive. These days this
probably represents the cheapest means of adding large amounts of
extra storage capacity to a PC, and a hard disc also has the advantage
of being very fast. Read and write speeds are measured in megabytes
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per second, unlike some other storage systems where it is specified as
s0 many megabytes per minute. A further advantage of the hard disc
approach is that the disc should work properly with Windows booted in
Safe Mode or into MS-DOS. It should even work using Windows XP
booted into the command prompt version of Safe Mode or into the
Recovery Console. A hard disc drive is one of the standard PC drives,
and as such it does not require any special drivers for basic operation.
This makes life easier at the best of times, but greatly eases things wnen
the Windows installation is damaged.

Adding a drive

Fitting a second hard disc drive obviously requires the lid or side panel
of the PC to be removed, followed by some delving around inside the
computer. It is not one of the more difficult upgrades, but unless you
are reasonably practical it would be advisable to have the upgrade done
professionally. Most shops that sell hard disc drives also offer an upgrade
service, but it will almost cerainly cost substantially more to have the
drive fitted for you. However, this extra cost is preferable to damaging
the PC and having to pay a hefty repair bill. Assuming you feel confident
enough to go ahead with the upgrade yourself, the first task is to open
the PC to determine the current configuration.

With older PCs the top and two sides of the case are in one piece, and
are released by removing four or six screws at the rear of the unit. Be
careful, because there will probably be other screws here that hold other
things in place, such as the power supply unit. With the right screws
removed, the outer casing should pull away upwards and rearwaids,
but it will probably take a certain amount of force to pull it free. More
modern cases have removable side panels, and with most types these
are again held in place by four or six screws at the rear of the unit. Both
panels must be removed in crder to give full access to the drive bays. If
your PC has one of the more unusual case styles it will be necessary to
carefully examine the exterior in order to “crack” it.

A modern PC has the hard disc interface on the motherboard rather
than provided by an expansion card. In fact, there are two hard disc
interfaces on the motherboard, or possibly four on a modern PC. These
are known as IDE interfaces, and this simply stands for integrated drive
electronics. In other words, most of the electronics for the hard disc
drive controller is built into the drive itself. At one time the IDE interfaces
were strictly for hard disc drives, but in a modern PC they can be used
for other types of drive. These multipurpose interfaces are more
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accurately called EIDE interfaces,
which stands for enhanced
integrated drive electronics. In
practice they are still often
referred to as just plain IDE
interfaces, and by other names
such as “ATA”. Many types of
drive can be used with an EIDE

Fig.3.1 3.5-inch (left) and 5.25-inch  Interface, including CD-ROM, Zip,
(right) power connectors and LS120 drives.

In atypical PC the hard disc drive
is connected to IDE port 1 and the CD-ROM drive is wired to IDE port 2.
However, each IDE interface supports up to two devices, so the hard
disc and CD-ROM drive could be connected to IDE port 1 via a single
cable. A more common configuration with modern PCs is to have the
hard disc on one IDE interface, with a CD-ROM or DVD drive and a CD
writer on the other interface. Provided your PC has no more than three
internal drives, excluding any floppy drives, it should certainly be able to
support another hard drive.

if you look at the cabling inside the PC you should find some wide cables,
know as “ribbon” cables, that connect the drives to the motherboard.
With some modern PCs these leads are normal the normal round variety.
Either way they should be easy to find as they are the only cables that
connect between the hard drives and the main board. With luck, at
least one of these cables will have an unused connector that can be
used with the new drive. Note that any spare connector on the drive that
connects to the floppy disc drive is of no use with a hard disc drive. The
floppy variety uses a completely different interface having a smaller
connector. A suitable power supply lead and connector is also needed.
The connectors come in two sizes, which are a larger one for 5.25-inch
drives and a smaller one for the 3.5-inch variety (Figure 3.1). However,
all the hard disc drives | have encountered use the larger connector
regardless of whether they fit 3.5-inch or 5.25 in bays.

if you are out of luck, one or other of the required leads and connectors
will not be present. If the hard disc and CD-ROM drive share an IDE
interface, the other IDE interface will be available for the additional drive,
but it will not be fitted with a cable. Another possibifity is that the existing
drives are connected to separate IDE interfaces using single cables rather
than types having two connectors for drives. In either case a standard
twin IDE data lead is needed in addition to the drive (Figure 3.2).

9%




Fig.3.2 A standard twin IDE daia lead

Hard drives are available in so called “bare” and “retail” or “boxed”
versions. A bare drive may consist of nothing more than the drive itself.
However, it will usually incluce an instruction manual and a set of fixing
screws, but no data cable. Incidentally, if you find yourself with a hard
drive but no matching manual, the web sites of most hard disc
manufacturers include downioadable versions of the manuals for most
of their hard disc units. Unless you are dealing with a very old or unusual
drive, the information you require should be available on ihe
manufacturer’s web site.

The retail versions of hard drives normally include a cable in addition to
a set of fixing screws and a more comprehensive manual. There may
be other items such as a mcunting cradle to permit a 3.5-inch drive to
be used in a 5.25-inch drive bay. With modern drives there may well be
two data cables included with the drive. One of these is a standard IDE
cable that can be used with any IDE drive and any IDE interface. The
other cable enables the drive to be used with a modern IDE interface
that supports the UDMA66 and UDMA100 standards. UDMAG66 and
UDMA100 have the potential of faster data transfers than older standards
such as the UDMA33 variety, but they can only be used if they are
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supported by the motherboard, the drive itself, and the correct cable is
used. The instruction manual for your PC should state whether or not it
supports anything beyond UDMA33.

If in doubt, the safe option is to use a standard IDE cable. This may
provide something less than the ultimate in performance, but the disc
should still work very well. It should certainly work well enough for making
a backup of the main drive. Some advise against using a UDMA33
device together with a UDMA66 or UDMA100 device and cable. It is
generally considered safer to use a UDMA33 cable when using a UDMA66
or UDMA100 device on the same interface as a UDMA33 drive. In my
experience a UDMAG66/100 cable works just as well in this situation, but
either way the fast drive will be reduced to UDMA33 operation.

Of course, it is perfectly all right to have UDMA33 devices on one IDE
interface and UDMA66 or UDMA100 devices on the other. Rationalising
things, this is probably the best solution. The new drive will presumably
support UDMA66/100 operation, so you need to pair it with another
UDMAG66/100 drive in order to obtain optimum results. This normally
means pairing it with the existing hard drive, because most CD-ROM
drives only support UDMA33 operation. In theory there is some
advantage in having devices on different IDE interfaces where it will be
necessary to copy large amounts of data from one to the other. In practice
this advantage might be outweighed if having the second drive on the
other IDE interface downgrades it to UDMA33 operation. Anyway, in
this situation | would pair the two hard drives on the first iDE interface.

Ifthe PC only supports UDMA33 operation, the new drive will aiso operate
in this mode whichever IDE interface it is connected to. Where there is
a spare channel available on the second IDE interface, this is the best
place to install the new drive. This places it on a different interface to the
main hard drive, which might help to speed up data transfers between
the two.

Static

If you buy virtually any computer add-on to fit inside a PC it will be
supplied in packaging plastered with dire warnings about the dangers
of static electricity. Some of these are a bit “over the top”, and suggest
that going anywhere near the device without the protection of expensive
anti-static equipment will result in it being instantly zapped. In reality the
risks of static induced damage occurring are probably quite small. On
the other hand, computer add-ons have yet to fall in price so far that
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they are in the “two a penny” category, and the risk of damage occurring
is a real one.

The likelihood of damage can be reduced to insignificant proportions
by observing a few simple rules. Rule number one is to leave the device
in its packaging until it is time to install it. The plastic bags, foam lined
boxes, etc., used for computer bits and pieces are not just for physical
protection. They are designed to keep static electricity at bay. In some
cases the packaging is designed to insulate the contents from high
voltages. In others it is designed to conduct electricity so that no
significant charge can build up between any two points in the device
being protected. Any charges of this type will be almost instantly short-
circuited by the conductive packaging.

Rule number two is to make sure that you are not charged with a high
static voltage that could damage the device when you remove it fiom
the packing. When working on computers do not wear clothes that are
known to be good generators of static electricity. Manmade fibres are
the most prolific static generators, but most modern clothes are usually
made from natural fibres or a mixture of manmade and natural fibres, so
this is not the major probler that it was at one time.

To make quite sure that both yourself and the device being installed are
charge free, hold the device in its packing in one hand, and touch
something that is earthed with the other hand. Any charge in you or the
device should then leak away to earth. The metal case of the computer
is a convenient earth point. With the cover or side panels removed
there should be plenty of bare metal to touch. Touching the paintwork
will not provide reliable earthing since most paints are excellent electrical
insulators. Note that the computer must be plugged into the mains
supply, but it does not have to be switched on.

Rule number three is to keep the work area free of any large static
charges. Any obvious sources of static charges should be removed
from the vicinity of the computer. Television sets and computer monitors
are good static generators, which means that the computer must be
moved away from the monitor before you start work on it. This will
normally be necessary anyway, because with the computer's base unit
in its normal location it will probably be difficult to get proper access to
the interior of the unit. It needs to be placed on a table where thers is
good access to the interior and plenty of light so that you can see what
you are doing. The table should preferably be one that it not precious,
but if necessary the top can be protected with something like a generous
quantity of old newspapers. It is a good idea to have the PC plugged
into the mains supply but switched off at the mains socket. The earthed
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metal chassis of the computer will then tend to earth any static charges
in its vicinity, preventing any dangerous charges from building up.

if you follow these simple rules it is very unlikely that the add-on device
will be damaged by static charges. When dealing with hard disc drives
it is as well to bear in mind that they are relatively delicate physically.
Modern drives, although more intricate, are not as vulnerable as the
early types. Even so, dropping a hard disc drive onto the floor is definitely
not a good ideal

Jumpers

An |IDE device has configuration jumpers that are used to set whether
the unit will be used as the master or slave device on its IDE channel.
Even if there is only one device on an IDE channel, that device must still
be set as the master or slave unit. By convention, a single drive on an
IDE channel is set as the master device. Therefore, if you are adding the
new disc to an IDE channel that already has one device installed, the
new drive must be set to operate as the slave device. If the new drive
will be the sole device on its IDE channel, it must be set for master
operation.

The rear of most CD-ROM drives and some IDE hard disc drives look
something like Figure 3.3. The connector on the left is the power input
and the one on the right is for the data cable. In between these are three
pairs of terminals that can be bridged electrically by a tiny metal and
plastic gadget called a jumper. A jumper can be seen in place in Figure
3.4. The “cable select” option is not used in a PC context, so only two
pairs of contacts are relevant here. You simply place the jumper on the
master or slave contacts, depending on which option you require. The
configuration jumper should be supplied with the d-ive incidentally, and
is normally set at the master option by default on a hard disc drive.

Cable select
Slave
E—Moster
T T [N e b e
s S
Power input 5 IDE

Fig.3.3 Typical layout for the rear of an IDE drive
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With hard disc drives matters are

not always as simple as the i Ll
arrangement shown in Figure 3.3.
There is often an additional set of
terminals, and these are used
where the drive will be used as
the only device on an [DE
channel. Using this setting will
allow a lone drive to be correcty
identified and used by the PC. [
the drive has these additional Fig.3.4 A jumper fitted to a drive
terminals (or they are fitted in

place of the cable select pins),

you must use them for a sole IDE drive. It is very unlikely that the drive
will be picked up properly by the BIOS if the normal master setting is
used. Getting it wrong is not likely to produce any damage, but the
drive will be unusabie until the mistake has been corrected. The manual
supplied with the drive should give details of the configuration settings
available.

If the new drive is used as the slave device on the primary IDE channel,
the other hard drive will presumably be the master device on this channel.
The existing drive will need its configuration setting altered if it is set to
operate as the sole IDE device on its channel. The manual supplied
with the PC should give details of the configuration settings. Alternativaly,
it should be possible to identify the drive from its markings, and it will
almost certainly be possible to find its instruction manual on the Internet.

i there is no device on the secondary IDE channel, or only a single CD-
ROM, and the motherboard only supports UDMA33 operation, it would
probably be best to add the new drive on this channel. If a CD-ROM is
present on this channel, adding the new drive as the secondary siave
device is unlikely to require any configuration changes to the CD-ROM
drive. If no device is already present, simply add the new drive as the
master device or sole device, as appropriate. As pointed out previously,
in theory data exchanges between the two hard discs will be quicker if
they are on different IDE channels. Where possible, it is therefore better
to arrange things this way when using UDMA33 IDE ports.

it is definitely a good idea to check the configuration setting of the rew
drive, and where necessary alter it, prior to fitting the drive in the case.
Once the drive is fitted inside the case it can be difficult to get at the




jumper and terminals, and it can be very difficult indeed to see what you
are doing when adjusting the jumper. Note that you do not have to look
at the jumpers on the existing drives to determine their master/slave
settings. The BIOS usually shows which drive is present on each IDE
channel during the startup routine.

Getting physical

Itis not essential to install the new hard drive in the computer as a fixture.
You may prefer to simply connect the new drive to the data and power
cables, do the backup, reinstallation and restoration, and then disconnect
the drive again. It can then be stored safely away somewhere in case it
is needed at some later date. With the drive in storage rather than in use
it should not wear out, and should be ready for use if it is needed a few
years “down the line”. | used this method successtfully with a couple of
PCs for many years, although not strictly out of choice. Before removing
the new drive you could use it to clone the fully restored main drive. If
there are major problems with the hard disc at a later date, use the
cloned drive in place of the original. This gets the PC amost instantly
back in full working order.

If your PC has one of the minimalist cases you may find that there are no
spare bays for another hard disc drive. Note that it is possible to use a
3.5-inch drive in a 5.25-inch drive bay using an adapter. This is just a
metal cradle into which the drive is bolted, and the whole assembly then
fits into the drive bay just like a 5.25-inch drive. This adapter should be
available from any large computer store. As pointed out previously, it is
sometimes (but not always) inciuded with boxed retail versions of hard
disc drives.

When temporarily connecting a drive it is essential to make sure that no
exposed connections on the unit come into electrical contact with the
metal case, expansion cards, etc. Some drives are fully enclosed, but
most have the underside of the circuit board exposed (Figure 3.5). Often
the easiest way of keeping the drive safe is to place it on top of the
computer with some newspaper to insulate the drive from the case. With
a PC that has some form of tower case it is usually easier to work on the
unit if it is placed on its side. The drive can then be placed on the side
of the drive cage, again with newspaper being used to provide insulation.

Probably most users will wish to use the additional disc as a permanent
feature. This is essential if you wish to use it to maxe frequent backups
or you will be making backup copies of data files as they are generated.
if you are using a drive bay that has no front opening, the new drive
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must be slid in from
the rear. Any
expansion cards
that get in the way
must be removed
temporarily.
Remove the screws
that fix the cards to
the rear of the
chassis and it
should then be
possible to pull the
cards free. The
sockets on the drive
are at the rear, so the
other end is pushed
into the rear of the drive bay. The manufacturer's name, etc., are marked
on the top plate of the drive, so this side should be facing upward. In
most cases the drive can be fully pushed into the bay, but it is sometimres
necessary to ease it back slightly to get the mounting holes in the drive
and the bay to match up properly.

Fig.3.5 Connections on the underside of a drive

In days gone by it was necessary to use plastic guide rails to mount the
drives in the case, but most PCs made within the last eight years or
more have drive bays that take the drives without the need for these
rails. There are some exceptions, and these use an updated version of
the guide rail system. With the old system there were two guide rails,
and one was bolted on each side of the drive. The drive was then ¢lid
into place and the rails were bolted to the chassis. The new system Fas
one guide rail per drive, and it usually just clips into place. One side of
the drive is bolted to the chassis in the normal way, while the other simply
clips into place. The point of this is that there is often limited access to
one side of the drive bay. Using the clip-on rail on the appropriate side
of the drive avoids the difficulty of fitting the mounting bolts on the
awkward side. Your PC should have been supplied with one or two
spare rails if it uses this type of drive mounting system

Four mounting bolts are normally supplied with the drive, and with the
standard method of mounting these are used to secure the drive to the
bay. if no fixing screws were supplied with the drive, the PC may have
been supplied with some odds and ends of hardware. If so, there will
probably be some suitable screws in amongst these. Failing that, you
will have to buy some metric M3 screws about 6 millimetres long. Note
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that the mounting screws must be
quite short, and should not
protrude more than a few
millimetres into the drive. Longer
mounting bolts could easily
damage something inside the
drive.

Fig.3.6 Polarised IDE connectors With a so-called “external” drive

on a motherboard bay, it might be easier to insert

the drive from the front. Where

the interior of the computer is very crowded this can avoid having to

remove expansion cards to get the drive in place. An external bay is

really intended for use with a floppy drive, CD-ROM drive, or some other

type where access is needed to the drive for changing discs. However,

an external bay is perfectly suitable for a wholly internal drive such as a
hard disc unit.

The plastic cover at the very front of the bay can be carefully prised out
using a flat bladed screwdriver, and it might then be possible to slide the
drive in through the front of the case. There will probably be a metal
plate behind the plastic cover though. It may be possible to remove this
by first removing two or three fixing screws, but in most cases the plate
has to be repeatedly twisted backwards and forwards until the thin pieces
of metal holding it in place fatigue and break. With the drive in placs,
the plastic cover plate can be clipped back into position.

Cabling

The ribbon cable used to provide the data connection has three identical
connectors. There is no specific connector for the motherboard and
each drive, but because the cable is quite short it will probably have to
connect everything together in a particular way in order to reach
everything. It should not take too long to fathom out the best way of
using the cable. Things are much easier when the new hard drive is the
sole device on an IDE channel. The cable should then connect the
motherboard to the drive without difficulty.

The connectors must be fitted to the motherboard and drives the correct
way round. In theory the connectors are polarised and can only be
fitted the right way round. There is a protrusion on the lead’s connectors
and a matching groove in the connectors on the motherboard and drives.
Figure 3.6 shows the polarising keys in the two IDE connectors on a
motherboard.
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Unfortunately, some connectors, and mainly those on motherboaids,
are sometimes a bit too minimalist and are not properly polarised. In
addition, some IDE connectors lack the polarising key. A search through
the appropriate instruction manuals should show which is pin 1 on each
connector. This information is often marked on the motherboard and
the drives themselves. To make things easier, the ribbon cable has one
red lead while the other 39 are grey. The convention is for the red lead
to carry the pin 1 connection. Provided this lead is adjacent to pin 1 on
the connector for the motherboard and both drives, everything will be
connected together properly. With round data cables there should be
clear markings to show pin * of each connector.

A spare power cable is needed for the new drive, and if there is a spare
drive bay there should really be a spare power lead as well. However, it
might be fitted with the smaller connector for 3.5-inch floppy drives,
whereas it is the larger power connector that is required for hard disc
drives, whether they are of the 3.5-inch or 5.25-inch variety. A large
computer store should be able to provide a 3.5 to 5.25-inch power
connector adapter. If there is no spare power cable, a splitter adapter is
available. This provides two power connectors from a single power
lead. Disconnect the power lead from the existing hard disc drive and
connect it to the splitter. The two remaining connectors of the splitter
are then connected to the hard disc drives. The power connectors are
fully polarised and can only be connected the right way around. They
are also quite stiff, and often need a certain amount of force in order to
get them properly connected or disconnected again.

BIOS Setup

Having physically installed the hard disc it will be necessary to go into
the BIOS Setup program and set the appropriate parameters for the
new disc. The BIOS is something that most PC users never need to get
involved with, but for anyone undertaking PC upgrading it is likely that
some involvement will be needed from time to time. It is certainly
something that can not be avoided if you add a second hard disc drive.
In days gone by it was necessary to have a utility program to make
changes to the BIOS settings, but this program is built into a modern PC
BIOS.

A modern BIOS Setup program enables dozens of parameters tc be
controlled, many of which are highly technical. This tends to make the
BIOS intimidating for newcomers and even to those who have some
experience of dealing with PC technicalities. However, most of the BIOS
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. settings are not the type of thing

e the user will need to bother with,

NaRL - and very few are relevant to the
hard disc drives.

BIOS basics

= e Before looking at the BIOS Setup
> . program it would perhaps be as
eI DG well to consider the function of
the BIOS. BIOS is aacronym and
it stands for basic input/output system. Its primary function is to help
the operating system handle the input and output devices, such as the
drives, and ports, and also the memory circuits. It is a program that is
stored in a ROM on the motherboard. These days the chip is usually
quite small and sports a holographic label to prove that it is the genuine
article (Figure 3.7). Because the BIOS program is in a ROM chip on the
motherboard it can be run immediately at start-up without the need for
any form of booting process. It is the BIOS that provides the test
procedures when a PC is switched on, and the BIOS also starts the boot
process.

Fig.3.7 A

The BIOS can provide software routines that help the operating system
to utilise the hardware effectively, and it can also store information about
the hardware for use by the operating system, and possibly other
software. Itis this second role that makes it necessary to have the Setup
program. The BIOS can actually detect much of the system hardware
and store the relevant technical information in memory. Also, a modern
BIOS is customised to suit the particular hardware it is dealing with, and
the defaults should be sensible ones for the hardware on the
motherboard. However, some parameters have to be set manually, such
as the time and date, and the user may wish to override some of the
default settings.

The Setup program enables the user to control the settings that the
BIOS stores away in its CMOS memory. A backup battery powers this
memory when the PC is switched off, so its contents are available each
time the PC is turned on. Once the correct parameters have been set it
should not be necessary to change them unless the hardware is altered,
such as a new hard disc drive being added or the existing hard disc
being upgraded. In practice, the BIOS settings can sometimes be
scrambled by a software or hardware glitch, although this is a very rare
problem with modern PCs.
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Advanced

2t

Pouer Mgmt PCI/PoP

F/g 3.8 The initial screen of an AMI BIOS Setup program

Entry

In the past, there have been several common means of getting into the
BIOS Setup program, but with modern motherbecards there is only one
method in common use. This is to press the Delete key at the appropriate
point during the initial testing phase just after switch-on. The BIOS will
display a message, usually in the bottom left-hand corner of the screen,
telling you to press the “Del” key to enter the Setup program. The
instruction manual should provide details if the motherboard you are
using has a different method of entering the Setup program. The most
common alternative is to press the “Escape” key rather than the “Del”
key, but numerous alternatives have been used over the years, and no
doubt some of these are still in use.

Every PC should be supplied with a manuat that has a section dealing
with the BIOS. Actually a lot of PCs are supplied with a very simple
“Getting Started” style manual, but this is usually augmented by the
manufacturers’ manuals for the main components. It is then the
motherboard manual that will deal with the BICS. It is worth looking
through the BIOS section of the manual before you actually go intc the
BIOS program. This will give you an idea of how things work, but d¢ not
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ROM PCI/1SA BIOS (2ASSICIE)
CMOS SETUP UTILITY
AWARD SOFTWARE, INC,

STANDARD CMDS SETUP INTECRATED PERIPHERALS

BIOS FERTURES SETUP SYPERVISOR PASSWORD
SeePU & CHIPSET SETUP USER PASSWORD

POWER MANAGEMENT SETUP IDE HDD AUTD DETECTION
PNP/PCI CONF ICURATION SAVE & EXIT SETUP

LOAD SETUP DEFAULTS EXIT WITHOUT SRUING

Esc : Quit tl++ :Select Item
| F18 : Save & Exit Setup (ShiftdF2 : Change Color

Virus Protection, Boot Sequence.
Fig.3.9 The initial screen of an Award BIOS Setup program

bother too much about the more obscure settings. In the current context
it is only some of the Standard CMOS settings that are of interest. Do
not expect the manual to give detailed explanations of the various
settings. Most motherboard instruction manuals assume the user is
familiar with all the BIOS features, and there will be few detailed
explanations. In fact, there will probably just be a list of the available
options and no real explanations at all. This does not really matter, and
you really only need to know how to get into the BIOS, make a few
changes, save the changes, and exit the program.

There are several BIOS manufacturers and their BIOS Setup programs
each work in a slightly different fashion. The Award BIOS and AMI BIOS
are two common examples, and although they control the same basic
functions, they are organised in somewhat different ways. A modern
AMI BIOS has a Setup program that will detect any reasonably standard
mouse connected to the PC, and offers a simple form of WIMP
environment (Figure 3.8). It can still be controlled via the keyboard if
preferred, or if the BIOS does not operate with the mouse you are using.
The Award BIOS is probably the most common (Figure 3.9), and as far
as | am aware it only uses keyboard control.
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ROM PCL/ISR BIOS (2RSSIC3E)
STANDARD CMDS SETUP
ANAED SOFTWARE, INC.

Bate (mm:dd:yy) : Tue, Sep 21 1999
Time (hh:mm:ss) : 22 : 39 : 15

HARD DISKS TYPE  SIZE  CYLS HERD PRECOMP LANDZ SECTOR MWODE

Primary Master : futo 8 MTD

Secondary Master : Auto
Secondary Slave : None

8 AUTD

8

Primary Slave : None 8 Rl
]
8

Drive A : 1.44M, 3.5 in. O s = i ey e
Drive B : None Base Memory: Bebx
Extended Memory: 64512K
Video : ECAAKLA Other Memory: 304K
Halt On : Al Errors - - o oy
Total Memory: 65536K

ESC : Quit t4ee :Select ltea PUPD/se/- : Modify
F1 : Help (ShiftIF2 : Change Color

Fig.3.10 A typical Standard CMOS Setup screen

Apart from variations in the BIOS due to different manufacturers, the
BIOS wili vary slightly from one motherboard to another. This is simply
due to the fact that features available on one motherboard may be absent
or different on another motherboard. Also, the world of PCs in general
is developing at an amazing rate, and this is reflected in frequent BIOS
updates. Fortunately, the Standard CMOS section has not changed
much over the years, so it should not differ significantly from the one
described here unless you are dealing with a computer than falls into
the “antique” category.

Standard CMOS

There are so many parameters that can be controlled via the BIOS Setup
program that they are normally divided into half a dozen or more groups.
The most important of these is the “Standard CMCS Setup” (Figure 3.10),
which is basically the same as the BIOS Setup in the original AT style
PCs. The first parameters in the list are the time and date. These can
usually be set via an operating system utility these days, but you car still
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ROM PCI/ISA B1OS (2ASSIC3E)
STANDARD CMOS SETUP
AWARD SOFTWARE, INC.
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Date (mm:dd:yy) : Tue, Sep 21 1399
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IXED DISK

Primery Master
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Fig.3.11 Most Setup programs provide context sensitive help

alter them via the Setup program if you prefer. There are on-screen
instructions that telli you how to alter and select options. One slight
oddity to watch out for is that you often have to use the Page Up key to
decrement values, and the Page Down key to increment them.

With virtually any modern BIOS a help screen can be brought up by
pressing F1, and this will usually be context sensitive (Figure 3.11). In
other words, if the cursor is in the section that deals with the hard drives,
the help screen produced by pressing F1 will tell you about the hard
disc parameters. It would be unreasonable to expect long explanations
from a simple on-line help system, and a couple of brief and to the point
sentences are all that will normally be provided.

Drive settings

The next section is the one we need, and it is used 1o set the operating
parameters for the devices on the IDE ports. The hard disc is normally
the master device on the primary IDE channel (IDE1), and the CD-ROM
is usually the master device on the secondary IDE channel (IDE2).
However, to avoid the need for a second data cable the CD-ROM drive
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is sometimes the slave device on the primary IDE interface. You might
have fitted the new drive as any of the four available devices apart from
the primary device on IDE1, wkich will be the original hard disc drive. If
in doubt, this table should help you decide which device it is:

IDE No./device If the new drive is...
IDE1 secondary on the same cable as the original hard drive
IDE2 primary the sole device on the opposite channel to the

original hard disc

IDE2 secondary on the same cable as the CD-ROM drive (or other
device such as a CD writer)

Having decided how the new drive fits into the overall scheme of things
you can set the appropriate parameters. The drive should really be
supplied with a manual that provides the correct BIOS settings, butit is
usually possible to get by without it. One of the parameters is the hard
disc’s type number. In the early days there were about 40 standard
types of hard disc drive, and it was just a matter of selecting the
appropriate type number for the drive in use. The BIOS would then
supply the correct parameters for that drive. This system was unable to
cope with the ever increasing range of drives available, and something
more flexible therefore had to be devised. The original 40-plus preset
drive settings are normally still available from a modern BIOS, but there
is an additional option that enables the drive parameters to be specified
by the user. This is the method used with all modern PCs and their high
capacity hard disc drives, so choose the Custom setting and ignore the
drive numbers.

The drive table parameters basically just tell the operating system the
size of drive, and the way that the disc is organised. Although we refer
to a hard disc as a singular disc, most of these units use both sides of
two or more discs. Each side of the disc is divided into cylinders (tracks),
and each cylinder is subdivided into several sectors. There are usually
other parameters thatenable the operating system to use the disc quickly
and efficiently. You do not really need to understand these parameters,
and just have to make sure that the correct figures are placed into the
drive table. As pointed out previously, the manual for the hard drive
should provide the correct figures for the BIOS. If you do not have the
manual, it can probably be downloaded from the disc manufacturer's
web site.
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Fig.3.12 An IDE auto-detection screen

If you do not have the manual or prefer to take an easier option, a modern
BIOS makes life easy for you by offering an “Auto” option. If this is
selected, the BIOS examines the hardware during the start-up routine
and enters the correct figures automatically. This usually works very
well, but with some drives it can take a while, which extends the boot-up
time. If the PC has been set up with this option enabled, the drive table
will be blank.

There is an alternative method of automatic detection that avoids the
boot-up delay, and any reasonably modern BIOS should have this facility.
If you go back to the initial menu you will find a section called something
like “IDE HDD Auto Detection” (Figure 3.12), and this offers a similar
auto-detection facility. When this option is selected the Setup program
examines the hardware on each IDE channel, and offers suggested
settings for each of the four possible IDE devices. If you accept the
suggested settings for the hard disc drive (or drives) they will be entered
into the CMOS RAM. There may actually be several aiternatives offered
per IDE device, but the default suggestion is almost invariably the correct
one. If you do not know the correct settings for a drive, this facility
should find them for you.



Data rescue 3

It is perhaps worth mentioning that with an IDE drive the figures in the
drive table do not usually have to match the drive's physical
characteristics. Indeed, they rarely if ever do so. The electronics in the
drive enable it to mimic any valid physical arrangement that does not
exceed the capacity of the drive. In practice it is advisable to use the
figures recommended by the drive manufacturer, as these are tried and
tested, and should guarantee perfect results. Other figures can
sometimes give odd problems such as unreliable booting, although they
are within the acceptable limits.

The last parameter for each IDE drive is usually something like Auto,
Normal, LBA (large block addressing), and Large. Normal is for diives
under 528MB, while LBA and Large are alternative modes for diives
having a capacity of more than 528MB. Modern drives have capacities
of well in excess of 528MB, and mostly require the LBA mode. The
manual for the hard drive should give the correct setting, but everything
should work fine with “Auto” selected.

it you are using an up-to-date PC or one that is using automatic detection
of the drives, it is possible that you will be able to ignore the BIOS. The
BIOS will simply detect the new drive and configure itself accordingly.
The PC will then boot normally and the new drive will be recognised by
the operating system. The situation is different if the PC boots normally
but the operating system does not recognise the new drive, or error
messages are produced prior to booting. It is then essential to go into
the BIOS and sort things out.

Itis increasingly common for modern motherboards to have four rather
than two IDE interfaces. With a motherboard of this type it will usually
be possible for the added hard disc drive to have its own IDE interface
even if the PC already is already fitted with something like one hard disc
drive, a CD-ROM drive and a CD writer. Finding a spare IDE channel for
the new drive should be that much easier, but in other respects things
are essentially the same as when dealing with a twin IDE port
motherboard. Motherboards that have more than two IDE ports usually
have some form of RAID controller, and these provide clever facilities
such as the ability to automatically backup data written to one drive on
another drive. It is clearly worthwhile investigating any facilities of this
type, which could clearly be more than a little usetul in the current context.

Drive letters

Some users get confused because they think a hard drive that will have
more than one partition should have separate entries in the BIOS for
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each partition. This is not the case, and as far as the BIOS is concerned
each physical hard disc is a single drive, and it has just one entry in the
CMOS RAM table. The partitioning of hard discs is handled by the
operating system, and so is the assignment of drive letters. The BIOS is
only concerned with the physical characteristics of the drives, and not
how data will be arranged and stored on the discs. There is usually no
pointin using more than one partition if you are adding a drive for backup
purposes. The only, and fairly obvious exception, is where the drive you
are backing up has been partitioned to operate as two or more logical
drives. It is then advisable to have the partitioning of the backup drive
match that of the main drive as closely as possible.

The other Standard CMOS settings are concerned with the floppy discs
and the default display type, and should simply be left as they are. The
same is true of the settings in the other pages of the BIOS Setup program.
Do not be tempted to start playing around with these unless you know
exactly what you are doing. Entering silly settings is unlikely to damage
anything, but could well prevent the PC from operating properly until
normality is restored. The BIOS will probably have options that enable
the previous settings to be reinstated, or default settings to be used.
These can be useful if you should accidentally scramble a few
parameters.

Note though, that no settings are actually altered unless and until you
select the Save Parameters and Exit option, and then answer Yes when
asked to confirm this action. This is clearly the route you should take if
everything has gone according to plan. Take the Exit Without Saving
option if things have not gone well. Simply switching off the PC or
pressing the reset button should have the same effect.

Strategies

With the early PC hard disc drives it was necessary to do low level
formatting of the drive before it could be partitioned and the high level
formatting could be undertaken. Modern hard drives are supplied with
the low level formatting already done. If there is a low level formatting
option in the BIOS Setup program, never use it on an IDE hard disc
drive. Do not use any similar facility in any utility suites that you might
have.

No low level formatting is required, but with operating systems such as
Windows 9x, and Windows XP the hard disc drive must be partitioned
and high-level formatted before it can be used. We will consider Windows
XP first.
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The best way to proceed with the data recovery depends on the condition
of the Windows XP installation. You options are very limited if it is not
even possible to boot in Safe Mode. Probably the only way of tackling
the problem is to have the new drive set as the master on the primary
IDE channel and the original hard disc on any available IDE channel.
Windows XP is then installed from scratch onto the new drive. It should
then be possible to boot into the new installation and copy the files you
need from the original hard disc. Any high capacity backup devices
fitted to the computer should work properly with the new installation in
place. It is then possible to copy the files to the new hard disc or the
backup devices.

Where it is possible to boot into Windows in Safe Mode an alternative
strategy is available. The existing hard disc drive can be left as the boot
drive and the second hard disc is then placed on any available IDE
channel. With the computer booted in Safe Mode the required files on
the main hard drive can then be copied to the second drive. Windows
XP can be installed from scratch onto the main drive, which will result in
all the files on the main drive being erased. The rescued files or the
second drive can then be copied back to the main drive. This is the best
method to use if you do not wish to use the new drive as the main one.
For example, if you obtain a cheap backup drive that has a much lower
capacity than the main one, you will probably not wish to use the new
drive as the main one. The second hard drive can be removed once the
file recovery has been completed, but it is probably better tc leave it in
place as a backup drive for important files.

Partitioning

The new drive can be par:itioned from within Windows XP and then
formatted using the FAT32 or NTFS file system. If you wish to use the
FAT32 file system for some reason, Microsoft recommend partitioning
and formatting drives larger than 32 gigabytes using Windows 9x rather
than Windows XP. This is simply because Windows XP is not fully
equipped to deal with the partitioning and formatting of large discs using
this format. Partitioning and formatting using Windows 9x and XP will
be described here, starting with Windows 9x.

In order to partition and format the disc using Windows 9x it is not
necessary to install Windows 9x onto the drive. All that is needed is a
Startup disc, and one of these is normally produced as part of the
Windows 9x installation process. If you do not have a Startup disc, one
can be made using a system that runs Windows 9x. Start by going into
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Fig.3.13 An example BIOS Features Setup screen. Amongst other
things, this is used to set the required boot option

the Windows Control Panel, and one route to this is to operate the Start
button, and then select Settings and Control Panel. Once in the control
panel double-click on the Add/Remove Programs icon, select Startup
Disk, and finally operate the Create Disk button. Then follow the onscreen
prompts. A blank 1.44 megabyte floppy disc is required. Note that you
will be asked to insert the Windows 95/98/ME CD-ROM into the CD-
ROM drive, because some of the files required are not normally stored
on the hard disc. The method of making the disc is exactly the same for
all three operating systems (95, 98, and ME) incidentally.

Having obtained the Startup disc, it should be used to boot the computer
into the Windows 9x version of MS-DOS. [tis probable that the BIOS will
already be set to boot from the floppy disc drive, but it necessary you
must use the BIOS Setup program to set the fioppy drive as a boot
device. There will be a page in the BIOS called something like BIOS
Features Setup (Figure 3.13), and this should enable various boot
sequences to be chosen. Choose one that has the floppy disc (drive A:)
as the first boot device, and hard drive C: as the second. Any subsequent
boot options are irrelevant, since the PC will always boot from one or
other of the first two options.

116



Data rescue 3

With the computer booted-up and running MS-DOS or the Windows 95/
98/ME equivalent of MS-DOS, the new hard drive will not be accessible.
Until it has been partitioned it will be largely “invisible” to the operating
system. Note that a drive using the NTFS format will also be largely
“invisible” to the system, so make sure that you process the right disc
drive. Once the new drive is partitioned the operating system will be
more willing to admit to its existence, but it will still be of no use until
high-level formatting has been performed using the MS-DOS FORMAT
program. However, you must first prepare the disc using the FDISK
partitioning program. The Windows Startup disc contains copies of both
FDISK and FORMAT, which are automatically placed on the disc for you
when the Startup disc is created.

FDISK

FDISK is used to create one or more DOS partitions, and with discs of
2.1 gigabytes or less you may wish to have the whole of the disc as a
single partition. Assuming the original hard disc has one partition, the
new hard disc drive then becomes drive D:. By creating further partitions
it can also operate as drive E:, drive F:, etc. The primary partition is
normally the boot disc, and this is where the operating system would be
installed. Obviously this does not apply to a second hard drive, and the
primary partition is simply the first partition on the disc.

The MS/DOS and Windows 95 file systems set the 2.1-gigabyte partition
limit. There is also an 8.4-gigabyte limit on the physical size of the drive.
With Windows 98 or ME and any reasonably modern BIOS these limits
do not apply, but you must use the FAT32 file system. To do this simply
answer yes when FDISK is first run, and you are asked if you require
support for large hard disc drives. Even if you do not wish to have a
large disc organised as one large partition, it is still best to opt for large
hard disc support. FAT32 utilises the available disc space more efficiently
and reduces wastage. Note that if you only require a single partition
you must still use the FDISK program to set up this single partition, and
that the FORMAT program will not work on the hard drive until FDISK
has created a DOS partition.

Some hard discs are supplied complete with partitioning software that
will also format the disc and add the system files, which will be copied
from the boot disc. Where a utility program of this type is available it
might be better to use it instead of the FDISK and FORMAT programs.
These MS-DOS programs are fairly straightforward in use, but using the
software supplied with the drive will aimost certainly be even easier.
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FRISK Options

Current fixed disk drive: 1

Choose one of the following:

« Create DOS partition or Logical DOS Drive
. Set active partition

. Delete partition or Logical DOS Drive

. Display partition informatiom

+ Change current fixed disk drive

Enter choice: [})

Press Esc to exit FDISK
Fig.3.14 The main menu of the FDISK program

The only problem is that the software might be intended for use with
drive C:, and might give problems if you try to use it with drive D:. The
instructions supplied with the software should make it clear whether the
software is suitable for use with a second hard disc drive. If the program
insists on placing the system files on drive D:, this is not really a major
problem. The system files will waste a small amount of disc space, but
should not give any problems when the system is booted provided the
boot options are set correctly in the BIOS. If in doubt, simply use FDISK
and FORMAT.

Using FDISK

Once you are in FDISK there is a menu offering these five choices (see
also Figure 3.14):

1. Create DOS partition or logical DOS drive
2. Set the active partition

3. Delete partition or logical DOS drive

4. Display partition information

5 Change current fixed drive

-l
-—h
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Change Currest Fixed Disk Drive

bru  Mbytes Free Usage
982 160
9382
2441 244

€1 Miyte = 1648576 bytes)
Enter Fixed Disk Drive Mumder (1-2)

Fress Ksc to retusn to FDISX Optlows

Fig.3.15 The partition information screen

D03 Partition or Logical DOS Drive

Fig.3.16 Creating & partition on a new hard disc
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Display Partition Information
Current fixed disk drive: 2

Partition Status Type Uolume Label Mdytes Systes Usage
b: 1 PRI DOS 1863  UNEMOWN s o3

Total disk space is 2441 Mdytes (1 Wbyte - 1848576 bytes)

Press Bsc to continue

Fig.3.17 Checking that the new partition has been created

Normally the first thing we need to do is create a DOS partition using
option one, which is the default. However, in this case we are dealing
with an additional hard drive, and we must first make sure that it is the
one FDISK is dealing with. Itis very important that you do not accidentally
use FDISK with the wrong drive, since to do so would almost certainly
remove all the data from the disc you are trying to backup! Select option
5, which should bring up a screen like that in Figure 3.15. The original
hard disc unit is drive 1 and the new hard disc is drive 2. In this example
drive 1 (C:) is the original drive of about 10 gigabytes in capacity, and
drive 2 is the additional rescue drive having a capacity of about 2.4
gigabytes. Drive 2 will eventually be drive D:, but at this stage it has not
yet been assigned a drive letter. If the current disc is drive 1, enter 2 for
this parameter and press the Enter key to go back to the main screen.

Once drive 2 has been set as the current drive it can be partitioned, and
option 1 can be selected. This takes you into a further menu offering
these three options (Figure 3.16):

1. Create primary DOS partition
2. Create extended DOS patrtition
3. Create logical DOS drive(s) in the extended DOS partition
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Create Bxtended DOS Partitiom

Current fixed disk drfve: 2

Partition Status Type  Volume Label Mbytes System Usage
D: 1 PRL DOS 1883  UMRBOSN 4

Total ditk space is 2441 Mdytes (1 Whyte = 1048576 Mgtes)
Raxisum space available for partitlon is 638 Mbytes € 26x )

Enter partition size n Mbytes or percest of disk space () to
create aa Extended DOS Partition.............

Press Esc to reterw to FDISK Optilons

Fig.3.18 Provided there is some spare capactty, one or more
additional partitions can be added

Create Logical DOS Brive(s) In the Extended DOS Partitios

Bo legical drives defined

Total Extended DS Bartitlos size is 638 Mbytes 1 Mhyte = 1648576 bytes)
Raxiaum space avalladle for logicel drive is 638 Mytes (100x )

Este® logical drive size in Mbytes or percent of d.sk space (x)...1 634)

Press Bsc to return to FDISK Options

Fig.3.19 An extended partition must be given a drive letter
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Create Logical DS Brive(s) in the Ixtended BG3 Partitios

Drv Volume Label HMbytes System Usage
L 638 UMKMOUM 1002

All availadle zpace in the Extended DOS Partition
is assigwed to logical drives.
Press Esc to continee

Fig.3.20 If all goes well, a screen showing the drive letter of the new
partition will appear

Itis a primary DOS partition that is required, so select option one, which
should again be the default. After the disc has been given a quick test
you will be asked if you wish to use the maximum space for the partition.
If you answer yes, the whole disc, or as much of it as FDISK can handle,
will be used for the partition. If you answer no, you will then have to
specify the size of the primary partition in megabytes. After a further
quick check of the disc the new partition will be created. Having created
the partition, press the Escape key to return to the original menu. ltis a
good idea to select option four to check that the partition has been
created successfully (Figure 3.17).

If a further partition is required select option one, and then option two,
which is “Create extended DOS partition” (Figure 3.18). Enter the size
of the partition you require and press the Return key to create the partition.
Then press the Escape key, which will bring up a message saying “No
logical drives defined” (Figure 3.19). In other words, you have created
a partition, but as yet it does not have a drive letter. Assuming you
require all the space in the partition to be one logical drive, simply press
the Return key. This will make the partition drive E:, and a screen giving
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R Administrative Toots
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Service;

Fig.3.21 The Administrative Tools window

this information will appear (Figure 3.20). Press the Escape key to return
to the main menu, and use option four to check that the partition has
been created successfully.

it has been assumed here that the original hard disc has a single FAT32
partition. If it has more than one partition these will be drives C;, D;, etc.,
and the drive letter or letters for the additional drive will be moved up
accordingly. For exampile. if the original disc is used as drives C: and
D:, partitions of the new drive would become drives E:, F:, atc. These
MS-DOS drive letters are rot really of much importance once Windows
XP is in use, since it will assign its own drive lezters.

Formatting

Having created the partitions you require, the “FORMAT" command can
then be run. First you will have to press the Escape key twice to exit
FDISK, and then the computer must be rebooted so that the riew partition
information takes effect. Make sure you format the correct disc, because
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8 Computer Management

, Name
= o System Took 8 5vstem Tooks
. u Evert Yiewer |6y storage

a ) Shared Folders P Services and Appc ahons
3 Local Users and Groups

B @ Performance Logs and Alerts
A Device Manager
39 Storage
. I Removable Storage
y Disk Defragmenter
33 Drsk Management
# @p services and Appbcations

Fig.3.22 The Computer Management window gives access to
several utilities

formatting a disc that is already in use will destroy any data it contains.
To format drive D: use this command:

format D:

This will bring up a warning to the effect that all data in drive D: wilt be
lost if you proceed with the format. As yet there is no data to lose, so
answer yes to proceed with the formatting. it might take several minutes
to complete the task, since there are a large number of tracks to be
processed and checked. If the hard disc has more than one partition
and is operating as drive D:, drive E:, etc., each partition must formatted
using a separate “FORMAT” command. To format drive F: for example,
this command would be used:

format F:

The new hard disc drive should then be fully operational, and it should
appear in My Computer, etc., if you boot the computer in Safe Mode.
The files you wish to rescue can then be copied to the new drive using
Windows Explorer with Copy and Paste facilities. Windows XP is then
installed from scratch onto the original hard disc and the rescued files
can then be copied back to this drive.
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=] Computer Management

8] e Aon  Vew  Window Hep =@
e OW R Dy
“omputer Manageriert (Local) | Vohene | Liyout | Type | Fie System | Stat wocky | Free
Iy Svstem Tooks = Heakhy (Systom) 1272 Q8 9.39 GE

4 §gf Event Viewer
+ Shared Folders
Local Users and Groups
Performance Logs and Alerts
A, Device Marager

0

By Sexoge
. Removable Storsge
j Disk Defragmenter a
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- Servizes and Applc ations E

b SPousk 0 R SR SR
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12.72 GB 12.72 GB NTFS
Onine Heakthy (System)
Soisk 1 == i
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1.9 GE 1.96 GB
Ondne snallocated v

> | ] Unalocated [ Prenary partition:

Fig.3.23 The window with the Disk Management utility selected

Computer Management

Partitioning and formatting from within Windows XP is achieved with the
aid of the Computer Management utility. This can be run by going to the
Windows Control

Panel and double [ttt L
clicking the > Welcomne ta the New Partition
Administrative Tools Wwizard

icon. This produces - THcinerdooms coose 33060 G mR ok
awindow like the one
of Figure 3.21, and
double clicking
the Computer
Management icon
produces the new
window of Figure
3.22. Several utilities

Abadc dnk it a phywcal dih that cordene prmsy parlxn:
exondec pathons, and ogeal drves You can uce arw
veriion of Windows an MS 00$ to gain sccess 10 parthion:
on beswc drsks

To cortirue, chok hewt

are available from (Coes> Coee |
the Computer

Management Fig.3.24 The opening screen of the

window, but the one Partition Wizard
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Fig.3.25 Use this window to select the partition type

Fig.3.26 This window is used to set the partition size (in megabytes)
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New Partition Wizard @

Assign Drive Letter o1 Path
For easier access, you can asggr a dive letter or drive path to your partition.

(®) Assign the following drive lester E e
) Mount in the following ermpts NTFS folde::

Do nat assign a drive letter of drive path

Fig.3.27 Here a drive letter is assigned to the new partition

required in this case is Disk Management. Left-clicking this entry in the
left-hand panel changes the window to look something like Figure 3.23.

Details of the boot drive are Jiven at the top of the right-hand panel. The
bottom section gives details of both drives, and the new backup drive is
Disk 1. This is described as “Unallocated”, which means that it is not
partitioned or formatted at this stage. The black line to the right of the
Disk 1 label and icon also indicates that it is not partitioned. To partition
the disc, right-click on the black line and then szlect the New Partition
option from the popup menu. This launches the New Partition Wizard
(Figure 3.24). Windows XF can use two types of disc, which are the
basic and dynamic varieties. The New Partition Wizard only handles
basic discs, and these use conventional partitions that are essentially
the same as those used by MS-DOS and earlier versions of Windows.
For simple backup purposes a basic disc is perfactly adequate.

Operate the Next button to move on with the partitioning, and a window
like the one in Figure 3.25 should appear. Either an extended or a primary
partition can be selected using the radio buttons, and in this case itis a

127



3 Datarescue

128

New Partition Wizard. fg1
Formal Pantition
To store data on this paritition, you must format it first

Choose whether you wart to format this partition, and # so. whal setings you want to use.

(O Do not format this pattition
(&) Farmat this pattition with the following settings

Fic sstem v
Aflocation untt size Detault v
Volume label New Volume

[J Pertorm a quick format

T Enatie file and folder compression

 <Back [ New> | [ Cocel

Fig.3.28 The partition can be formatted as a NTFS, FAT, or FAT32 type

primary partition that is needed. The size of the partition is selected at
the next window (Figure 3.26), and the maximum and minimum usable
sizes are indicated. All the available disc space will be used by default,
but a different size can be used by typing a value (in megabytes) into
the textbox. Operating the Next button brings up the window of Figure
3.27 where a drive letter is assigned to the new partition. Unless there is
a good reason to do otherwise, simply accept the default drive letter.

At the next window (Figure 3.28) you have the choice of formatting the
new partition or leaving it unformatted. Since the partition will not be
usable until it is formatted, accept the formatting option. One of the
menus offers a choice of FAT, FAT32, or NTFS formatting. Settle for the
default option of NTFS formatting unless you need compatibility with
another Windows operating system. Also settle for the default allocation
unit size, which will be one that is appropriate for the partition size. A
different name for the drive, such as “Backup”, can be entered into the
textbox if desired. Tick the appropriate checkbox if the capacity of the
disc is barely adequate to backup your files, and you wish to enable file
and folder compression.
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New Partition Wizard X

Conpleting the New Partition
Wizard

You have successtully corpleted the New Partitior: Wizatd

You setected the following settings

Partiticn type: Prmaty paitition ~
Disk selected. Disk 1

Partition size: 2012 MB

Drive letter of path: E

File system: NTFS

Allocaton unit size: Default

Voiume iabet New Volume

Disick frrmar N

To close thic wizard, chick Finish,

Back [ Frush Cancel

Fig.3. 29 This window lists all the parameters that have been selectad
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B Fle Ation  View Window Help =i®

& Qm ® D=

& Computer Mansgemert (Local) e Layot | Type | Fie System | Sates pacty | Froe Sgace
& Svstem Yook E3 (C:) Pattion Basic NTFS Heakhy (System) 12.72GB 9.39 GE
+ LY Event Viewer GIN... Parthon Basc NIFS Heabhy 1.96GB  1.95GE
+ gyl Shared Foiders
ﬁm(dusasard@m

+ &) Performance Logs and Alerts
& Device Manager

= 23 Storage
f Removable Xorage
Drsi Defr agmenter i "
Drsk Management : - g
. Services and Apghcations - -
b Y
Basr ()
12.72GB 12.72 GB NTFS
©Onine Healthy (System)
sk 1 DA S TR STRS—— T
Basc New Vokane (E)
1.96GB .96 GB NTFS
Onine Healthy v
Pl > . A Pinasy partibon

Fig.3.30 The Disk Management window shows the new partition
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Left-click the Next button when you are satisfied with the settings. The
next window (Figure 3.29) lists all the parameters that have been selected,
and provides an opportunity to change your mind or correct mistakes.
If necessary, use the Back button to return to earlier windows and change
some of the settings. Operate the Finish button if all the settings are
correct. The partition will then be created, and it will appear as a blue
line in the Disk Management window. It will then be formatted, and this
may take half an hour or more for a large partition. The area below the
blue line indicates how far the formatting process has progressed.
Eventually the formatting will be completed, and the Disk Management
window will show the new disc as containing a primary partition using
the appropriate file system (Figure 3.30). Once the formatting has been
completed, files on the main drive can be copied to the new partition
using the Cut and Paste facilities of Windows Explorer.

If space has been left for a further partition on the disc, right-click on the
black section of the line that represents the vacant disc space. Then
select the New Partition option from the popup menu, and go through
the whole partitioning and formatting process again. A maximum of
four primary partitions can be used on each physical disc.

Windows 98/ME

The hard disc must be formatted and partitioned using a recovery disc if
you are using Windows 98 or ME. This process was fully described
previously. The new disc can be used as drive D with PCs that are
bootable in Safe Mode, and the appropriate files and folders are then
copied from drive C to drive D. If the PC can not be booted into Windows,
the best option is to have the new drive as C and the originat set as drive
D. Then reinstall Windows onto drive C and copy the data files from
drive D to drive C. The original drive can then be reformatted to clear its
contents so that it can be used as a backup drive.
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Points to remember

Do not wait for a virus to strike before backing up data. It should be
possible to rescue your data if the operating system becomes seriously
damaged, but it might be expensive to have it rescued from a fauity
hard drive.

Data rescue services are available, but there is no guarantee that data
will be retrievable from a damaged hard drive or one that has been
trashed by a virus.

Not all backup devices will work with Windows in Safe Mode or ir MS-
DOS. Lack of operation in either of these modes does not render a
backup device useless, but life is easier when using a more
accommodating drive. An NTFS partition is “invisible” to the system if
the computer is booted into MS-DOS.

If you find yourself with a Windows installation that seems to be
impossible to repair, and no usable device to backup masses of important
data, there are three options. Carry on trying to repair Windows for as
long as it takes, abandon your data and reinstall Windows from scratch,
or add a suitable backup device so that the data can be rescued prior to
reinstalling Windows.

Another hard drive is the most practical option when disaster has struck
and an emergency backup of data is required. These days a hard disc
drive is a relatively cheap backup option that will work in both Safe Mode
and MS/DOS since it is a standard MS-DOS and Windows drive. Hard
discs are also relatively fast in operation.

A modern PC can have at least four IDE drives (hard discs, CD-ROM
drives, etc.) and will usually be able to accept an additional hard drive.
if necessary, you can temporarily disconnect a CD-ROM drive to make
way for the backup drive.
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if the PC will not even boot into Safe Mode, probably the best rescue
method is to add a new hard drive as disc C: and have the original hard
disc as drive D:. In other words, set the new drive as the primary master
and the original drive as the primary slave. Install Windows XP onto the
new drive and then copy your data from the old drive.

A hard disc drive has to be partitioned and then high-level formatted
before it is ready for use. This can be done using a Windows 9x Startup
disc and the FDISK and FORMAT commands if a FAT32 disc is required.
Even with Windows XP, this is the best method for discs having a capacity
of 32 gigabytes or more. FDISK must be used even if the disc will be
organised as one large partition. No low-level formatting is required
with a modern hard disc drive, since this formatting is done at the factory.

The Windows XP Disk Management utility can be used to create partitions
and format them using the FAT, FAT32, and NTFS file systems. However,
this utility is only available if the computer can be booted into Windows
XP, either normally or in Safe Mode.

Proper backup software can be used to backup your data, but Windows
Explorer enables data to be easily copied from one drive to another.
Complete directory structures can be copied using the Copy and Paste
facilities and the usual dragging techniques.
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Shutting the stable door

At one time the threat of attack from viruses was greatly exaggerated,
and the risk for most users was strictly limited. in the pre-Internet era |
was looking after three or four PCs for many years, and prior to that |
used various computers such as the Amiga. The total number of attacks
on those computers was precisely zero. The situation is certainly different
for anyone currently using a computer on the Intemet. Rather than an
outside chance, the odds of running into trouble over a period of years
are probably less than evens.

Many users get into difficulties first, and then buy antivirus software and
take other measures to secure and backup their computers. This is
really a case of “shutting the stable door after the horse has bolted”. An
antivirus program should really be considered an essential piece of
software for any PC system that is used on the Internet. Bear in mind
though, that even with a good program of this type installed, even if it is
kept up-to-date, there is no guarantes that it will keep your PC free from
viruses. There is inevitably a lag between a new virus appearing and
the antidote being made available. You would have to be very unlucky
to be one of the first to get a new virus on your PC, but it could happen.

In order to guard against undetected attacks it is necessary to have at
least one backup copy of any important data. f the worst comes to the
worst and the contents of the hard disc drive have to be erased and
everything then reinstalled from scratch, you should have everything
necessary to complete the task. It will be a long job that could take a
day or two, but you should eventually get everything running much as it
did before the attack, complete with all your data.

The job can be greatly speeded up if a full backup of the hard disc is
taken. Simply copying all the files on the hard disc to CDRs or another
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form of mass storage will not enable the system to be restored to its
original condition. The files can be copied back to the hard disc, but
they will not be in the same places on the restored disc. As a result of
this the PC will not be able to boot from the disc. In order to precisely
restore a disc to its previous state it is necessary to produce what is
termed an image of the disc. It requires special software to produce the
image file and restore the disc from this file. Power Quest's Drive Image
and Norton’s Ghost are two popular programs of this type. There is a
rather less sophisticated backup and restore featu-e included as part of
the Windows operating system.

Partitions

With the current low cost of hard disc drives it is quite common for a
large drive to be divided into several partitions. In effect, a large disc
becomes two or more smaller discs. One partition is often used to store
a backup of the main (boot) partition. Another ploy is to have a second
physical drive, which is a clone of the main drive. Either way, any new
data placed on the main drive is copied to the backup partition/drive. If
the Windows installation is seriously damaged it is just a matter of
restoring it from the relevant partition of the backup drive. The PC should
then much as it did problem occurred, complete with your data.

Having a second physical drive gives even greater security because it
guards against a catastrophic failure of the main drive. If the main drive
should fail it is just a matter of installing a new one and installing the
backup image onto it. As an emergency measure it is possible to set
the backup drive to operate as the boot disc, and you can then go on
using the PC while a new disc is obtained.

Although backup drives successfully guard a PC against many types of
disaster, they do not necessarily help if a virus strikes. The virus might
only attack the boot drive, but it is quite likely that it will damage the
contents of all the drives and partitions it can find. Having restored the
contents of the hard disc you might find that the PC works no better
than it did previously. In order to guard against a virus attack it is
necessary to have the image file on CDRs or some other form of storage
that is kept separate from the PC. Even the most sophisticated of
computer viruses is unable to attack files that are on CDRs stored in
drawer or cupboard.

Due care must be taken in order to avoid reinfection. Ideally the hard
disc should be reformatted to remove its entire contents, which will ensure
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that the virus infection is removed along with everything else. The
computer should then be switched off to clear the contents of its memory.
It is then switched back on and by one means or another, everything is
restored to the hard disc. In practice there will often be data on the hard
disc that has not been backed up to floppy discs, CDRs, or some other
form of external storage. You may quite reasonably decide to rescue
this data before wiping the disc by reformatting it. Before doing so you
need to be sure that the virus has been fully eliminated, or the infection
might be introduced to the restored system by way of the rescued files.

System Restore

Windows ME has a useful facility called System Restore, and essentially
the same feature is present in Windows XP. It has to be emphasised that
this is not a conventional backup program, and it can not be used to
make a set of backup discs for use in the event of a hard disc failure.
This is simply because it uses the main hard disc to store the backup
files, and if the hard disc fails, the backup files are inaccessible. System
Restore is designed specifically to deal with problems in the operating
system, and on the face of it you should be able to restore a hacked
system if your PC has been attacked by a virus.

Unfortunately, the System Restore facility has its limitations, and it is
possible that it will have been targeted by the virus. it might be worthwtile
trying it as a quick fix before reinstalling everything from scratch. After
all, you will have lost nothing other than a small amount of wasted time
if it fails to work. If it should work, a great deal of time reinstalling
everything will have been saved. The chances of success are probably
not good though.

The purpose of the System Restore facility is to take the system back to
a previous configuration. In the current context the idea is to take the
PC back to a state somewhere prior to the virus starting its attack. Since
avirus does its best to stay cancealed, it would be unrealistic to expect
System Restore to remove the virus. The virus must be removed prior to
using System Restore. Ideally you should periodically add new restore
points so that if something should subsequently go wrong with the
operating system, it can be taken back to a recent restore point. However,
Windows adds restoration points periodically, so it is not essential to
routinely add your own.

The main reason for adding your own restoration points is that there is
increased likelihood of problems occurring. The most common example
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of this is adding a restore point prior to installing new software. If anything
should go horribly wrong during the installation process, going back to
the restoration point should remove the rogue program and fix the
problem with the operating system. You can then contact the software
publisher to find a cure to the problem, and in the mean time your PC
should still be functioning properly. In the present context you could
add a restoration point prior to doing anything that could introduce a
virus into the system, such as downloading a file over a P2P system.

When going back to a restoration point the program should remove any
recently added programs, but it should leave recently produced data
files intact. Of course, with any valuable data that has not been backed
up already, it would be prudent to make backup copies before using
System Restore, just in case things do not go according to plan. The
program itself does provide a way around this sort of problem in that it
does permit a restoration to be undone. If a valuable data file should
vanish “into thin air” it should be possible to return the PC to its original
configuration, backup the restored data, and then go back to the
restoration point again. Any programs lost during the restoration have
to be reinstalled from scratch.

In use
The System Restore program is buried deep in the menu structure (Figure

4.1), but it can be started by going to the Start menu and then selecting
Programs, Accessories, System Tools, and System Restore. The program
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Fig.4.2 The Welcome screen of the System Restore program
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Fig.4.3 The system creates restore points but you can add your own
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*» System Restore u;

" Confirm New Restore Point

New restore point:

25 Noverher 2000
19:03 First

Yo change this restore point descr ption, click Back '!._1 ; ; !I E |

Fig.4.4 You can check things before creating a restoration point

is controlled via a wizard, so when it is run you get the screen of Figure
4.2 and not a conventional Windows style interface. The radio buttons
give three options, which are to go back to a restoration point, create a
new one, or undo the last restoration. When the program is run for the
first time there is no restoration to undo, so this option will not be present.

As pointed out previously the system will automatically create restoration
points from time to time, but you will probably wish to create your own
before doing anything risky or that will make large changes to the system.
Start by selecting the “Create a restore point” option and then operate
the Next button. The next screen (Figure 4.3) asks the user to provide a
name for the restore point, and it is helpful if the name is something that
will be meaningful. There is no need to bother atout including a date,
as the program automatically records the date and time for you. There
will be a delay of at least several seconds when the Next button is pressed,
and then a screen like the one shown in Figure 4.4 will appear. This
gives you a chance to check that everything is correct before the
restoration point is created. If everything is all right, operate the OK
button to create the restoration point and terminate the program.

To go back to a restoration point, run the program as before, and select
the Return my computer to an earlier time option. Operate the Next
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Fig.4.5 Choosing a restoration point

button, and after a short delay a screen like the one of Figure 4.5 will
appear. If there are a number of restore points available you can use the
arrow heads in the calendar to find the one you require. The dates on
the calendar in larger text are the ones that have restore points. Left-
clicking on one of these will show the available points in the screen area
just to the right of the calendar. Left-click on the required restore point
and then operate the Next button. This brings up a screen and warning
message, like Figure 4.6. Left-click the OK button to remove the warning
message, and close any programs that are running. If you are satisfied
that the correct restore point has been selected, operate the Next button
and the program will begin the restoration process. A screen showing
how things are progressing will appear (Figure 4.7).

Heed the warning on this screen, and do not do anything that will alter,
open or delete any files while the program is running. Just sit back and
do not touch the computer until the program has finished its task. Once
the restoration has been completed the computer will reboot, and a
message will appear on the screen (Figure 4.8). This confirms the point
to which the computer has been returned, and indicates the options if
the PC fails to operate properly using this restore point. Left-click the
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Fig.4.6 A warning message gives you a chance to change your mind
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Fig.4.7 You can see how the restoration process is proceeding
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Fig.4.8 This message appears once the process has been completed
and the computer has rebooted

OK button to finish the boot process, and the computer should then
have shifted back in time to the appropriate restoration point.

There is never any guarantee that the System Restore facility will work,
and an error message stating that it can not restore the selected point
will sometimes be obtained. You can try a different restoration point,
but it is quite likely that none will be available if one of them fails. In my
experience it works properly in the majority of cases, but a seriously
damaged system is likely to be within the minority of failures. As already
pointed out, there is not a lot to lose by trying it in cases where the cnly
alternative is to wipe the hard disc and reinstall everything.

Windows Backup

It is definitely better to have a proper backup in case the System Restore
utility can not fix the problem. For anything beyond backing up data
files it is best to resort to some sort of backup program. With these itis
possible to save selected directories or directory structures, or the entire
contents of the hard disc drive. | think | am correct in stating that every

4
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Backup or Restore Wizard ®
Welcome to the Backup or
% Restore Wizard
e —

Thus wizard helps you back up of restore the files and
sethings on your computer

If pou prefer, you can switch to Advanced Mode to charige the
settings used for backup of restore. This aption is recorsmended
for advanced users only.

Always start in wizard mode

To continue, clhick Next

([ Net> ] [ concel |

Fig.4.9 The initial window of the Backup and Restore Wizard

version of Windows is supplied complete with a backup program that
has the imaginative name of Backup. Although basic compared to some
programs of this type it does the job well enough for most users. Its lack
of popularity possibly stems from the fact that the equivalent facility in
Windows 3.1 was something less than user friendly, causing many users
to look elsewhere for a backup utility.

Perhaps the problem is simply that the Backup program is a part of
Windows that has often been easy to overlook. Anyway, the Windows
XP version is more user friendly and powerful than previous versions,
and it is definitely there if you seek it out. With the Professional version
of Windows XP it is installed by default, but with the Home Edition it will
probably have to be installed from the Valueadd\Msft\Ntbackup folder
on the installation CD-ROM.

Backup Wizard

Once installed, the Backup program is run by selecting All Programs
from the Start menu, followed by Accessories, System Tools, and then
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Backup or Restore Wizard

What do you wart to do?

(2} Back up files and settings

Restore tiles and settirgs

Backup or Restore
You can back up tdes and settings. of restore them from a previous backup.

L ‘B;sck_ if NenT)—_! ri_[:ent;el_ J

Fig.4.10 This window provides backup and restore options

Backup or Restore Wizard

‘what do you want to back up?
*) My documents and settings

Includes the My Documerts folder, plus your Favorites, deskiop, and cookies
_) Everyone's documents and settings

Inchsdes every user's My Documents fokder, phus their Favortss, desktop, and
cookies

O Allintormation on this computer

Includes afl data on this computer, and creates a system reccvery disk that
can be used to restore Wiidows in the case of a major faihure

O Let me choose what to back up

What te Back Up
You can specify the iterns you want to back up. ]

[ < Back ]L Next)j ( Cancel

Fig.4.11 Use this window to choose what you wish to backup
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Backup or Restore Wizard

Items to Back Up
You can back up any combination of drives, folders, or hies
i~

""" % Double-chick an tem on the left to see its conterits on the fight. Then select the check
3 ¢ box next to any dirve, folder. or file thal you want to back up.

Items to back up:
= [3f 9 !m Name Comment
® My Computer 1 ¢ My Computer
® Q‘Q zy 3%"““:": O £ My Documents
& [JN My Network Places | =) o 0010 exe

] .'jMy Network Places
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Fig.4.12 Select the files or folders you would like to backup

Backup. By default the Backup Wizard (Figure 4.9) runs when this
program is launched, and initially it is probably best to use the wizard.
Operate the Next button to move on to the first stage of using the Backup
Wizard (Figure 4.10). Here you have the choice of backing up or restoring
data, but it is obviously necessary to produce a backup disc before
anything can be restored. Therefore, initially the Backup radio button
has to be selected.

The next window (Figure 4.11) is used to select the data to be backed
up. The top option produces a backup of the My Documents folder plus
some system settings and cookies. The second option is similar, but it
provides a backup of the documents and settings for all users. Using
the fourth option produces a file browser (Figure 4.12) so that the user
can select the files and folders that will be backed up. The third option
is the one that is of most use if the system becomes seriously damaged
or the hard disc becomes unusable. It permits the whole system to be
backed up, and it also produces a recovery disc that enables it to be
easily restored again. In fact the restoration process is almost totally
automated. It is the third option that will be considered here.
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Backup or Restore Wizard &_-[
Backup Type. Destination, and Name —
Your Hes and settings are stored in the destination you specity '8

Choose a place to save your backup:

OpL [ Biowse |

Type a name for this backup:
Backup

You will also need a fioppy disk to 2tare system recovery
information.

 <Back || Next> | [ Cancel

Fig.4.13 Use this window to select the backup crive

The next window (Figure 4.13) enables the backup drive to be selected,
and a variety of drive types is supported. These include Zip discs, local
hard drives, and some tape backup systems. Unfortunately, CD writers
are not supported. Sometimes there are ways of working around this
limitation, but it is probably best to opt for a third-party backup program
if you wish to use CD-R or CD-RW discs to hold the backup files. Use
the menu or the Browse option to select the correct drive. If you select
a device that is not supported by the Backup program, an error message
will be produced when Windows tries to create the file. This will simply
state the backup file could noi be produced.

In the current context the best option is to have a second drive as the
backup device. However, in order to keep it safe from viruses the backup
drive should have the power and data leads disconnected once the
backup has been completed. Of course, the power should be switched
off before the drive is disconnected. The drive is reconnected again if
you need to restore the backup copy at some later time.

By default, the backup file is called “Backup” but the name in the textbox
can be changed to any valid filename. Operating the Next button moves
things on to a window like the one in Figure 4.14. This shows the options
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Backup or Restore Wizard lY.‘

Completing the Backup or

% Restore Wizard
Q-

You have created the following backup s=ttings

Name E:\Backup1.bkf
Desciption  Set created 29/01/2002 at 2343
Contents All irdorraation or: this computer

Lacation: Fike

Alter the wizaid creates a backup of yout-files, you will then
be asked ta nsert a floppy disk.

You will use this disk and the backup to sestore your spstem
n the event of a major falure.

To close this wizard and start the backup, chek Fiush

[ cpack J[ Foen ] [ cance |

Fig.4.14 The selected options are shown before the backup is started

that have been selected, and provides an opportunity to change your
mind or correct mistakes. Use the Back button if it is necessary to return
to earlier windows to make changes, or operate the Finish button to go
ahead and make the backup file.

A window like the one shown in Figure 4.15 will appear, and this shows
the progress made by the Backup program. It provides an estimate for
the time remaining until the task is completed, and this will vary massively
depending on the amount of data to be saved and the speed of the
backup device. With many gigabytes of data to backup it is definitely a
good idea to use a fast backup device such as a second hard disc drive.
With a slow backup device the process can take many hours. Where
appropriate, you will be prompted when a disc change is necessary.
With muitiple disc backups, always label all the discs clearly. You will
then be able supply the right disc each time when restoring the backup
copy. Do not worry if the size of the backup file is substantially less than
the total amount of data on the hard disc. The backup file is probably
compressed, or perhaps no backup copies are made of standard files
that are available from the Windows XP installation disc. Anyway, it is
quite normal for the backup file to be significantly smaller than the source.



Backup and Restore 4

Backup Progress @iz]

: ) = ‘. Cancel ﬂf

Drive: C

Label Backup® .bkf created 29/01/2002 at 2347

Status: Backing up files from your computer.

Progress: 1 ] "
Elapsed: E stimated remaining;

Time: A 7 sec. 26 min., 26 sec.

Processing; C:ALrawAFill_outhFills\T exture\Biclogy\skin csc
Processed E stmated:

Files: 822 15,874

Bytes: 19.273 941 1.814 594 530

Fig.4.15 This window shows how the backup is progessing

Backup Utility

s
_! / Insert a blank, 1.44 M8, formatted diskette in drive A:. Recovery nformation wil be written to this diskatte.

L ]
Fig.4.16 The floppy disc is inserted into drive A: when this message
appears
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.Bcd(up Uhility

i Remove the diskette, and label & as shown:
\ Wrridows Automated Systdm Recovery Disk for Backupl bkf created 29/01/2002 at 23:47

Keep in a safe place n case your system needs to be restored using Windcws Automated System Recovery.

Lo ]

Fig.4.17 This message indicates that the backup has been completed

The message shown in Figure 4.16 will appear towards the end of the
backup process. The floppy disc is needed to make an automatic
recovery disc. This disc is needed in order to restore the system from
the backup disc, and the backup is of relatively little value without the

The backup is complete. ‘ Close ~‘
To see detailed information, click Report. [E_J
Diive: E: New Yolume
Label ‘Backup1.bkf created 29/01/2002 at 23:47
Status: Completed

Elapsed: E stimated remaining:
Time: 15 min., 21 sec. |

Processed: E stimated:
Files: 15,874 15874
Bytes: : 18—15_@_81_& . 1815824_248

Fig.4.18 The Backup Progress window provides some statistics
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Press F2 to run Automated System Recovery (ASR)...

Fig.4.19 Press the F2 key as soon as this message appears at the
bottomn of the screen

recovery disc. Insert a 1.44-megabyte floppy disc into drive A: and
operate the OK button. The message of Figure 4.17 appears once the
recovery disc has been completed. Label the disc as indicated in the
message and store it safely. The automatic recovery process is not
possible without this disc. Finally, you are returned to the Backup
Progress window (Figure 4.18), which should indicate that the backup
has been completed successfully.

Restoring

There is little point in having a means of restoring the backup that requires
the computer to boot normally into Windows XP, since this will often be
impossible when the restoration feature is needed. The Windows XP
method of restoring a full system backup is more straightforward than
the Windows 9x equivalent. In fact the Windows XP method makes the
process about as simple as it is ever likely to be. It is termed the

Ml
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Please insert the disk labeled

Windows Automated System Recovery Disk

into the floppy drive.

Press any key when ready.

F/g 4.20 Insert the backup disc in drive A: when this prompt appears

Automated System Recovery, and it certainly lives up the automated
part of its name.

The first task is to boot from the Windows XP installation CD-ROM, and
the BIOS must be set to boot from the CD-ROM drive before it tries to
boot from the hard disc drive. If the boot sequence is the other way
around, the computer will probably start to boot from the hard drive and
the CD-ROM drive will be ignored. With the installation disc in a CD-
ROM drive and the correct BIOS settings, a message saying “Press any
key to boot from CD-ROM” will appear for a few seconds at the beginning
of the boot process. Press any key while this message is displayed or
the computer will revert to booting from the hard disc drive.

Messages appear along the bottom of the screen when the computer
starts booting from the CD-ROM. Look for the one that says “Press F2
to run Automated System Recovery (ASR)”, as in Figure 4.19. This
message only appears briefly, so press F2 as soor as it appears. After
some disc activity the message of Figure 4.20 will appear, and the floppy
disc produced when the backup was made must be placed in drive A..
Then press any key to continue. The restoration process requires little
intervention from the user, but it is as well to keep an eye on things in
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Please wait vhile Setup formats the partition
\Devics\Harddisk@\Partitiont
on 1J838 MB Dizk @ at Id @ on hus 8 on atapi [MBR).

Fig.4.21 Formatting erases all the data stored in the disc partition

Pindous XP Prafessional Setup

Please it vhile Setup exanines your disks. This may take
several ninates depending on thwe size of the disks.

Checking drise C:...
Fig.4.22 The Setup program briefly examines the disc drives
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Plyase wait while Eetup copies files
to the Virdows jmstallation folders
Thic night tale several misutes te conplete.

Setup fs copying files ..

Copying: mercnt¥a.dll {

Fig 4.23 It takes a few minutes for the installation files to be copied

case something goes wrong. First the partition used by the system is
formatted, which effectively wipes all data from the partition. !f there is
any data on the disc that has not been backed up, it is lost forever at this

Lundisy {ofeenatsen file Meoste.tnf. ..

Fig.4.24 More files are loaded
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stage. The
formatting will take
several minutes, and
an onscreen “fuel
gauge” shows how
tar the formatting has
progressed (Figure
4.21).

A similar gauge is
used at the next
screen (Figure 4.22),
where the program
examines the disc
drives. This is

usually much
quicker than
formatting the



restoration partition,
and this screen may
only appear for a
second or two. A
further gauge
appears on the next
screen (Figure 4.23),
and here the
program copies
some files to the hard
disc. Next the
program loads some
more files (Figure
4.24). The computer
is then rebooted, and
it will reboot after

IRER=IBetart Conputer

Fig.4.25 The computer will reboot automatically
if the Return key is not operated

several seconds even if you do not press Return to restart the computer
(Figure 4.25). Note that the Automatec System Recovery disc in drive
A: must be removed at this stage. The computer might try to boot from

y Windows

Collecting
information

Dynamic
tpdate

Preparng
installation

39 mmutes

An exciting new look

Windo»s® XP Professioral sports 3 brand-new wsual desgn
that cambines a sleek lodk, dean Ines, and appeaing colors
mv&mmmmmmm
nangaten.

The redesgned Start menu makes it easer to find Inportant
nformaton ond to access the progr ams you use most
frenueatly.

By antomaicaly ceanng Jp the notrication xrea of the
tasiber and gre rebysed taskhar tterrs, WindGws 3P
nusstemtomaemuwmmmm
view, grriose multiple tewns at the sare tme.

Fig.4.26 Installation starts in aarnest once the computer has rebooted
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| Automated System Recovery Wizard
)

i
|

Ly

Welcome to the Automated System
Recovery Wizard

Thet wazard gustes pou thiciagh the process «f 1o tomg pout
Window: system fag. corfigurann, and disk pamion:

u need 10 have a backup of yous “pitem $al you cresied
when pour system was 1as? operafng pioper

Second: B auto forma

To cardinus, chf}.Nod

Fig.4.27 The Automatic System Recover Wizard runs once Windows
XP has been reinstalled

this disc if it is left in the drive, and this would probably prevent the
computer from rebooting properly. [f the reboot should stall because
the disc is left in drive A:, removing it and pressing any key should get
things underway again.

Windows is installed on the appropriate partition when the computer
has rebooted, and a screen like the one in Figure 4.26 shows how the
installation is progressing. Once Windows has been installed, the
Automated System Recovery Wizard runs (Figure 4.27). This does not
require any input from the user though, and you can just sit back and
watch while your files are restored to the hard disc (Figure 4.28). Once
this has been completed, the usual login screen (Figure 4.29) appears.
You login using your normal password, and the computer then goes
into Windows XP (Figure 4.30). This should look the same and have the
same settings that were in force when the backup was made. Any
programs, data, etc., on the partition that was backed up should be
included in the restored installation.



Backup and Restore 4

PR

Fig.4.28 The Restore program copies f/les to the hard dISC

Windows

Fig.4.29 Login normally once tae files have been restored
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Fig.4.30 Windows XP should now look and work as before

In practice there might be one or two minor differences to the system. In
particular, any passwords or other data hidden on the disc in “invisible”
files will not have been placed on the backup disc. Files of this type are
very secure, but they are “invisible” to the Backup program. Itis therefore
unable to save them in the backup file. This should not be of any major
conseqguence, because the relevant applications can be run, and the
passwords (or whatever) can be stored on the hard disc again. Of course,
any data files produced after the backup was made will not be
automatically restored to the hard disc. They must be restored manually,
and it is essential to make sure that any recent dafa files are backed up
before you start the restoration process.

Advanced mode

Use of the Backup Wizard is not mandatory, and the Backup program
can be controlled directly by the user. Start running the program in the
usual way, but left-click on the “Advanced mode” link. This produces a
window like the one in Figure 4.31, and two of the buttons give access
to more advanced versions of the Backup and Restore wizards. The
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2 Backup Utility - fUntitled]
Job Edt Wiew Took Help

Welcome | Backup Restore and Manage Meda | Schedube Jobs

Welcome to the Backup Utility Advanced Mode
1t you preter, you can swich to WRatd Mode 10 use amplfied seltings for backug ot 125tore

i Backup Wizard [Advenced)
;—: The Backup wizard heins you create & backup of your programs and tes
‘: i

L RAestore Wizard (Advanced)
:: The Restote wizard helps yos restore your data fiom a backup
L3

- Automated System Recovery Wizard
ﬁ The ASR Freparation wizard els pou creste 8 two-part backup of your system a floppy disk that hes
your system settings, and other media thay contams a backup of pour local 2ystem parttion

Fig.4.31 Three options are ofiered when Advanced Mode is selected

%, Backup Utitity - [Untitied]
Job Edt Yew Yook Help

Weicome Backup Restore and Manage Media | Schedule Jobs|

Click 10 selwct the check box for any dive, folder of Hils that you want to back g
Y] & g ‘;ﬁﬂoo Name Comment
- RG | My Compute: 1 4 My Computer
+ Qe MFlooyiA) [ L IMy Documents
+ (% LocalDuk [C) S My Network Places

+ [J~e New Volume [E}
o (O o WAPCCP_EN (O
Q@ System State
@ [JJ My Documents
i@l (1% My Network Places

< >
@ Backup destinafion. Backup opton:.
Normal backup. Sumrnay log
Some e et ewied
Bachup media o tie name:
E \Backup bkf |__Browse

Fig.4.32 The Backup program enables the source files to be
selected easily
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3k Backup Utllity - fRestore and Manage Media) =] 3]
Job Edt View Tools Hep

Welcome Backup  Restore and Manage Meds | Schedue Jabs|

Eﬂ Expand the dessed meda lem, then check the box for the Rems to restore. Right click on a nedha fem for ophiors:
A r——

SR Flig Fie Backup ldenthcation L abel Meda Location

€ Backup! bkt created 29/01/2002 &0 23 E'\Backup!.bkf

< >
(), Restore files to, 1t fles sbeady est
EF oomen v Dot

Fig.4.33 The Restore program enables the backup file and destination
to be selected

third button provides another route to the Automated System Recovery
Wizard. The tabs near the top of the window provide manual operation
of the Backup and Restore programs, and to scheduled backups.

Figure 4.32 shows the window for the Backup program. The files and
folders to be backed up are selected in the upper section of the window,
while the backup drive and filename are entered in the textbox near the
bottom left-hand corner of the window. The usual Browse facility is
available here. Once everything has been set up correctly, the Start
Backup button is operated. The Restore program’s window is shown in
Figure 4.33. The upper section of the window is used to locate and
select the backup file, and the lower section is used to select the
destination of the restored backup. This will usually be the original
location, but it can be restored to an alternative location. Once everything
has been set correctly, the Start Restore button is operated.

The Backup and Restore programs are not difficult to use, and are
certainly more user friendly than the equivalent functions in some previous
versions of Windows. However, except where some very simple backup
and restore operation is required, it is probably best to use the wizards.
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Read.

Fig.4.34 The initial screen of Drive Image

These should ensure that you do not overlook anything, and that backup
files can always be successfully restored. The Autcmated System Restore
facility is an invaluable facility, and one that it is well worth using. In the
past it has been slow, difficult, and expensive to implement this type of
backup system. With this facility and an inexpensive hard disc added to
the PC, the entire system can be backed up quite rapidly and restcred
again with ease.

Alternatives

Ideally a backup should be made onto COR or CDRW discs, but this
needs a third party backup program. CDRW discs have the advantage
that they can be reused, but they are more expensive than CDR discs.
Another point to bear in mind is that an ordinary CDR can be read using
any form of CD-ROM drive without the need for any special drivers. The
same is not true for CDRW discs. Most other forms of high capacity disc
also need special driver software in order to get the disc drive functioning

properly.
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Fig.4.35 The Backup Wizard makes it easier to produce the backup
file

This is no problem when you have a fully working computer that is running
Windows, but it might be problematic if you have a computer that will
not boot into Windows. You need to do some careful checking before
using any form of backup that relies on anything other than a standard
form of disc for storage. There is no point in carefully producing sets of
backup discs if the image they contain can never be restored to the PC.
If in doubt, stick to standard disc types, which really means a hard drive
or CDRs.

Power Quest’s Drive Image 7 is used in this example of producing a
backup to CDRs and restoring it. There are other backup programs that
no doubt work very well, and | am using Drive Image 7 here simply
because it is the one installed on my PC. When this program is run
under Windows XP it is possible to produce a backup from within
Windows. With other backup programs and other versions of Windows
it is often necessary to exit Windows and reboot into a MS/DOS or a
similar operating system. This ensures that Windows does not restrict
access to any files on the disc, but is obviously not very convenient.
However, with most modern backup programs the reboot into a basic
operating system is taken care of by the program, and the process may
well be completely automatic.
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Fig.4.36 The first step is to select the drive to be backed up

Launching Drive Image 7 produces the initial screen of Figure 4.34, and
the Backup Drives option is selected in order to start the backup process.
Making the backup is made easier by the use of a wizard (Figure 4.35).
Operating the Next button moves things on to the window of Figure 4.36
where the drive to be backed up is selected. Actually, in a multi-drive
system it is possible to select more than one dnve if desired. In this
example only the boot drive (drive C) will be backed up, because the
other hard drive is itself a backup drive.

The destination for the backug is selected at the next window (Figure
4.37). The Local File option is used when the backup will be onto another
hard disc drive. Obviously the Network option is used where ihe PC is
on a local area network (LAN) and the backup will be placed eisewhere
on the network. In this case the backup will be made to a CDRW drive,
soitis the third option that is selected. The required drive can be selected
using the usual file browser if the Browse button is operated.

The required type of compression is selected at the next window (Figure
4.38). Data compression enables more data to be placed on each disc

4
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Fig.4.37 This window is used to select the destination for the file
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Fig.4.39 This window shows a summary of the selected options

in the backup set. When making a backup to CDR or CDRW discs the
compression has the beneficial effect of reducing the number of discs
required. With a relatively slow backup device it can also reduce the
time take to create and restore a backup. Some types of data compress
more readily than others. Some files on the disc may already be in
compressed form and will not te amenable to further compression. On
the other hand, things like program and simpla text files will often
compress by a factor of three or more. In practice compression roughly
halves the number of discs required. Opt for the Standard method of
compression. If required, a description can be added in the textbox in
the bottom section of the window (e.g. “Full backup of drive C")

The next window (Figure 4.39) simply provides a summary of the opticns
that have been selected. If necessary, use the Back button in order to
return to an earlier window so that a correction can be made. Then use
the Next button to return to this window. When the right options have
been selected, operate the Next button to start making the backup.

4
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Fig.4.40 Insert the first disc and get the backup under way

Eventually a message like the one in Figure 4.40 will appear, and the
first disc is then placed in the CDR drive and the backup process starts.

A full backup is likely to require about six to twelve discs, and could
obviously require substantially more than this if a large and almost full
disc is being backed up. The program will prompt you each time a
change of disc is required. Carefully number each disc because they
must be used in the correct order when the backup is used to restore
the contents of the hard disc drive. Eventually the program will indicate
that the backup has been completed, and you are then returned to the
main screen of Drive Image 7.

Restoring

There are facilities in the main Drive Image program for restoring data,
but this route is not usable in the current context. Instead, the computer
is booted using either a set of boot discs made using the program or via
the Drive Image instaliation CD. These days practically any PC can be
booted from a suitable CD-ROM, and it is probably best to use this
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Fig.4.43 A full or partial restoration can be selected

The computer will usually start booting from the CD-ROM or bootable
floppy disc without any preamble. Depending on the BIOS used in your
PC, it might instead try to boot into the damaged cperating system on
the hard disc unless you press a key at the right time. If a message like
the one in Figure 4.41 appears at the bottom of the screen, immediately
press F2 or whatever key the message indicates. The PC should then
boot into the operating system contained on the bootable CD-ROM or
floppy disc.

This will usually be MS-DOS or something similar, but the Restore
program usually includes a simple Windows style user interface. Some
messages will probably appear on the screen giving a brief explanation
of what the program is doing. When using the floppy disc method there
will usually be a boot disc and one or more program discs. Change
discs when prompted. The boot process can be quite long, because
the Restore program will probably scan the PC’s hardware so that it can
operate with the mouse, etc., you are using. Where appropriate,
networking might be activated so that the hard disc can be restored
from an image file stored on another PC on the network.



Fig.4.44 One or multiple drives can be restored

Eventually the boot and loading processes should come to an end and
a screen like the one of Figure 4.42 will then be obtained. A number of
options are available, but it is the System Restore facility that is needed
In this case. Selecting this option moves things on to the screen of
Figure 4.43 where the radio buttons provide two options. One is used
to restore only certain files or folders, and the other is used to restore a
complete drive. It is obviously the latter that is required here. The next
screen (Figure 4.44) provides the option of restoring one drive or multiple
drives. In this example it is only drive C that is being restored, so the
single drive option is selected.

At the next screen the backup file is selected, and a file browser is
available via the Browse button. Having pointed the program to the
drive containing the first disc in the backup set, a message like the one
in Figure 4.45 will appear. It is normal for programs that use multi-disc
sets to require the first and last discs in the set before proceeding. After
the program has read from the last disc you will be prompted to replace
the first disc in the drive. You should then have something like Figure
4.46, with the screen showing the location of the backup file and some
basic information for it.
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Fig.4.45 Initially the first and last discs in the set are required. This is
quite normal for programs that use multi-disc sets

Figure 4.47 shows the next screen, and here you must select the drive
to be restored. You must be careful to choose the right disc if there is
more than one hard drive or partition. Restoring the image to the wrong
drive or partition will erase all the data it contains. it is then just a matter
of following the onscreen prompts, and changing discs when necessary.
The discs in the backup set must be numbered so that you can provide
them in the correct order. The program will detect the error if you should
get the discs muddled-up, and it will not proceed until the right disc has
been placed in the drive.

Once the restoration has been completed, remove the boot CD-ROM or
floppy disc from the drive and reset the computer. It should then boot
into the newly restored operating system. The PC should then operate
exactly as it did at the time the backup was made. There can be minor
problems such as stored passwords being lost, and automatic login
facilities failing to work in consequence. This is due to the password
being concealed on the disc in a hidden file that the backup program
misses. You have to login manually and then reinstate the automatic
facility. Of course, and data or programs added since the backup was
made must be reinstated in order to bring the installation fully up to
date.
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Fig.4.47 Be careful when selecting which drive to restore
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Points to remember

Backing up data and (or) system information to another drive is the only
way to guard against a serious attack from a virus, a hard disc failure, or
other major catastrophe. Backing up system information to the main
hard drive is only sufficient to guard against problems with the operating
system.

Floppy discs are inadequate to cope with the large amounts of data
produced by many modern applications. A CD writer, Zip drive, additional
hard disc, or some other form of mass storage device is required. Note
that some backup programs (including the Windows XP Backup
program) are not compatible with CD writers.

It is only necessary to save important data and configuration files, but it
is much quicker to get things back to normal if you make a full backup
of the hard drive.

Plenty of third party backup software is available, but the Windows XP
Backup utility is adequate for most purposes. Combined with an
additional hard disc drive, this provides a fast and cost-effective method
of providing a full system backup.

The Windows Backup program can be used to backup selected files, or
a full backup of the hard disc can be provided. Regularly backing up
the full contents of a hard disc is relatively time consuming, but restoring
a full backup is the quickest way to get the computer into full working
order again if a major problem occurs.

The Windows XP Backup program can be used without wizards, but for
most purposes the wizards provide the easiest and most reliable means
of handling backup and restore operations.

It is necessary to buy a backup program such as Drive Image in order to
make a backup copy on CDR discs. This method has the advantage of
placing the backup copy beyond the reach of viruses. Another advantage
is that the cost is quite low provided your PC already has a CD writer (as
most do). It is relatively siow though.
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Reinstalling XP

Clean sweep

Ideally you should never get into the situation where it is necessary to
reinstall Windows from scratch and then install all your applications
programs together with any templates, data, etc., that you use. It should
not be necessary provided you have the complete system backed up
onto CD-ROMs or some other media that is stored beyond the reacn of
viruses. [f you ignore the warnings about making adequate backups
and a bad virus strikes, it is quite likely that you will be left with a non-
bootable system, or even a hard disc drive that can not be read at all.

The situation is dire if you have important data on an inaccessible disc
and no backup copies. Even if you do not backup the entire system,
always take regular backup copies of important data and store it on
CDRW discs, Zip discs, or some other media that can be removed from
the PC. Allis not necessarily lost if the only copy of important data is on
an unreadable hard disc drive. There are specialist companies that can
try to recover the data, but their services are likely to be quite expensive
and there is no guarantee of success.

The reinstallation process is rather different depending on whether the
PC runs under Windows XP or ME. We will start by considering the
reinstallation of Windows XP. Where the hard disc is working but the
Windows installation is damaged badly damaged, there is the option of
reinstalling Windows on top of the original instaliation. The Windows
Setup program effectively tries to repair the existing installation, and it
mightto a large extent return the PC to its previous condition. Obviously
it can not reinstate applications programs, data, and other material lost
due to the infection, but it should at least be able to get the basic Windows
installation working again. Where the disc is urreadable there is no
option to reinstalling everything from scratch. Note that any information
on the disc will be lost forever cnce Windows has been reinstalled from
scratch.

Where possible | would certainly recommend trying to fix Windows by
reinstalling it on top of the broken version. Hf this fails to cure the problem,
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Vindous XP Professicnal Setup

Uelcone to Setup.
This portion of the Setup program preparcs Microsoft(R)
Vindows(R) XP to run on your conputer.

To set up Windous RP nou. press ENTER.

To repair a Windows XP installation using
Recovery Console, press

To quit Setup vithout installing Vindows XP, press F3.

F/g 5.1 The opening screen of the Windows XP Setup program

then it is time to install Windows from scratch. The advantage of
reinstallation on top of the old Windows installation is that the programs
should remain usable with the new version. Clearly this will not happen
if there is massive damage to the original installation, but in most cases
all the programs will work fine with the refreshed version of Windows.
Unfortunately, the problems with the original installation might be carried
forward into the new one, and it could still be still be necessary to install
Windows from scratch. A great deal of time can be saved if reinstallation
on the old copy of Windows works, so it is well worth trying this method.

The process is very similar whether the operating system is installed
from scratch or on top of an existing Windows installation. If Windows
XP is already on the hard disc it will be detected by the Setup program,
which can then reinstall Windows XP on top of the existing installation.
Note that the versions of Windows XP supplied with some PCs do not
have the standard installation disc. The methods described here are
only applicable if you have the standard Windows XP installation disc. If
your PC was not supplied with a standard installation disc it probably
came complete with a recovery disc that makes it easy to return to a
basic Windows installation. With a PC of this type you should consuit
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Fig.5.2 You must agree to the licensing conditions to proceed

the instruction manual, and this should give concise information about
reinstalling Windows.

Booting from CD

Whether reinstalling on tep of the current installation or reinstalling
Windows XP from scratch, the first step is to boot from the installation
CD-ROM. The BIOS must be set to boot from the CD-ROM drive bafore
it tries to boot from the hard disc. It is unlikely that the computer will
attempt to boot from the CD-ROM drive if the priorities are the other way
around, and it will certainly not do so unless the CD-ROM is set as one
of the boot devices. If all is well, a message will orobably appear on the
screen indicating that any key must be operated in order to boot from
the CD-ROM drive. This massage appears quite briefly, so be ready to
press one of the keys. The computer will try to boot from the hard disc
if you “miss the boat”. It will then be necessary to restart the computer
and try again.

After various files have been loaded from the CD-ROM, things should
come to a halt with the screen of Figure 5.1. The Setup program is
needed to reinstall Windows XP, so press the Enter (Return) key. The
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F/g 5.3 .Select the correct instaflation

Next screen (Figure
5.2) is the usual
licence agreement,
and the F8 key is
pressed in order to
agree with the
licensing terms.
Note that Windows
XP can not be
installed unless you
do agree to the
licensing conditions.
The installations on
the hard disc are
listed on the next
screen (Figure 5.3),

and in most cases there will only te one. Where appropriate, select the

instaltation that you wish to repair or replace.

Repair rather than replacement cf the operating system will be considered
first. In other words, reinstalling Windows on top of the existing installation

rod 88T Mo

Please wais «hile Betup exaniner yoar diski. This nay take

veral ajnv tepending on ths sdize of the disks.

Fig.5.4 Se&/p WIII br/eﬂy examine the disc drives
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232.4

Fig.5.5 It will take some time for the files hard disc

Tuis portion of Setup has completed successlully.
[¥ there §& a floppy disk in drive A:. remove it.

T2 restart your conputer, press ENTER.
Yiren your conputer restarts, Setup will continue,

Fig.5.6 The computer will automatically reboot after 5 seconds
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Fig.5.7 Sstup indicates which stage of the process It is on, and gives
an estimate of the time left until completion

Fig.5.8 A warning message appears if a non-approved driver is found
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Fig.5.9 This window enables the language settings to be altered

rather than starting afresh. Press the R key to indicate that the selacted
installation must be repaired. The Setup program then examines the
discs (Figure 5.4), and this process is usually quite brief. Next the Setup
program copies files from the CD-ROM to the installation folders c¢n the
hard disc drive. This will take a few minutes, and the usual bargraph
display shows how far the copying has progressed (Figure 5.5). Once
the copying has finished it is time for the computer to reboot for the first
time. You can press the Return key to start the reboot (Figure 5.6), but
after 5 seconds it will automatically reboot anyway. Make sure that there
is no floppy disc in drive A:, as this would prevent the PC from rebooting
properly. Also, when the message appears on the screen, do not press
a key to cause the system to boot from the CD-ROM drive. At this stage
it must boot from the hard disc drive.

A screen like the one in Figure 5.7 will appear once the reboot has
completed, and this keeps you informed about the progress of the
reinstallation. A warning message like the one in Figure 5.8 might appear
during the reinstallation. This points out that one of the device drivers in
use on the computer is not one that has officially passed the Windows
XP compatibility test. This does not necessarily mean that it is the cause
of the problems with Windows XP, but it is obviously a possibility that
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Fig.5.10 These settings determine such things as how large numbers
and the time will be displayed

has to be given serious consideration. In this case the audio driver in
question had been in use for some weeks without any problems arising,
so it was unlikely to cause any problems. If you operate the No button
so that the driver is not loaded, the corresponding piece of hardware
will be rendered inoperative until a suitable driver has been installed.

Language settings

Eventually a screen like the one in Figure 5.9 will appear. This permits
the language settings to be customised, and it is advisable to operate
the Customise button and check that the settings are suitable. This
brings up an initial window like the one on Figure 5.10, but further
windows and menus can be brought up by operating the Customise
buttons and the tabs. Figures 5.11 and 5.12 show a couple of examples.
Look through the various windows and menus, changing any settings
that are incorrect. Mistakes here will not have dire consequences, but
there could be a problem such as the keyboard producing some incorrect
characters. It should be possible to correct any mistake of this type
once Windows XP has been installed.
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Fig.5.11 Various Regional and Language settings are available

Fig.5.12 Setting the correct region
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Fig.5.13 The product key is still needed when reinstalling Windows XP

Fig.5.14 The reinstallation process resumes
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Windows

Welcome to Microsoft Windows

™

Fig.5.15 With reinstallation complete, the Welcome screen is
displayed

Windows

Ready to activate Windows?
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; Windows
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Fig.5.17 You are given the opportunity to get online with MSN

Even though Windows is being installed over an existing installation, it
is still necessary to enter the product key when the screen of Figure 5.13
appears. The Windows XP installation disc is supplied in a cardboard
folder rather than the usual jewel case. The 25-digit product key is on
the rear of this folder. Keep the folder safe because it is not possible to
reinstall Windows XP without it. With the correct product key typed into
the textboxes, operating the Next button will produce a screen like the
one in Figure 5.14, and the installation process will continue. The
computer may then reboot, and the Welcome screen of Figure 5.15 will
appear.

Operate the Next button to move on to the screen of Figure 5.16. Using
the two radio buttons you can opt to activate the new Windows XP
installation or leave this untit later. itis probably best to defer the activation
process until the PC is fully operational again. Activating Windows via
the telephone method is a bit awkward, so in due course it is best to opt
for the web option if you have an Internet connection. Atthe next screen
(Figure 5.17) you can sign on to MSN or continue with reinstallation. It
will be assumed here that the second option is taken. The Windows
reinstallation is then finished, and the screen of Figure 5.18 will appear
to confirm that the process has been completed.
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Fig.5.18 This screen confirms that reinstallation is complete

Windows

To bagin. ciick your user mine

Fig.5.19 The next screen is the usual login type
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Fig.5.20 The Windows desktop should look the same as it did before

To try out the new installation, operate the Finish button. The computer
should then boot into the usual login screen (Figure 5.19). Login using
your normal password (where appropriate), and the computer should
go into the Windows XP desktop (Figure 5.20). After reinstalling Windows
9x it is necessary to adjust some of the settings in order to provide normal
operation. In particular, the reinstalled version of Windows uses very
basic video settings, which have to be adjusted to your normal settings.
As can be seen from Figure 5.20, Windows XP uses the previous video
settings, and the new installation should be usable without any
adjustments.

The applications programs should remain installed and fully usable. Of
course, any programs that were damaged by the virus might be unusable,
and will not have been fixed by reinstalling Windows. It is then a matter
of uninstalling and reinstalling any programs that are damaged. It is
possible that the uninstall routines will have problems fully uninstalling
damaged setups. Simply reinstalling programs over the remnants of
the original will usually be possible, or you can manually delete any
remaining files and folders. If there are any major problems with
reinstallation, as a last resort a program can be installed to a different
folder.
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Fig.5.21 Three options are available from this screen

From scratch

The initial stages of installation are much the same if it is necessary to
install Windows XP from scratch. As before, the computer is booted
from the installation CD-ROM and it is only at the screen of Figure 5.3
that things change. It is a fresh installation that is required and not a
repair, so the Escape key is pressed. This moves things on to the screen
of Figure 5.21 where there are three options. Two of these permit the
disc partitioning to be changed, and you will presumably wish to retain
the existing set-up.

On the face of it, the best course of action is to make surs that the
correct partition for the installation is selected in the lower part of the
screen and then press the Return key. However, this will produce the
warning screen of Figure 5.22. Although you are not trying to install two
operating systems on one partition, the existing Windows XP installation
(if still to some extent intact) might give problems with the new one.
After all, the idea is to completely do away with the old installation and
start afresh with a new one. Therefore, the D key is pressed so that the
partition used for windows XP is deleted. This will delete everything in
the partition, and a warning message to this effect appears when the D
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Windows XP installation before proceeding

t

on 13838 M8 Jich @ at Id 4 on Hus B oa atapi [MBR]
To delete this partition. gprfess L
CACTIOA: £1i data oa thic partition will be lort.

To retuen te the provicous screes without
ccleting the partitdon, press ESC.

3 ance ;

A)l data in the deleted partition will be los:
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Fig. 5 26 Drive C: now has an empty partition

key is operated (Figure 5.23). Assuming that you have previously rescued
any important data on the partition, press the L key to go ahead and
delete the partition.

The previous screen then returns, but this time it indicates that disc C:
has unpartitioned space (Figure 5.24). The next step is to create a
partition for the new Windows XP installation, and to format that space.
With the unpartitioned space selected in the lower saction of the screen,
operate the C key to create the partition. The next screen (Figure 5.25)
enables the partition to be set at the required size. Presumably you will
simply wish to reinstate the previous partition that used all the space
just vacated. In that case, simply press Return to accept the default
partition size. This returns things more or less to the way they were
originally (Figure 5.26), but the partition is now empty. It is not even
formatted, which is why it is described as “Raw” in the partition table.

Formatting

Next press the Return key to go ahead and install Windows XP on the
partition. This produces the screen of Figure 5.27, where the desired
file system is selected. Unless there is a good reason to use the FAT or
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a ys to selec file tysten

&£€00
4 vant to select a different partition for Uirdows XP.
Fo -n«t th: partition using the WTPS file systen OQuick)
--rti:ion u..inw t he FRI_ file sEBten (Quick)

rnat the yartnr;on using the Ful

F/g 5.27 The partition is formatted using the selected file system

Plgase wait while Setup formats the partition
Par¢itiont {Ne ) 13621 MB < 13621 MB free)
n 13839 MB Disk @ at Id @ on bus 8 on avapi [MER).

f’ig. 5.28 Form;atﬁng a large partition can take a long time
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£ Tope your ill nane and the nane of pou Conparny t (oaneain.

[

Fig.5.29 Add your name and (where appropriate) organisation in
the textboxes

FAT32 file systems, such as compatibility with another file system, choose
the NTFS option. This file system makes the best use of Windows XP’s
capabilities. Having selected the required file system, press the Return
key to go ahead and format the partition. This brings up the screen of
Figure 5.28, complete with the usual bargraph to show how far the
formatting has progressed.

Once the partition has been formatted, the Setup program will start
copying files to the hard disc, and thereafter the process is much the
same as when reinstalling Windows XP on top of an existing installation.
There are one or two differences though. As the original installation has
been cleared from the hard disc, it is not possible for the new Installation
to read any information from it. You must re-enter your details when the
screen of Figure 5.29 appears. The same is true of the passwords, and
a new administrator password must be used when the screen of Figure
5.30 appears. Some generalinformation has to be entered at the screens
of Figure 5.31 and 5.32.

Near the end of the installation process there may be a small window
that asks if Windows can automatically adjust the screen settings.
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Fig.5.30 Type the administrator password into the textboxes

Fig.5.31 The modem dialling information is added here
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Fig.5.32 Use this window to set the time zone, etc.

Fig.5.33 Finally, you are into the newly installed Windows XP
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Fig.5.34 The default version of the Windows Control Panel

Normally it is best to operate the OK button if this appears. Windows
will then start in something better than the basic 640 by 480 pixel
resolution. It will probably opt for only 800 by 60C pixel resolution, tut
this is still much more usable that the basic 640 by 480 pixel mode. After
negotiating the usual login screen the computer should go into Windows
XP (Figure 5.33). A window asking if you wish to activate Windows XP
might appear, but it is probably best to leave activation until you are
sure that everything is installed and working perfectly.

Hardware drivers

At this stage you have Windows XP reinstalled, but it is likely that some
items of hardware will be either partially operational, or will be simply
ignored by Windows. It is possible that Windows will detect all the
hardware on the motherboard and install the necessary drivers. If the
motherboard hardware is mors recent than the version of Windows XP
that you are using, then Windows is unlikely to have the correct drivers
in its standard repertoire. It is virtually certain that proper video drivers
will be needed. Even if the graphics card can be set to use high
resolutions and colour depths, itis almost certainly using a generic driver

.
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Fig.5.35 The Control Panel using the Classic View

rather than one designed specifically for the video card in use. Although
high resolutions and colour depths can be used, the video system will
probably be very slow in operation. There might be other items of
hardware that Windows has missed completely, or has been unable to
identify.

The first step is to go into Device Manager to look for any obvious
problems with the hardware. First choose Control Panel from the Start
menu, which will produce a window like the one in Figure 5.34. |t is
advisable to left-click on the Switch to Classic View link, which will change
the window to the familiar Control Panel layout of Figure 5.35. This
provides easy access to the hardware settings and other usefui facilities.
Launch the System Properties window by double-clicking on the System
icon and then operate the Hardware tab. Left-click the Device Manager
button, and a window similar to the one in Figure 5.36 will appear.

The important thing to look for here is the yellow exclamation marks that
indicate problems with the hardware. In this case the hardware appears
to be trouble-free apart from the integrated audio system and the video
card. Itis worthwhile double-clicking some of the other entries to check
that the hardware has been identified correctly. Internal modems can
sometimes be troublesome, although the modem has been correctly
identified and installed in this case.
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Fig.5.36 Check Device Manager for hardware problems

If there are any problems with the main hardware on the motherboard, it
is advisable to install the drivers for this hardware first. The main hardware
means things like the IDE controllers and the PCl slots, and not integrated
hardware such as audio systems and network adapters. Where
appropriate, your PC

should have been [Hmpeysm %
supplied with a CD-
ROM containing the
device drivers for the
hardware on the
motherboard. Next
the video drivers
should be installed,
and then the device
drivers for other
hardware such as
audio systems and
modems. Fig.5.37 The initial screen of the

installation progrem

You nerd to instal the Crrvaes for Vvid,
What do you want to dd?

@ install the drivers
Contirue to the Viad Home Page on the CD FOM.

]
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Y Welcome to the Videal ogic Installer. This program wil
install the required driver hles for your hardware.

Chck Next to mstal the drivers. Otherwsse, click Cancel to stop
nstallirg and return to Windows.

WARNING: This program is protected by copyright law and
intemnational treaties.

Unautherized reproduction o distribution of tis program, or any
postion of R, may result in severe civil and enminal penalbies, ard
will be prosecuted to the maximum extent possible under law.

Next > I Cancel J

Fig.5.38 The Welcome window includes the usual copyright notice

Driver installation

Windows has built-in facilities for adding device drivers, but few
manufacturars seem to make use of these. Most hardware has its own
installation program.
This copies the
The Vel o CD ROM cordars docneraton o o device drivgrs onto

the hard disc, and
~ nstal € on my hevd Sk then the computer is
restarted. The device
drivers are installed
automatically during
the boot process.
The instruction
manuals for the
hardware should

pr—— g ; give concise
Bt [ News | coew | information about
Fig.5.39 M is advisable to load the manual installing the device
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Instaliation Confirmation

Setup is about to instal! the follovemig on youi machine:

| The following devicel(s) will be intallad
Vind! [32MB AGP)

The faliowing documentation wil be installed
1C:\Prcgram Fles\VideoL ngic \Wmd\README . htm

ot Cocs

Fig.5.40 This window gives you an opportunity to review the options
that have been selected

drivers, and the installation instructions should be followed “to the letter”.
Note that the installation process is not always the same for each version
of Windows, so make sure that you follow the right instructions and use
the Windows XP

device drivers.
Windows XP will Senp has fiwshed copyrg the oauwed drve fie.

almost certainly spot (N T Ll
the error and display
a warning message if
you try to install
inappropriate device
drivers.

S Yes, | want 16 weiar my compuser now.

No. | ol iesiar my Computes iater

In this example there
is no need to install

any additional

drivers fo

the motherboard’s R N
system hardware, SO Fig.5.41 Restart the computer to complete
the ﬁrst task is to the installation

5

197



5 Reinstalling XP

install the proper video drivers. The installation CD-ROM will usually
auto-run, as in this case, and Figure 5.37 shows the initial window. This
provides two options, and in this case is clearly the default “Install the
drivers” option that is required. The next window (Figure 5.38) has the
usual copyright
notice, and
operating the Next
button moves things
on to the licence
agreement. Left-

A new graphics drtver has been nstalied.

The detaul deplay seschtion from the drver has heen temporarly used by the system
Please use the Deplay option in the Wandows Contral Panel to saled your preferred
dsplary resoluton.

Cs ) clicking the Yes

brings up a further

Fig.5.42 Windows will probably detect the window (Figure
newly installed video card 5.39), and this one

g ves the option of
loading the on-disc instruction manual onto the hard disc. Since the
manual is unlikely to require much disc space it is a good idea to install
the documentation onto the hard disc when this option is available.

The next window (Figure 5.40) simply shows the opt ons that have been
selected, and assuming everything is in order it is just a matter of left-
clicking the Next button to start installation. Once the files have been
copied to the hard disc, the window of Figure 5.41 appears. itis definitely
advisable to restart the computer immediately rather than waiting until
later. This finalises the installation of the drivers and gives you an
opportunity to check that they are functioning correctly. Installing several
sets of device drivers and then restarting the computer might seem to
be a more efficient way of doing things, because the computer only has
to be restarted once. In practice it is not a good idea and is simply
inviting problems.

Video settings

Windows will almost certainly detect that a new video card has been
installed, and it will then produce the message window of Figure 5.42
when the reboot has been completed. Operate the OK button and then
adjust the video settings using the Display Properties Window (Figure
5.43), which will be launched automatically. If the rewly installed video
card is not detected by Windows, the display settir gs window must be
run manually. Launch the Control Panel, double-cl ck the Display icon,
and then operate the Settings tab in the window that appears.
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Display Properties

Themes ' Desklop | Screen Saver . Appearance Settings

Display:
Phug and Play Monitor on Vivid! [32MB AGP)
Screen resalution Coler quality
Less; | Waw Highest (32 bit) v
800 by 600 pixels F 838 = -
| Troubleshoct. j} | Adyanced |

Lo J[ corcel ]

Fig.5.43 Set the required screen resolution ana colour depth

Having set the required screen resolution and colour depth, operate the
Apply button. it is likely that Windows is overestimating the abilities of
the monitor if the screen goes blank or produces an unstable image.
The screen should return to normal in a few seconds though. One way
of tackling the problem is tc operate the Troudieshoot button, which
launches the Video Disptay Troubleshooter (Figure 5.44). By going
through the questions and suggested cures it is likely that the problem
would soon be solved. However, the most likely cause of the problem is

5
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(v] Help and Support Center

‘:, "_jlr_\de« de Favormes {9 rstory EW ,(Jgpnms

search |G & @ Help and Support Center

Set soa ch opbors Windows YP Professional

Video Display Troubleshooter

What problem are you having?

1 receive the following message: “Display problems. This program can't continue.

&

) My display fiickers or is garbled.
1 cannot install my monitor.
I am having a problem with the multiple monrtor feature
Videos or animations do not work correctly.

1 cannot set the video resolution above 640 x 480 with 16 colors.

< >

Fig.5.44 The Video Display Troubleshooter

Windows setting a
scan rate that is too

Ptlug and Play Monitor and Yividl (32MB AGP) Proper}..

Colr Mgy B % Opimiraton | P Dispiny high for the monitor,
General Adapter Mongot T roublezhoot . . .
and this is easily
o , ; corrected.
If your scieen teschation makes :chag'\.iem too sn’:ll lonew
com 5 the ompensate. To change . .
b/ el gt i M g First set the required
DPY setting screen resolution
v again, and then left-
Eor SRR ) click the Advanced
Cotnpattley button to bring up a
Some programs might not cpevale properly unless you restart the window like the one

computer ster changing display setings. ; .
in Figure 5.45. Next,
Alet | change display settngs:

C Restart the computer before apphing the new display 1ettings Operate the MonitOr
© Appk the riew display saifings Wil testarting tab to switch the
aivesiitntenturatiasiter window to one like

S and othet t be 256-cok mode. . .
U b e R e b 2 Sty Figure 5.46. Activate

the Screen refresh
rate menu, and

- choose a lower rate
— o] than the one
Fig.5.45 The Advanced Settings window currently in use. In
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Plug and Play Monitor and Vivid! (32MB AGP) Propert... [ |[X]

Color Management E 30D Optimisation E Display
General Adapter Monitor Troubleshaot
Monitor type

.l Plug and Play Moritor

= Properties J

Moritor settings

Scieen refresh rate:

85 Hertz bt

160 Hentz
172 Hertz

and/or damaged hardware )

[_ oK ][ Cancelﬁj

Fig.5.46 A lower scan rate should cure the problem

this example the rate was reduced from 85 hertz to 75 hertz. Left-click
the Apply button and observe the screen. With luck, this time a small
window like the one shown in Figure 5.47 will be visible on the screen. If
s0, operate the Yes button to keep the new scan rate. If not, wait for a
proper display to return and then repeat this process using an even
lower scan rate. Note that the maximum scan rate for a monitor generally
reduces as the screen resolution is increased. Consequently, the higher
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Monitor Settings

) Your desktop has been reconfigured. Do you want to keep
\ _pr/ these settings?

Reverting in 13 seconds [ g ] r No ]

Fig.5.47 The settings return to normal unless the Yes button is operated

the screen resolution used, the lower the scan rate that will have to be
set.

Obviously the installation of the video card will vary slightly from one
card to another, but most cards are installed using the general method
outlined here. With the video card instalied and set up correctly, any
further drivers that are needed can be installed. In this example it was
only necessary to install the device drivers for the audio system. Device

£, Device Ma nager m@g

Fie Achon  Vew Hep

m ®

B PENFOLD- RRWCOU
. Compuster
* o Disk drves
+ W Owplay adapters
+ . DVD/CD-ROM drives
¥ g Floppy disk contrallers
+ 3 Floppy disk drives
+ 3 IDE ATA/ATAPI controders
Ke: ds
* 3o Moders
# W Montors
7 Ports (COM & LPT)
B, Processars
@ sound, video and game cortrollers
o System dewices
o’ Uriversal Setial Bus controllers

Fig.5.48 The problems with the hardware have been cleared



Reinstalling XP

Add Hardware Wizard

Welcome to the Add Hardware Wizard

Ths wizard helps you

» Instalt software to support the hardvware you acd to your
computer

* Tioubleshoot pioblems you may be having wit your
hatdware.

s T your haidware came with an instaliation COD,
it is recommended that you click Cancel to
close this wizaid and use the manufactuies’s
€D to install this haidware.

To continue, chck Next

[ net> ]} [ conce ]

Fig.5.49 The Add Hardwara Wizard

Manager then showed no problems with any of the hardware (Figure
5.48), indicating that the hardware was all installed successfully. With
the hardware installed properly, it is then a matter of installing a!l the
applications software, undartaking any customisation of the software,
and then reinstating your data files. The PC is then ready for use again.

Correct channels

The installation CD-ROMSs supplied with most hardware includes a Setup
program. However, in soma cases the disc contains device drivers but
it does not include a program to install the drivers. [f the instruction
manual gives installation instructions, then follow them. With some low-
cost hardware you are simply left to your own devices. One way of
tackling the installation of hardware of this type is to launch the Add
Hardware Wizard. Go to the Control Panel, double-click the System
icon, and then operate the Hardware tab in the System Properties window.
In the upper section of this window there is an Add Hardware Wizard
button, and operating this launches the wizard (Figure 5.49).

5
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Add Hardware Wizard

Is the hardwaie connected?

Have you aleady connected this haidware to your computer?
() Yes, | have alieady connected the hardware
7 No, | have not added the hardware yet

N

[ <Back ] Concel |

Fig.5.50 The first check looks for the hardware

Add Hardware Wizard

The tollowing haidware i1s alkeady installed on your computes

From the list below, select an installed haidveare device, then click Hext to check
properties of boubleshoot a problem you might be having,

To add hardware not shown in the kst. click "44d a new hardware device.”

Instafied hardware:
& V1A Rev 5 of later USB Universat Host Cantrotier -~
&=+ VIA Rev 5 of later USB Universal Host Controlier
%= USB Roct Hub
62 USB Root Hub
& USB Root Hub

Add a new hatdware device v

[ < Back JL Next > J{ Cancel

1

J

Fig.5.51 Select Add new hardware device
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Add Hardware Wizard

The wizaid can help you install other hardware @

The wizard can search for other Fardware and automatically install it for you Or, f gou
know exactly which hardware model you want to mstall you can select & om a st

‘what do you want the wizard to do?
Search for and install the herdware automatically {Recommended)
Install the hatdware that | manually select fiom a fist {Advanced)

1 ;Bi-k | Next> ] _6ancel__

Fig.5.52 Manual installation is probably the best option here

Add Hardware Wizard

From the [ist below, select the tyoe of haidware you ate-installing

If you do not see the hatdware category you want, chek Show 2l Devices

Common hardware types:

~
§ Display adapters
&3 IDE ATA/ATARI contiollers
& [EEE 1394 Bus host controller
3B Imaging devices
# Inftared devices
1 Modems
E Multi-port setial adapters
W ) choand adartors v

[ <Back J[_New> | [ cancel

Fig.5.53 Select the correct category for the new hardware
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Add Hardware Wizard

Select the device diiver pou want to install for this hardware "‘f\
\-.:/

Sedect the manulactures and model of your hardware device and -hen click Next 1f you
have a disk that contairis the driver pou want to install, chck Have Disk.

Manutacturer Model
& Communic ations Post
Cyclades Corporation W ECP Printe: Port
5 Muluport Communic ations Port
i." Prntes Port
i This diver is dgially sigred Have Disk o J

Tell me why dirver s i mportant

| <Back | Nmi> | [ Cancel |

Fig.5.54 It is normally the Have Disk option that is needed here

Heed the warning notice about using the manufacturer’s installation
program wherever possible. Check the installation CD-ROM to ensure
that it does not

- contain an instali or

Install From Disk ll  Setup program. |If
. ou are sure that it

ke e . wiﬁ?"ﬁ’:&m [ ":lioes not, operate the

(o ] Next button to move

the wizard on to the
next stage (Figure
5.50). The Add

Copy marndacturer’s tes trom i
Hardware Wizard

o\l ¥ | Browse
uses the normal
Fig.5.55 Give the location of the driver files techmqqe at
suggestions and
questions to

(hopefully) find the right answers. The first screen simply determines
whether the hardware is already connected to the PC. Unless
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Regional and Language Options

5

Regional Options Languages | Advanced,
Standards and formats

This option affects how some programs format numbers, currencies,
dates, and time.

Select an item to match its preferences, or click Customize to choose
your own formats:

¥ | Customze |
Samples

Number: 123.456,788.00

Cunrency. £123.456,768.00

Time: 08:55:33

Shoit date: | p9,02/2002

Long date: 09 February 2002

Location

To help services provide you with ocal inforration. such as news and
weather, select your present location:

United Kingdorn v

e E— sl P

0K ‘: _Cant_:jel |

s

Fig.5.56 Check the the Regional and Language settings are correct

the manufacturer specifically advises otherwise, the hardware must be
physically installed before the device drivers are loaded.

Assuming that the hardware is already connected, the next window
provides a list of the detected hardware. Obviously the entry for the
hardware should be selected if it is found in the list. If it has not been
detected and listed by Windows, select the Add a new device option
(Figure 5.51). The next window (Figure 5.52) gives the option of installing
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the device manually or having Windows try to detect it. There is no
harmin trying the detection method, but it is likely Windows is incapable
of detecting the hardware if it has not done so already. Taking the manual
route produces a window like the
one of Figure 5.53). This gives a
list of hardware types, and you
must select the correct category
for the device you are trying to
install.

Moving on to the next window
(Figure 5.54) gives a list of
manufacturers in the left-hand
section, and devices for the
Fig.5.57 Choose the correct selected manutacturer in the right-
language version hand section. Obviously you
should select the appropriate
entry for your device if it is listed, but this is unlikely. 1t is normally
necessary to operate the Have Disk button, which brings up a window
like the one of Figure 5.55. Either type the path to the disc and folder
containing the device drivers, or use the Browse option to locate the
drivers. Having pointed Windows to the drivers, the installation process
then follows along normal lines.

Language problems

Back in the days of MS-DOS it was often quite tricky to persuade the
operating system that you were using a keyboard having the English
version of the
Engiish layout, rather
than one having the

uUs English
characters and
layout. The

differences are quite
minor, but they result
in the double quotes
and @ symbol being
transposed. Also,
the pound sign (£)
tends to disappear or be replaced with the hash (#) symbol. Some of
the little used symbols also disappear or become assigned to the wrong
keys.

Fig.5.58 Choose the Settings option from the
popup menu

208




Reinstalling XP

5

Windows XP can
suffer from a similar

Text Services and Input Langueges

A Seitings
problem after it has i
been reinstalled from Distaudt input language
. Select of the rstalied input language:s 1o use when pou start o
scratch. The obvious s 5 e s

first step is to go to
the Control Panel

Er-jnhlllrledrngjcml Ursted « ngdcnn e

Er wdom] - Linded L ingdo

and double-click the g U St Us :
keyboard icon. This gt e i ot b et
is the first thing _to try oe ey )
if the keyboard is not & Keyboard
working at all, but o

. B Enghsh [United States] e
with a language &8 Kesboad (A |
problem it is unlikely - Us E——

to be of any help. It
is better to start by
going to the Control Preferences
Panel and double-
clicking the Regional
and Language icon.
This produces a Lok [ coce [ apw |

[ ongusgeBar | [ KeySetings

properties window
like the one in Figure
5.56, which s
essentially the same as the one that appears during the installation
process. Check the various sections to make sure that the correct
language is set.

If everything is correct, look at the bottom right-hand comer of the
Windows desktop. Here there will be a button that indicates the language
in use. This will usually be marked EN for English, but more than one
version of the language will probably be available. Left-click the button
to produce a small popup menu (Figure 5.57), and then select the English
(United Kingdom) option. The keyboard should then function properly,
producing the pound sign, etc. However, the wrong version of English
will be set as the default.

To correct this, activate the menu again and select the Show the language
bar option. This removes the button and produces a small floating bar
instead (Figure 5.58). Operate the tiny button in the bottom right-hand
comer of the bar and select Settings from the popup menu. This launches
the Text Services and Input Languages window (Figure 5.59). Use the
pop-down menu near the top of the window to select the correct default

Fig.5.59 Set the correct default language
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Fig.5.60 The initial version of the User Accounts window

Name the new azcount

Type & nama for the new account:

—

[fex>]) (Coan)

Fig.5.61 Type a name for the account into the textbox
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Pick an account type

(© Compnton admarstrator (O Umited

W & compater sdmensstrotor account, you cen
o reste, change, axf delete accounts
o Mare system-wde changes
o ingal programs and sccoss o fles

(erat) (oo dccont ) (Cones]

Fig.5.62 Use this window to select the most suitable type of account

User Accouats

Pick a task.

or pick an account to change

Aobert

ok

Fig.8.63 An icon has been added for the newly created account
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Uses Accounts ol 7

Related Tasks

=TT What do ypu want to change about your

Prevant 3 forgotter. passverd account?
Change snothes sccount

Craste g rew acourt “hange fmy raree Robert
. ompaser sdminestrgtor
4

bl “roRe 8 prssword

B Vstetng your own account

@) soacowng s & P oy

@ usng 3 NET Passor

£ hange my aczaunt typs

& 5t w sy xcount to ise & NET Fassport

Fig.5.64 Operate the Create password link

language. Next operate the Apply and OK buttons, and then restart the
computer to check that the default has switched to the right language.

User accounts

At least two user accounts would have been produced automatically if
the original Windows XP installation was an upgrade from Windows 9x.
The Administrator account and one for the name used during the upgrade
process. Both accounts are assigned the same password. Some
computer retailers supply their PCs completely set up and ready for
use, sometimes complete with one or more user accounts installed. Only
an Administrator account is produced when Windows XP is installed
from scratch. Any other accounts you require have to be set up manually.

The Administrator account is usually reserved for making changes to
the system or troubleshooting, since it gives full control over the system.
As a minimum, you should install one additional account for normal
use. The first step in adding a new account is to go to the Control Panel
and double-click the User Accounts icon. This launches a window like
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User Accounts

Create a password for your account
Type a new pamsweord:

[ooenngge —

j Revwube ng & caswward

Type the new gassword agan to confirm:

[osesess e A

If your password contans captal letters, be sure to type them the same way evary tme
You ing on.
Type a ward or Jlvase to use as 8 passrd "ot

fibe urual =

The password het vl be visbie to everyone who uses es Computer .,

CresePomnand ) (Core)

Fig.5.65 Type the password into the top two textboxes

the one in Figure 5.60. Left-click the link for Create a new acccunt,
which switches the window to the one shown in Figure 5.61. Type a
name for the account into the textbox and then operate the Next button.

The type of account is selected at the next window (Figure 5.62). An
administrator account provides freedom to make changes to the system,
but these abilities are not needed for day to day use of the computer. A
limited account is generally considered to be the better choice for noimal
use, since the restrictions reduce the risk of the system being accidentally
damaged. Note that you might not be able to install programs when
using a limited account. Also, some programs produced prior to
Windows 2000 and XP migh: not be usable with a limited account.
Consequently, there is no allernative to an administrator account if
maximum flexibility is required.

Having selected the type of account using the radio buttons, operate
the Create Account button. The original User Accounts window then
returns, but it should now contain the newly created account (Figure
5.63). There are other facilities in the User Accounts window that enzble
the login and logoff settings to be aitered. By default, the Welccme
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214

Do you want to make your files and folders
private?

Even vath a password on your account, other peopie using this comeater can st see your
docurnents. 10 prevent this, wandows can make your files and Folders privata. This vl prevent
users wih bmited accounts from ganng access to your Sies and foiders.

[ ves midepvate | [ w |

Fig.5.66 If desired, your files and folders can be kept private

screen is shown at startup, and you simply have to left-click the entry for
the new account in order to use it. Note that the new account will start
with a largely blank desktop. Each account has its own desktop and
other settings, so each account can be customised with the best settings
for its particular user.

Accounts are not password protected by default. To add a password,
go to the User Accounts window and left-click the entry for the account
that you wish to password protect. This switches the window to look
like Figure 5.64, and here the Create password link is activated. At the
next window (Figure 5.65) the password is typed into the top two
textboxes, and a hint is entered into the other textbox. The hint is
something that will jog your memory if you should happen to forget the
password. Next operate the Create Password button, which moves things
on to the window of Figure 5.66. This window explains that password
protection does not prevent other users from reading your files. Operate
the Yes Make Private button if you would like to prevent other users from
accessing your files. This completes the process, and the password
will be needed the next time you login to that account.
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Points to remember

PCs that are supplied with Windows XP preinstalled are not necessarily
supplied with a normal Windows installation disc. Windows then has to
be installed in accordance with the computer manufacturer’s instructions.
The exact method of reinstallation varies somewhat from one
manufacturer to another.

Installing Windows XP on top of an existing version might cure problems
with the operating system, but it is not guaranteed to do so.

Installing Windows XP “from scratch”, with all the previous files removed
from the hard disc should effect a cure to any Windows problems. If it
does not, the computer probably has a hardware fault.

When reinstalling Windows XP from scratch it is not necessary to reformat
the hard disc prior to reinstallation. The appropriate disc partition can
be deleted and then added again during installation. This clears away
any trace of the original installation, but all data will also be removed
from the partition.

Make sure that any important data is reliably bacxed up prior to installing
Windows XP from scratch. Data should not be lost when reinstalling
Windows XP on top of the existing version, but itis a good idea to backup
any important data in case there are problems.

The process is largely automatic with either type of reinstallation. The
user provides some basic information and then the Setup program installs
the Windows files and sets up the essential hardware.

Once Windows XP has been reinstalled, some further work is required
to get all the hardware properly installed, the screen resolution and colour
depth set correctly, etc. Some hardware has its own installation routines
and does not go through the normal Windows routes. In fact, most
hardware is now installed in this way. Always install hardware in
accordance with the manufacturer’s instructions.
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Install the device drivers for system hardware on the motherboard first,
followed by the video drivers, and then any other drivers that are needed.

Do not install applications software until all the hardware is installed and
working properly.

The Text Services and Input Languages window can be used to correct
things if the computer defaults to using the US English keyboard layout.

Any user accounts and passwords are lost when Windows XP is installed
from scratch. These can be rebuilt by going to the User Accounts window,
which is accessed via the Control Panel.
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MS/DOS boot

The method used to reinstall Windows ME and its predecessors is rather
different to the one used for Windows XP. It is perhaps rather more
crude, with no option of booting from the installation CD-ROM. Instead
it is necessary to boot from a floppy disc that contains the MS/DOS
operating system, or the Windows version of it. | would not recommend
trying to reinstall Windows by booting into Windows. With Wincows
seriously damaged this will probably not be an option anyway. If you
can boot into Windows but only in Safe Mode there will be no CD-ROM
support, so it will not be possible to install Windows from the installation
CD-ROM.

Where the PC can be booted into a largely working version of Windows,
an installation started from within Windows will simply place the new
version on top of the old one. Unfortunately, it will not necessarily repair
any problems in the existing Windows set-up. Uniess you have definitely
decided that it is time to “sweep away the cobwebs” and start from
scratch, | would certainly recommend trying to fix Windows by reinstalling
it on top of the broken version. If this fails to cure the problem it is time
to install Windows from scratch.

Either way, | would suggest booting from a Windows Startup disc in
drive A: and selecting CD-ROM support when the menu appears. The
difference between the two installation methods is that when instafling
Windows “from scratch” it is necessary to wipe the hard disc clean first.
When installing Windows over the existing version all the existing files
on the hard disc are left in place. Simply run the Windows Setup program
once the computer has booted into MS/DOS.

The basic installation process is much the same for Windows 95, 98,
and ME. Although the description provided here is for an installation of
Windows ME, the basic procedure is therefore much the same for
Windows 95 and 98 (first or second edition). Also, the process is much
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the same whether the operating system is installed from scratch or on
top of an existing Windows installation. If Windows is aiready on the
hard disc it will be detected by the Setup program, which will then reinstall
it on top of the existing Windows installation, by default. Any Windows
applications programs on the disc should remain properly installed with
the new Windows installation. Any data and configuration files should
also be left unchanged.

It is because Windows finds any existing installation and merges the
new version into it that an installation “from scratch” is sometimes needed.
Completely wiping is the easiest way to ensure that there is no information
left on the disc to lead the new installation astray. However, it also means
that any data on the disc will be lost unless it is properly backed up. You
can try a middle course with the Windows directory structure being
deleted, but everything else being left on the disc. With luck this will
result in Windows being reinstalled successfully, and any problems in
the old installation will not resurface.

In practice there is no absolute guarantee of success though. Also,
bear in mind that any Windows applications on the hard disc will not be
properly installed in the new version of Windows. They will not have the
appropriate entries in the new Windows registry files, and are unlikely to
run properly. All the applications will therefore have to be reinstalled on
top of the existing software. An advantage of this method is that any
data files and templates should be left intact, but note that configuration
files for the applications programs will probably be overwritten when the
programs are reinstalled.

Things can be taken a stage further, with the data files and any other
important files being copied to a new folder. Everything else on the disc
is then deleted and Windows is installed “from scratch”. Where there is
no other means of backing up important files, this method has the
advantage that the files should still be intact once Windows has been
reinstalled, and there are no system files, etc., left on the disc that could
have a detrimental effect on the new Windows installation. Backing up
important files to another disc is still preferable, because the backup
copies on the main disc will be lost if there is a disc fault or a major
problem during the Windows reinstallation.

If you decide to delete certain directories rather than simply wiping the
disc clean, itis best to do most of the deleting in Windows using Windows
Explorer. Using Windows Explorer it is possibie to “zap™ complete
directory structures almost instantly. Deleting large numbers of files
and directories in MS/DOS tends to be a very long, slow, and drawn out
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process. Obviously you must be sure that the infection has been
completely removed if you intend to leave any files on the hard disc.

The reinstallation process described here prcvides a true installation
“from scratch”, with the hard disc being wiped clean. However, the
initial part of the process is easily modified to accommodate one of the
alternative methods outlined previously. The main installation then
proceeds in more or less the same fashion.

Booting up

The first task is to boot the computer from a Windows Startup disc. If
you do not have a Startup disc, one can be made by selsecting Settings
from the Start menu, then Control Panel and Add/Remove Programs.
Left-click on the Startup Disk tab, operate the Create Disk button, and
then follow the onscreen prompts. It will be necessary to make the disc
on another computer if your PC can not even boot into Windows in Safe
Mode.

With the Startup disc in drive A, restart the computer and with luck it will
boot using the Startup disc. The BIOS settings are unsuitable if the
computer ignores this disc and tries to boot from the hard disc instead.
In this event you must go into the BIOS and choose a boot-up option
that has A: as the initial boot disc and drive C: as the second boot disc.
Any subsequent boot options are irrelevant, because the PC will boot
before it gets to them.

Once the PC starts to boot-up using the Startup disc you will be presented
with a menu offering three or four choices. Select the one that boots the
computer using CD-ROM support. This is important, because you can
not run the Setup program on the Windows CD-ROM without the CD-
ROM support. The CD-ROM support works with the vast majority of CD-
ROM drives, including virtually all types that use an IDE interface.
However, it does not work with all drives. If it does not work with the CD-
ROM drive of your computer you must make your own boot disc with
CD-ROM drivers. To make a boot disc first boot the PC in MS/DOS
mode. To do this you must operate function key F8 as the system starts
to boot into Windows, and then select the appropriate option from the
menu that appears. Once the computer has booted into MS/DOS put a
blank disc in drive A: and issue this command:

format A: /s

This will format the disc and add the system files needed to make it
bootable. In Windows ME there is no option to boot in MS/DOS mode,
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but the computer can be booted using a Startup disc, and then this
command can be used:

format B: /s

In the unlikely event that your PC has a drive B:, this will format the disc
in drive B: and place the system files onto it. If there is no drive B, the
operating system will use drive A: as both drive A: and drive B:, and you
will have to do some disc swapping when indicated by the onscreen
instructions. The CD-ROM and mouse drivers should then be installed
onto the floppy disc. The PC should have been supplied with this driver
software, together with instructions for using the installation programs.
Once this has been done the PC should be rebooted, and it should then
be possible to access the CD-ROM drive.

As explained previously, it is necessary to wipe everything from the hard
disc if Windows and the applications programs are to be installed from
scratch. The easiest way of achieving this is to reformat the hard disc. it
will presumably be drive C: that will take the new installation, so this
command would be used to format this disc:

format C:

it does not seem to be necessary to have the system files placed on the
disc, and they are presumably added by the Windows Setup program
during the installation process. The “/s” switch is therefore unnecessary,
although adding it will not do any harm. Before formatting the disc the
program will warn that all data on the disc will be lost. Only proceed if
you are completely sure that all important data has been backed up
properly.

Windows Setup

Once the mouse and CD-ROM drive have been installed it should be
possible to run the Setup program on the Windows 95/98/ME installation
disc. If the PC was booted using a Startup disc, this command is all that
is needed:

setup

if the PC was booted using another boot-up disc the CD-ROM'’s drive
letter must be specified in the command. For example, if the CD-ROM is
drive D:, this command would be used:

D:\setup
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Microsoft ScanDisk

ScanDisk checked the following drives:

4 VUfew Log »

Fig.6.1 The MS/DOS version of Scandisk is run automatically as the
initial stage of the Setup routine

After a welcome message on the screen the Scandisk utility will be run,
and it will check for errors on the hard disc drives and any logical drives.
Assuming all is well a screen like Figure 6.1 will appear. Press the “x”
key to exit Scandisk and (if necessary) operate the Enter key to remove
the onscreen message and go into the first screen of the Windows Setup
program (Figure 6.2). It is then a matter of following the on-screen
prompts to complete the Windows installation, providing the information
that is requested, as described in the next section.

Note that you can install the upgrade version of Windows 95, 98 or ME
onto a “clean” hard disc, and that it is not essential to load your old
version of Windows first so that you have something to upgrade.
However, during the installation process you will probably be asked to
prove that you have a qualifying upgrade product by putting the Setup
disc into the floppy drive or CD-ROM drive, as appropriate. Do not
throw away or recycle your old Windows discs, as this could leave you
unable to reinstall the Windows upgrade.
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Fig.6.2 The Welcome screen of the Windows Setup program
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Windows Millennium Edition Se

Fig.6.4 With an installation “from scratch” the product key is required

Installation

First you have to agree to the licensing conditions (Figure 6.3), and it is
not possible to install Windows unless you do. At the next screen the
Windows Product Key has to be entered (Figure 6.4). This code number
will be found on the Windows certificate of authenticity and (or) on the
back of the CD’s jewel case. Next you are asked to select the directory
into which Windows will be installed (Figure 6.5), but unless there is
good reason to do otherwise, simply accept the default (C:\Windows).
After some checking of the hard disc you are offered several installation
options (Figure 6.6), but for most users the default option of a Typical
installation will suffice.

Remember that you can add and delete Windows components once
the operating system is installed, so you are not tied to the typical
installation forever. The Custom option enables the user to select
precisely the required components, but this can be time consuming
and you need to know what you are doing. The Compact option is
useful if hard disc space is limited, but with a new PC the hard disc will
presumably be large enough to make this option superfluous. The
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P

Fig.6.5 It is normally best to install Windows in the default folder

Portable option is optimised for portable PCs, and is the obvious choice
if you are installing the system on a computer of this type.

At the next screen you type your name and company name into the
dialogue boxes (Figure 6.7). If an individual owns the PC the box for the
company name can be left blank. The purpose of the next screen (Figure
6.8) is to give you a chance to check the information entered so far, and
to provide an opportunity to change your mind before moving on to the
actual installation process. Operating the Next button may bring up a
network identification screen (Figure 6.9). Where appropriate, make
sure that this contains the correct information. In most cases the PC will
not be used on a network, and the default settings can be used.

Next the appropriate country has to be selected from a list (Figure 6.10),
and then the required time zone is selected (Figure 6.11). This screen
also provides the option of automaticaily implementing daylight saving
changes. The next screen (Figure 6.12) enables a Windows Startup
disc to be produced. If you already have one of these you may prefer to
skip this section by operating the Cancel button and then the OK button.
Unfortunately, floppy discs are not the most reliable of storage mediums.
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Fig.6.6 Four types of installation are available

Fig.6.7 You must enter your name, but the company name is optional
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Fig.6.8 Tn= “mgst common” components are normally sufficient

Fig.6.9 Tme network selection screen is not relevant to most users




If you only have one
Startup disc already, |
would suggest that
you go ahead and
make another one so
that you have a
standby copy.

It you are using an
upgrade version of
Windows there will be
an additional section
in the setting up
procedure where you
have to prove that you
have a qualifying
product to upgrade

Reinstalling ME 6

Fig.6.10 The country seiection screen

from. The screen of Figure 6.13 will appear, so that you can point the
Setup program towards the disc that contains the earlier version of
Windows. To do this you will have to remove the upgrade disc from the
CD-ROM drive and replace it with the disc for the previous version of

Fig.6.11 This screen Is used to select the correct time zone
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Fig.6.12 There is the option of making a Windows Startup disc

Fig.6.13 An upgrade product requires evidence of a previous versior.
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Fig.6.14 The bar shows how the (often slow) check is progressing

Windows. Then either type the path to the CD-ROM drive in the text box
(e.g. E:\) or operate the Browse button and point to the appropriate
drive in standard Windows fashion. Note that this stage will be passed
over if you are reinstalling an upgrade version on top of an existing
Windows installation.
Windows will find the
existing installation
and will deduce from
this that you are a
bona fide user.

Having completed alt
this you will have
finally progressed to
the main installation
screen (Figure 6.15),
and from thereon
installation is largely
automatic. A screen
showing how the Fjg.6.15 The main installation screen
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Welcome to Microsoft Windows
Millennlum Edition

Fig.6.17 The Setup program keeps you informed of what it is doing
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installation is s ok R
progressing  will
appear (Figure 6.16).
The computer will
reboot itself two or
three times during the
installation process,
so if you opted to BN L s
produce a Windows  rjg 6 18 The password is optional
Startup disc during

the initial set-up

procedure remember to remove this from the floppy drive. Otharwise
the computer might reboot from the floppy rather than the hard disc,
which would interfere with the installation process. In the later stages of
the installation there will further screens telling you what the computer is
doing, and giving an indication of how far things have progressed (Figure
6.17). No input is required from the user during all this, so you can let
the computer get on with the installation. The one exception is that near
the end of the installation process you will be asked to supply a user
name and password (Figure 6.18). Simply leave the password text box
blank if you do not require password protection. Eventually you should
end up with a basic
Windows installation,
and the familiar initial
screen (Figure 6.19).

Sometimes the
Windows Setup
program comes to a
halt.  Either the
computer shows no
signs of any disc
activity for some time,
or there may be
repeated disc activity
with the installation 3 !
failing to make any v——— . -

progress. The usual Fig.6. 19 With insm”at’on Complete, the
cure is to switch off familiar Windows screen appears

the computer, wait a

few seconds, and then switch on again. The Setup program will usually
detect that there was a problem, and will avoid making the same mistake
again. If the computer is switched on and off on several occasions, but
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the installation still fails to complete, it will be necessary to reboot using
the Startup disc, wipe the hard disc clean, and try again. If Windows
repeatedly refuses to install it is likely that the PC has a hardware fault.

Hardware drivers

There will probably still be a certain amount of work to be done in order
to get all the hardware fully installed, the required screen resolution set,
and so on. Windows 95/98/ME might have built-in support for all the
hardware in your PC such as the sound and video cards, but this is
unlikely. In order to get everything installed correctly you will probably

require the installation

discs provided with
S —— T tixl| the various items of

General | Device Manager | Hardware Fofles | Periomance | hardware used in the
g i : PC. These discs may
i e AR t2 Yo i be required during
b g the installation of
% @ Disk diives Windows 95/98/ME,
R s or they may have to
B 3 Haed diek conholers be used after the
& Srronny : basic installation has
@ 5 Moues . been completed. The
T Lo s, instruction manuals
¥ & ol Som Contot provided with the
A et gnirg PO hardware should
Sl b explain the options
available and provide
e o N T precise installation
instructions.

twcs || These days even the

motherboards seem
Fig.6.20 Use Device Manager to check for to come complete
hardware problems with driver software
for things such as
special chipset features and the hard disc interface. It is once again a
matter of reading the instruction manual to determine which drivers have
to be installed, and how to go about it. Get all the hardware properly
installed before you install the applications software. It is best to start
with the drivers for hardware on the motherboard. Next the video drivers
are installed and then any additional drivers for a soundcard, ports, or
whatever.
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Once everything is supposedly installed correctly it is a good idea to go
into the Control Panel program and double-click the System icon. Then
select the Device Manager tab to bring up a window of the type shown
in Figure 6.20. Look down the various entries to check for any problems.
These are indicated by yellow exclamation marks, or possibly by yellow
question marks. Certain items of hardware will not be picked up properly
by Windows, and some types of modem fall into this category. The
question mark in Figure 6.20 is caused by a Windows modem that the
system is unable to sort out on its own. A Windows modem uses relatively
simple hardware plus software in the computer to provide the encoding
and decoding. Unlike a conventional modem, a Windows modem: does
not interface to the computer via a true serial port. It is interfaced via a
sort of pseudo serial port, and it is this factor that makes it difficult to
correctly identify the hardware.

If a problem is indicated, or an item of hardware is missing from the list,
it will be necessary to load the drivers for the hardware concerned in
order to get things working properly. This would be a good time to
search the relevant web sites for updated driver software for the hardware
in your PC. You may well find some newer and better drivers for the
hardware in your PC. The hardware can be integrated into Windows
using the Add New Hardware facility in the Control Panei. However,
many items of PC hardware do not take the standard Windows route
and have special installation programs instead. Read the installation
manuals carefully and use the exact methods described therein.

Awkward

hardware Adc New Hordware Wizard

Any awkward —_— T -
hardware will have to Belore conbreing, close any open plogram::
be added via the Add

To begin insialing the satwe for pow new devios, chok
New Hardware -
facility without
utilizing the Windows
hardware detection

facility. First &
Windows tries to : _
devices, and then it Sy e Sk @ Cocdl |

can try to find non- = — :
Plug and Play FfiG-6.21 The initial Add New Hardware screen




Fig.6.22 A search for Plug and Play devices is made first

Fig.6.23 Any Plug and Play devices that are found are listed
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hardware. Failing Add Mew Hardwate Wizard -
that, the new Wihtois o s dhenih e M i 1 P
hardware has to be i e s S
installed manually

using the drivers disc
or discs provided with
the item of hardware.
The process is slightly
different depending
on the version of
Windows you are _ TR TAE = 2t
using, but the basic T T
process is the same
with all three versions.  Fig.6.24 A search car be made for more

Here we will consider Plug and Play devices |
the Windows ME

version.

The opening screen of Figure 6.21 appears when the Add New Hardware
program is run. Heed the warning and close any programs that are
running before proceeding further. To continue left-click on the Next
button, which will bring up a screen like the one in Figure 6.22. This
informs you that the

program will 0ok for  pymrmrsrs—

Plug and Play devices
connected to the
system, and not to
panic if the screen
goes blank for a time.
Press the Next button
to proceed with the
search. Eventually
you will get a screen
something like the

one in Figure 6.23, I G TR e e Vi
complete with a list of oL BT R

any Plug and Play Fig.6.25 This screen enables the type of

devices that have device to be selected manually
been found. If the

device you wish to install is in the list, leave the Yes radio button checked,
left-click on the device you wish to install, and then operate the Next
button to proceed with the installation.

mmwwmnmm
the conact arver For the reason ¢ -M

you have seatch boryou
rew hadwae.
Do pons wans Windowe 10 seach [of your rews haedware 7

ke

10 Aceleratan
% CO-RIM contoler

Humar intertace Devices
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Fig.6.26 Even at this stage, automatic detection Is still possible

Any non-Plug and Play devices will not be in the list, and it is then a
matter of checking the No radio button and operatirg the Next button.
This brings up the window of Figure 6.24, which provides the option of
having the program search for the hardware you wish to install. There is
no harm in letting the program search for the hardware, although this
can be quite time consuming. Itis likely that a standard item of hardware
such as an additional serial or parallel port will be detected, but it is by
no means certain that anything exotic will be located.

If you decide not to opt for automatic detection, check the No radio
button and operate the Next button. This produces the window of Figure
6.25 where you can select the appropriate category for the hardware
you are installing. A wide variety of devices are covered, with more
available under the “Other” category. In this example the modem
category was selected, and operating the Next button moved things on
to the window of Figure 6.26. Here you are once again offered the
option of automatic detection, but this does not work properly with most
“soft” modems, so the No button was checked and the Next button was
operated.

If you opt for manual selection you will eventually be shown a window
containing a list of devices, as in Figure 6.27. The right device might
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Jnstall New Modem R 3

Chck the manutactier and model of your moder If your modem s not ks=ed,
g of f you have an nstallation disk, click Have Dis<.

Manutacturers: Models

- Standard 1200 bps Modermn
tandard 2400 bps Modem

'Standard 9600 bps Modem

Biish Telecom 'Standard 14400 bps Modem
' Dynalink i tandard 19200 bps Madem
Motorola International { Standard 28800 bps Madem
Nrtal 2. iStandard 33RMN hns Mordem

:I
- |
Have Disk. !
s
< Back I Next » I Cancel |

Fig.6.27 The Have Disk option is used if you have a drivers disc

appear in the list, but with racent hardware or generic devices you will
probably be out of luck. It is then a matter of selecting the Havz2 Disk
option, which brings up a file browser so that you can direct the program
to the correct disc drive, anc where appropriate, the correct folder of the
disc in that drive. With the drivers installed the computer will probably
have to be rebooted before the hardware will operate properly.

Screen settings

Once the video card has been installed properly the required screen
parameters can be set. To alter the screen resolution and colour depth,
go to the Windows Control Panel and double-click on the Display icon.
Then left-click on the Settings tab to bring up a screen of the type shown
in Figure 6.28. It is then just a matter of using the onscreen controls to
set the required screen resolution and colour depth. To use the new
settings left-click the Apply button. It may be necessary to let the
computer reboot in order to use the new settings, but in most cases
they can be applied without doing this. Instead Windows will apply the
new settings for a few seconds so that you can see that all is well. Simply
left-click on the Yes button to start using the new screen settings
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Fig.6.28 The Display Properties screen is used to set screen
resolution, colour depth, etc.

If there is a problem with the picture stability do nothing, and things
should return to the original settings after a few seconds. This should
not really happen if the monitor is installed correctly, because Windows
will not try to use scan rates that are beyond the capabilities of the installed
monitor. If a problem of this type should occur, check that the monitor is
installed properly. In the Display window of Control Panel select Settings,
Advanced, and then Monitor. This will bring up a screen like Figure
6.29, which shows the type of monitor that Is installed.
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1

Fig.6.29 If there Is screen instability, check that the right monitor
is installed

If the installed monitor is not the correct one, or is just one of the generic
monitor types, left-click the Change button and select the carrect one. If
the picture is stable with the new settings but the size and position are
completely wrong, there is probably no problem. It should be possible
to position and size the picture correctly using the monitor's controls.
Many graphics cards are supplied with utility software that helps to get
the best possible display from the system, and it is worth trying any
software of this type to see if it gives better results.
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Disc-free ME

It has been assumed in this chapter that you have a Windows installation
CD-ROM. Some computers are supplied with Windows ME pre-installed,
and they do not come complete with a Windows installation CD-ROM.
Instead, the hard disc has two partitions with drive C: acting as the main
disc and a much smaller drive D: containing the Windows files. There is
usually a CD-ROM that can be used to recover the situation in the event
of a hard disc failure, but this is not an ordinary Windows installation
disc. With a computer of this type itis necessary to resort to the instruction
manual for details of reinstalling Windows.

Manufacturers are able to customise the installation software to suit their
PCs and any software bundled with them. Consequently there are
differences in the installation procedures, but there should be a quick
and easy way of getting back to a basic Windows installation. In fact
some manufacturers provide a quick means of getting back to the factory
settings. in other words, the computer will have Windows installed and
set up correctly for the hardware installed at the factory. Of course, if
you have changed the hardware configuration of the PC, it will be
necessary to install the drivers for the new items of hardware.

System Restore

The System Restore facility of Windows XP was described in the previous
chapter. This effectively winds the operating system back to the system
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Fig.6.31 The welcome screen of the System Restore program

settings of an earlier date where the PC functioned properly. Hopefully,
this leaves the data and configuration files intact and the PC working
much as it did before. Any programs installed after the restoration point
have to be reinstalled, and any changes made to the system have to be
reinstated. As pointed out previously, a system that has been badly
damaged by a virus can not always be fixed using this method, but
there is no harm in trying. Obviously the virus must be completely
removed from the system first.

For users of Windows 95 and 98 there is, unfortunately, no System
Restore facility available. Windows ME has a facility that is essentially
the same as the Windows XP equivalent, with a few differences in points
of detail. The System Restore program is buried deep in the menu
structure (Figure 6.30), but it can be started by going to the Start menu
and then selecting Programs, Accessories, System Tools, and System
Restore. Like the Windows XP version, the program is controlled via a
Wizard, so when it is run you get the screen of Figure 6.31 and not a
conventional Windows style interface. The radio buttons give three
options, which are to go back to a restoration point, create a new one,
or undo the last restoration. When the program is run for the first time
there is no restoration to undo, so this option will not be present.
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Fig.6.32 The system creates restore points, but you can add your own

As pointed out previously the system will automatically create restoration
points from time to time, but you will probably wish 10 create your own
before doing anything that will make large changes to the system. Start
by selecting the “Create a restore point” option and then operate the
Next button. The next screen (Figure 6.32) asks the user to provide a
name for the restore point, and it is helpful if the name is something that
will be meaningful. There is no need to bother about including a date,
as the program automatically records the date and time for you. There
will be a delay of at least several seconds when the Next button is pressed,
and then a screen like the one shown in Figure 6.33 will appear. This
gives you a chance to check that everything is correct before the
restoration point is created. If everything is all right, operate the OK
button to create the restoration point and terminate the program.

To go back to a restoration point, run the program as before, and select
the Return my computer to an earlier time option. Operate the Next
button, and after a short delay a screen like the one of Figure 6.34 will
appear. Ifthere are a number of restore points available you can use the
arrow heads in the calendar to find the one you require. The dates on
the calendar in larger text are the ones that have restore points. Left-
clicking on one of these will show the available points in the screen area
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Fig.6.35 A warning message gives you a chance to change your mind

just to the right of the calendar. Left-click on the required restoration
point and then operate the Next button. This brings up a screen and
warning message, like Figure 6.35. Left-click the O« button to remove
the warning message, and close any programs that are running.

If you are satisfied that the correct restore point has been selected,
operate the Next button and the program will begin the restoration
process. A screen showing how things are progressing will appear
(Figure 6.36). Heed the warning on this screen, and do not do anything
that will alter, open or delete any files while the program is running. Just
sit back and do not touch the computer until the program has finished
its task. Once the restoration has been completed the computer will
reboot, and a message will appear on the screen (Figure 6.37). This
confirms the point to which the computer has been returned, and
indicates the options if the PC fails to operate properly using this
restoration point. Left-click the OK button to finish the boot process,
and the computer should then have shifted back in time to the appropriate
restoration point.
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Fig.6.37 This message appears after the computer has rebooted
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Points to remember

Installing Windows on top of an existing version might cure problems
with the operating system, but it is not guaranteed to do so.

Installing Windows “from scratch”, with all the previous files removed
from the hard disc should effect a cure to any Windows problems. If it
does not, the computer probably has a hardware fault.

You can erase the existing Windows folder structure and then reinstall
Windows. This will usually remove any problems with the original
installation, but all the applications software will still have to be reinstalled.

Everything but data files can be erased from the hard disc prior to
reinstalling Windows. Unless you are very unlucky, this will give a fully
working Windows installation and your data files will remain intact. This
method is worth trying if you have no way of backing up the data files.

Whether reinstalling Windows over an existing installation or “from
scratch” it is advisable to boot from a Windows Startup disc, opting for
CD-ROM support.

The basic installation process is largely automatic. The user provides
some basic information and then the Setup program installs the Windows
files and sets up the essential hardware. Some further installation is
then required to get all the hardware properly installed, the screen
resolution and colour depth set correctly, etc.

Not all hardware can be installed with the aid of the automatic detection
facilities. Manual installation of hardware drivers is not difficult, but where
appropriate, make sure that items of hardware are supplied complete
with a disc or discs containing the driver software. Some hardware has
its own installation routines and does not go through the normal Windows
routes. Always install hardware in accordance with the manufacturer’'s
instructions.
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PCs that are supplied with Windows ME preinstalled are not necessarily
supplied with a normal Windows installation disc. Windows then has to
be installed in accordance with the computer manufacturer’s instructions.
The exact method of reinstallation varies somewhat from one
manufacturer to another.

Windows ME has the System Restore facility, but it is not a feature of
Windows 98 or 95.
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Email and
encryption

Spam

Some say that the term “spam” is a contraction of “spurious advertising
material”, but the more generally accepted explanation is that it is derived
from a Monty Python sketch. if you have an Email address then it is
odds on that you receive at least a small amount of spam. It is quite
likely that you receive large amounts of it every day. In fact spam now
accounts for more than half the Emails sent, and spam is still on the
increase. This has sparked very real fears that the Email system or even
the Internet as a whole coula eventually be brought to a virtual standstill
by the sheer volume of junk Emails.

It would perhaps be a good idea to define exactly what is meant by
spam, since this term does not really cover every type of advert sent via
Email. Some people do interpret it this way, but this is a mistake. If you
deal with companies via Email, advertising Emails they send you will
probably not count as spam. it is likely you will have agreed to accept
Email promotional material from these companies, and it is therefore
perfectly acceptable for them to send you this type of material via an
Email. On the day | am writing this piece the EU law has changed ard it
is now illegal to send spam from within EU countries unless the recipient
has given consent. Unless you are dealing with companies outside the
EU it is therefore an offence for them to send you spam unless you have
specifically opted to receive it. It is no longer acceptable for an EU
based company to send spam because you have not opt out of receiving
spam from them.

Most of the spam received by a typical Email account is the real thing,
and it is unsolicited material from companies the account holder has
never dealt with. The larger Email account providers such as Hotmail
and Yahool have systems that try to block the more obvious batches of
spam. In the past it was common for spammers to send their materiai to
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a range of Email addresses, trying every possible address in that range.
Of course, most of the names did not match up with an account at
Hotmail, Yahool, or whatever provider was under attack. Some would
match an actual account though, and the cheapness of mass Emailing
is such that the small percentage of successes made the enterprise
worthwhile. These days the Email companies have systems that soon
block this sort of thing and block further Emails from that source.

Other methods are used in an attempt to filter junk Emails. If an address
is used to send Emails it is likely that it will soon be put on a blacklist and
blocked. This makes life difficult for the spammers, but it does not halt
their activities. Spam is often sent via a hijacked system. Before too
long the owner of the system will notice the attack and take counter
measures, or the hijacked address will be blocked by the Email
companies. The spammer then moves on to another system, and so it
goes on.

A variation on the hijacked system is to use a spoof Email program
together with either a genuine or fictitious “from” address on the junk
Emails. The idea is for the program generating the spoof Emails to
make it appear as though they are coming from another source. Usually
the Email addresses used as the source are not genuine, but occasionally
the address used is real. This is probably by accident rather than design,
but it is unfortunate for the owner of the Email address. They often get
large numbers of complaints about spam that they have not actually
sent. Apparently some users have abandoned Email addresses due to
this problem. The advantage of this system for the spammers is that it is
very easy to switch from one dummy source address to another, making
it more difficult for automatic filtering to deal with the junk Emails
produced.

Another technique used for filtering spam is to look for a particular set of
words in the title of Emails. Junk Emails tend to promote a relatively
limited range of products, such as get rich quick schemes, devices or
drugs to make bits of your body get bigger, pornographic web sites,
and medicines without a prescription. The same words therefore tend
to turn up in the title fields of the junk Emails, and the filtering systems
search for them. The spammers answer to this is to deliberately misspell
words or use extra spaces so that “sex” could appear as “s e x” for
example. Another ploy is to use odd terminology. This might get the
spam through automatic filtering systems, but it does at least make the
junk Emails easier for recipients to spot.

Spam senders are aware that most people will scan the contents of their
Inbox in an attempt to identify the junk Emails so that they can be deleted
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without ever opening them. Many spammers now try to make it more
difficult to spot junk Emails from their titles by using something totally
misleading. Here are a few typical examples:

Re Reservation #12398965

Re your recent order

Re | have still not had a reply

Re Your In Box has reached its size limit
Re Here is the information you requested
Re Returned mail — user unknown

Of course, in most cases you do not have to look too hard to see that
the Email is of the junk variety. It is quite likely you will not have made a
reservation, placed an order, and so on. Also, the “from” address will
probably not be that of a company you deal with. However, this type of
spam is more difficult to spot and probably a significant proportion of
the recipients open them. In order to make these junk Emails look more
authentic, some spammers use false “from” addresses that look very
similar to the Email address of a large and well know comparny. In some
cases the actual address of the company is used.

Getting addresses

As already pointed out, most Email account suppliers have largely
blocked the system of sending Emails to a large number of addresses
in the hope that some of them actually exist. The-efore, spammers need
large numbers of valid Email addresses in order to make their systems
work. Sophisticated techniques are used to trawl the Internet for Email
addresses that appear on web pages, so having your Email address on
aweb page more or less guarantees that you will receive plenty of spam.
Usenet newsgroup postings are another source.

If you deal with respectable companies they will have agreed to respect
your privacy and not pass on your Email address to other companies.
Some, provided you agree, will pass your Email address to other
companies that are offering goods or services that are likely to be of
interest to you. Letting them do this is a bit dubious, because it is possible
that the companies they sell your address to will in turn pass it on to
others. In theory this should not happen, but in practice you can find
your Email address being passed along a chain of companies.

Giving your Email address to a company that is not well known to you is
definitely not a good idea. Most companies will not pass your Email
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address on to others, but some will certainly do so. Some freebies on
the Internet are probably put there specifically to gather Email addresses
for spamming purposes. The way to “have your cake and eat it” is to
have a main Email address that is used as your main address plus a
second account that is used only for free offers and the like.

if you should find the second Email address is getting bombarded with
spam it will not really matter, since it is not used for normal personal
business contacts. Periodically clearing the accumulated Emails should
not take long. It is easy to set up free Email accounts with the main
providers, so if one dummy account becomes unusable you can always
close it and open another one. You can give a company your proper
Email address should you decide that they are trustworthy.

Blocking

As explained previously, many Email account providers use a certain
amount of built-in blocking in an attempt to reduce the amount of spam
reaching their client’s Inboxes. Checking the title field or other parts of
an Email for certain words or phrases is known as content blocking or
content filtering. It is not very effective in practice. As already pointed
out, many spammers use deliberate misspellings to circumvent this type
of filtering. The other problem is that taking this type of filtering to the
point where it is effective at filtering spam is likely to result in many
legitimate Emails being blocked as well.

The main weapon against spam at present is address blocking, where
the Email companies have lists of addresses that are used as the sources
for junk Emails. Any Email traffic from these addresses is blocked. This
method can block many Emails, but it will never be totally effective
because those compiling the lists of banned addresses are inevitably
one step behind those sending out the spam. An address must be used
to send out at least one batch of spam before it can be detected and
added to the blacklist. The spammer can then switch to a new address.
Some spam is blocked and the blacklists make life difficult for those
sending junk Emails, but this method can never block all spam.

Some Email companies provide their clients with customisable blocking
facilities. This type of thing is likely to have limited effectiveness against
spam in general, but it can be totally effective in combating the same
old junk mails turning up in your Inbox time and time again. The obvious
form of filtering to use with persistent junk mail is to simply filter its source
address. As pointed out previously, spam often originates from dummy
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addresses that are changed frequently, so blocking an address might
not block further occurrences of the same Email. This system can be
very effective in cases where a company keeps sending you details of
their latest special offers (or whatever) despite your repeated requests
for them to desist. They will presumably send the Emails from their
legitimate address, and blocking this address will therefore stop the
junk Emails from finding their way into your Inbox.

Some Email companies permit a degree of content filtering. This is
again something that can be useful for combating persistent spam,
particularly if it has the same or largely the same wording. For example,
awhile ago | had problems with a company selling off the shelf university
degrees that seemed to Email me at least twice per day and three times
per day at weekends. The title field of the email always contained the
word “diploma”, so | was able to halt the flow of Emails from this source
by setting up the Email system to filter any Email with this word in the
title. Obviously some persistent spam will not be this obliging, but itis a
useful system in those cases where it can be applied with at least partial
success.

Setting up

The spam and general facilities on offer vary from one Email system to
another. With the popular Yahoo! Email service the Mail Options link
takes you to a page where various facilities can be accessed (Figure
7.1). The Spam Protection link is the obvious starting point, and this
takes you to the page shown in Figure 7.2. Yahoo! has a facility that it
calls Spam Guard, and its basic function is to look for what are likely to
be junk Emails. Any that the system finds are placed in the Bulk folder.
They will be deleted after 30 days unless you move them or delete them
first. The first page enables the Spam Guard function to be switched on
or off.

The checkboxes near the bottom of the page provide a couple of options.
One of these automatically adds the sender's Email address to your
blocked list when you mark an Email as spam. As pointed out previously,
spammers tend to change the sender's address quite often, so using
this facility might just produce a large but ineffective list of blocked
addresses. Using it will not do any harm though. The second option
automatically moves a message to your Inbox if you mark it as not being
spam. This saves you the bother of having to move it manually, so it is
probably as well to tick this checkbox.
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Fig.7.1 The Mail Options page is effectively a large menu

The radio buttons at the bottom of the page provide the option of
displaying graphics in bulk Emails or suppressing them. The graphics
content is not necessarily in the Email itself, but instead the Email carries
the address of a web page that contains the image files. When you
open the Email, the web page is opened and the graphics content is
displayed within the Email. This assumes that your Email client is one
that can handle HTML, as most can these days. With a text-only service
the Emails will not appear on the page, and the web address for the
page that contains them will be displayed instead.

Obviously the Yahoo! Email service can handle HTML and graphics,
and normally any graphics will be displayed when you open an Email.
Although this might not seem to be of any importance, it can potentially
alert the sender to the fact that you have opened the Email, and that
your Email address is an active one. This is likely to result in an increase
in the amount of spam directed to your Email address. It is therefore
advisable to switch off the display of any graphic content. Note that this
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Fig.7.2 The Spam Protection page of Yahoo!

option only affects mail in the Bulk folder and that Emails in any other
folders will still have the graphics displayed in the normal way.

In use the Spam Guard feature will not be perfect. A certain number of
junk Emails will probably find their way to the Inbox, and it is then just a
matter of ticking the checkbox for that piece of mail and operating the
Spam button near the top of the window. Alternatively, if you have opened
the Email, simply operate the Spam button near the top of the page.
Either way the Email will be sent to the Bulk folder.

The opposite problem is likely to occur, with Emails you wish to receive
being consigned to the Bulk folder. This is likely to happen with any
Emails that are sent out as part of a mass mailing. For instance, | get
financial news reports sent to me by Email, and details of all the latest
special offers from several companies that sell computer bits and pieces.
These Emails are also sent to thousands of other subscribers, but it is
impossible for a filtering system to distinguish between legitimate bulk
mailings and those from spammers.
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on the right

Fine tuning

The way around the problem is to go into an Email that has been sent to
the Bulk folder by mistake, and then operate the Not Spam button near
the top of the window. Any further Emails from the same source should
then be directed to the Inbox. It might take a week cr so to get everything
working correctly, but thereafter you should find that the bulk Emails
that you wish to receive are directed to the inbox.

it is still necessary to check through the contents of the Bulk folder from
time to time just in case something has been sent there by mistake.
Where large amounts of junk mail are sent to this folder it might be
necessary to check through it occasionally and then delete all the
unwanted Emails. They will be deleted after 30 cays anyway, but you
could find that this is long enough for a consideraole number of Emails
to build up. This could result in a large percentage of your available
storage space being taken up by the Buik folder. In an extreme case it
could result in the available space being used up
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An address can be added to the blocked list by going to the Mail Options
page and left-clicking the Block Addresses link. This produces a page
like the one shown in Figure 7.3. In order to block an address it is just a
matter of typing it into the textbox and operating the Add Block button.
The address will then be added to the list of blocked addresses in the
right-hand section of the window. With a long address it is easier to cut
and paste it into the textbox, which should also guarantee that errors
are avoided. In order to remove an address from the blocked list, first
select it using the normal left-clicking method and then operate the
Remove Block button.

What actually happens to blocked Emails? It depends on the Email
company you are using, but most operate in the same way as the Yahoo!
system. Blocked Emails are not bounced back to the sender, and are
actually accepted by the system. The system checks each Email to see
if it needs to be blocked for some reason, and if it does, then it is deleted.
Some systems place blocked Emails in the Trash folder, but it is more
normal these days for block Emails to be deleted. Consequently, there
is usually no way of retrieving a blocked Email so you have to be careful
not to accidentally block anything important.

The Yahoo! blocking system, in common with most others, does require
a complete Email address. Suppose that you are receiving nuisance
Emails from a company, and that the domain name is common to all the
Emails but the name ahead of the domain is different for each one. For
example, these Email addresses all have the same domain name tut
are (supposedly) from a different person or department within the
company:

fred@wxyz.co.uk

judy@wxyz.co.uk
customersupport@wxyz.co.uk

despatch@wxyz.co.uk

It is not possible to block these Emails using the full address, because it
changes slightly each time a new Email is sent to you. However, if any
Emails from an address ending wxyz.co.uk are blocked, then all the
offending Emails will be filtered. Due care needs to be taken with this
system, because it is easy to block rather more than you intended. |
was once asked to assist someone who having problems with a
substantial number of missing Emails. A little investigation showed that
she had blocked all addresses ending “hotmail.com”, not realising that
Hotmail provides Email services to millions of people. This method of
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Fig.7.4 The first page shows the filters already in use

blocking is really only of use with companies that have their own domain
name.

Filtering

The Filter link on the Mail Options page gives access to a blocking style
facility, but strictly speaking it does not actually block anything. What it
actually does is to permit Emails to be scanned, and those that meet
certain criteria are redirected to another folder. This enables, for example,
Emails that are erroneously being sent to the Bulk folder to be redirected
to the Inbox. it can provide a pseudo blocking action by redirecting
Emails to the Trash folder where they will in due course be automatically
deleted.

The first page in the fiiter section (Figure 7.4) shows the filters that are
already in use, and it enables them to be edited or deleted. Operating
the Add button switches to the page of Figure 7.5 where the settings for
a new filter can be selected. The system can be set to look for a certain
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Fig.7.5 This page is used to craate new filters

Email address, but it is also possible to have it search for a string of
characters in other parts of each Email. In other words, it can provide
content filtering if required.

Earlier | mentioned a problem with junk Emails trying to seli me “off ihe
shelf” diplomas, and content filtering is good at dealing with th's type of
thing. The word “diploma” always appeared in either the subject or
body fields of the Email, and usually in both. Therefore, these Emails
could effectively be filtered by using the word “diploma” in both of these
fields in the filter. Trash is selected from the Move message to menu, so
that the offending Emails are redirected to the Trash folder and, in due
course, automatically deleted. The filter can be given a name in the
textbox near the top of the window. This makes it easier to find the filzer
if you need to edit or erase it at a later date. Finally, operate the Add
Filter button and the newly created filter will be added to the list of filters
(Figure 7.6).

Of course, this type of filtering will not always be effective. As pointad
out previously, some spammers now try to hide keywords from this type

7
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Fig.7.6 The newly created filter has been added successfully
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Fig.7.8 More features can be accessed via the Options link

of filtering by using deliberate misspellings and similar tricks. Ir this
example the filtering would not detect the word “diploma if it was
disguised, as in these examgles:

dipl4omaé
dipploma
d-i-p-l-o-m-a
diploma

It is not really practical to add filters for all the possible variations.
Nevertheless, this type of filtering can still be useful in combating a
significant proportion of junk Emails.

The exact facilities on offer with obviously vary somewhat from one Email
service to another, as will the way in which those facilities are accessed.
With the popular Hotmail service it is easy to block further Emails from
an address. There is a Block button in the toolkar of the Inbox (Figure
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7.7). Simply tick the
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- e e ol relevant address will
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i e More facilities can be

accessed by
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link, which produces
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i . == - —4  features (Figure 7.8).
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Fig.7.11 Addresses can be added to the list of blocked addresses
using this page

it is the Junk Email Protection link that is of interest, and this produces
the page of Figure 7.9. The options on offer include a Junk Email Filter
page where three degrees of protection are availabie (Figure 7.10).
Another option enables adcresses to be added to those that will be
blocked (Figure 7.11). Itis also possible to have Junk Emails deleted
immediately rather than being deposited in the Junk folder.

The Excite mail order service includes a Block button as part of the
inbox (Figure 7.12), and it also has a Report as Spam button. A reporting
feature of this type is quite common, and the idea is to show the
programmers at the Email company the types of junk Email that are
getting through the built-in filters. This should enable them to improve
their systems and defeat a greater percentage of the junk Emails.
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Fig.7.12 The facilities at Excite include a Report as Spam button

Filter programs

There are several good Email programs available that can add filtering
facilities not provided by your Email service, but note that these programs
are not usable with all Email systems. Few seem to work with Yahoo! for
example, and some do not with Hotmail either. MailWasher Pro is an
example of an add-on filter program, and this one does work with Hotmail.
As far as | can ascertain, it is not usable with the Email service offered by
Yahoo!

Once MailWasher Pro is installed and run, the opening screen of Figure
7.13 is obtained. In order to set up a filter the Spam Tools button is
operated, and this produces a window like the one shown in Figure
7.14. Here the My Filters button is pressed, and the window then changes
to look like Figure 7.15. There is a couple of default filters listed here,
and the Add button is operated in order to define your own filter.

This launches a new window (Figure 7.16), and the rules for the added
filter are defined in the lower section of the window. There is provision
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Fig.7.14 The first step in prcducing a new filter
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Fig.7.16 The rules for the filter are defined in
the lower part of the window
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for two rules by
default, but the
buttons permit the
number of rules to be
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The rules operate in a
similar way to the
Yahoo! filtering, and it
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program a text string
to search for and
telling it which field or
fields to search. The
racio buttons give the
options of the filter
being activated if any
on=2 rule is met, or
ony if all of the
conditions are
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Fig.7.17 The new filter has peen added to the list

satisfied. The upper section of the window gives various choices about
the way in which a filtered Email is treated.

The OK button is operated when the rules and other options have been
set up correctly, and the new filter should then be added to the list (Figure
7.17). In this example the filter is set up to look for the word “sex” in the
body field of the Email. | then sent two Emails to myself, with one having
the word “testing”™ as the body text and the other one having the word
“sex”. As can be seen from Figure 7.18, the program has correctly
filtered the second Email containing the offending word.

Heuristic scanning

Some Email filter programs, including MailWasher can provide heuristic
scanning, and this technique is also available in some antivirus programs.
Itis a technique of looking for files that have the characteristics of viruses,
or Emails that look like they are probably spam. The advantage of the
heuristic approach is that it does not leave you one step behind the
virus writers and the spammers.
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Fig.7.18 The filtering has redirected the “sex” Email

Most viruses are actually just minor variations on those already in
existence, but a normal matching process will not detect them. The
new viruses are similar to existing ones, but are sufficiently different to
prevent a match from being obtained. A heuristic approach is more
likely to find these variations since it is looking for certain tell-tale pieces
of code rather than a perfect match overall. Potentially, the heuristic

approach can find
new viruses that are

riof it i s iFlis

« Tools Messege Helg ;
[s] Send end Receve >
e Synchromze Al

I Aduiess Book Cui-Shir-8
Agd Sender to Aadress Book

database, giving
better protection. It
will not find genuinely
new viruses, but it will

MSN Messenger Service
x
Accounts.
s QOptons...

Fig.7.19 The Message Rules submenu
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detect most of the
recycled ones. The
situation is similar
with junk Emails,
where many of them
are just minor
variations on previous
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Fig.7.20 Operate the Add button to add a new new address to the list
of blocked addresses

versions in an attempt to “fool” content filtering. Again, a heuristic
approach can pick up this type of thing.

Inevitably there is a drawback to this approach, and it is simply that
there is a greater chance of an innocent file or Email being picked up by
a system of this type. If applied too strongly to Emails you could find
that many legitimate Emai's are being automatically deleted or dumped
into the Trash folder. MailWasher has Careful and Strong heuristic
seftings, and it is probably best to opt for the more cautious Caretful
setting.

Outlook Express

Users of Outlook Express have only very limited filtering facilities built
into the program. Howeuver, it is possible to block addresses. Select
Message Rules from the Tools menu, followed by Blocked Senders List
from the submenu that zppears (Figure 7.19). A new window then
appears (Figure 7.20) and the Add button is operated. A third window

7
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Fig.7.21 The address to be blocked is entered in the textbox

Fig.7.22 The address has been added to the list
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then appears (Figure 7.21), and the address you wish to block is entered
into the textbox. The radio buttons enable new message, mail messages,
or both of these to be blocked. Operate the OK button to close the
window, and the newly blocked address should appear in the list
displayed in the Message Rules window (Figure 7.22).

Unsubscribe

Sometimes junk Emails have a link that you can click in order to
unsubscribe from the service. It should be possible to unsubscribe to a
service in cases where you have genuinely suascribed to something in
the first place. It can sometimes happen that when you join some form
of online club or service that you subscribe to something without realising
it. Few of us take the bother to read the “fine print” when joining this
type of thing. There is no risk in unsubscribing to a service that you
have actually joined in the first place.

In general though, it is advisable not to activate one of these links. Many
of them will not unsubscribe you from anything if you do active the link.
Just the opposite in fact, and by operating the link you will probably just
be indicating to the spammer that he or she has found an active Email
account. That account is then likely to be targeted with large amounts
of spam. Itis very tempting to activate these links, but it is nearly always
a mistake to do so.

For the same reason it is important not to respond to spam. By doing
SO you are making it clear to the spammers that they have found an
active account. Worse than that, you are making it clear that they have
found an account that is owned by someone that is susceptible to spam.
To put it bluntly, you are letting them know that they have found a mug.
This more or less guarantees that you will receive ever increasing
amounts of spam.

Itis as well to bear in mind that the companies promoted by junk Emails
are usually something less than respectable. Some are legitimate
businesses of sorts, but many of the offers are bogus and you are unlikely
to receive the goods if you should try buying something in respcnse to
a junk Email. Giving credit card details or other financial information to
one of these companies is just plain daft.

Encryption

Many people are unhappy about sending personal or any form of
sensitive information via Emails because this method of communication
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Fig.7.23 The Security section of Word's Options winagow

is something less than totally secure. There is a way around this problem
in the form of encryption. The subject of secure web sites has been
covered previously, and the same technology can be used to scramble
an Email before it is sent. In order to descramble the Email its recipient
must have the same program that was used to encrypt it, together with
the correct password.

Most programs of this type are not only suitable for sending Emails, and
can also be used to encrypt any form of data file. You can, for example,
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Fig.7.24 The Security secticn of Options window in Outlook Express

encrypt word processor files so that anyone gaining access to your PC
will not be able to read them. In fact this is doing things the hard way,
because many word processors now have some form of tuilt-in
encryption facility. With Microsoft Word for instance, documents can be
password protected. This operates at two levels, and at the highest
level it is not possible to open a document without giving the correct
password first. At a lower level of security it is possible for anyone io
open the document and lock at its contents, but only authorised users
can make any changes to it

Before using any form of password protection for data it is imporiant to
realise that modern encryption techniques are extremely powerful.
Shouid you manage to forget the password it is unlikely that you will
ever see your data in readable form again. Writing down passwords is
not normally considered to be a good practice, but the reduction in
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security it provides is probably better than finding yourself locked out of
you own documents. Those with poor memories would be well advised
to write down the password and hide it away in the bottom of a drawer
where no one can find it easily. Many passwords are case sensitive, so
it is as well to work on the assumption that they are all case sensitive.
That way you should never be caught out by using any letters of the
wrong case.

In order to password protect a Word document the document must first
be opened. Then select Options from the Tools menu and operate the
Security tab on the new window that appears (Figure 7.23). Type the
password into the appropriate textbox for the level of security you require,
and then operate the OK button. You will have to enter the password
into a small pop-up window in order to go back to the document. it will
also be necessary to enter the password into a small popup window
each time you try to open the file or alter it, depending on the level of
security selected.

There are alternatives to using special encryption programs when
sending information via Emails. Many data compression programs can
provide password protection, so it is possible to use one of these to
compress and encrypt a file which can then be sent as an Email
attachment. Unfortunately, the free versions of these programs often
lack the ability to password protect files, so it might be necessary to buy
the full version in order to use this facility.

Users of Outlook and Outlook Express have a built-in encryption facility,
but it is of no real use to most users. In order to encrypt a file select
Options from the Tools menu and then operate the Security tab in the
new window that appears (Figure 7.24). Tick the top checkbox in order
to use encryption on your Emails and any attachments. Unfortunately,
this method is only usable if you purchase a digital certificate from a
company such as VeriSign. The cost is not that great, but probably few
private users are prepared to go to the trouble and expense of obtaining
one and keeping it up to date.

XP encryption

As explained previously, there are programs that can encrypt files on
the hard disc of your computer so that they can not be read by others.
Windows XP has a form of built-in encryption facility, but it does not
operate in quite the same way as most encryption programs. Although
encrypted, the files are still perfectly readable and can be used in the
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normal way from
within Windows XP.
This does not
necessarily mean that
they are accessible to
anyone that gets hold
of your PC, because
Windows itself can be
password protected.
Also, if hackers
should gain access to
the computer over the
Internet, they will not
be able to read the
encrypted files.
Similarly, it someone
should copy any
protected files to a
floppy disc or CD-
ROM, the copied files
will not be readable
on another PC.

In order to protect a
file or folder it is first
located using
Windows Explorer
and its entry is then
right-clicked. This
brings up a small
menu where the
Properties option is
selected. The file's
property window will
look something like
Figure 7.25, and the
Advanced button
near the bottom of the
screen is operated.
The new window of
Figure 7.26 will then
appear, and the
bottom checkbox

Email and encryption 7

Fig.7.25 The file's properties wincow

Fig.7.26 The Advanced settings
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Fig.7.27 Accept the suggested setting Etrpted e ane

folders are shown In
Internet Explorer in the normal way, but the name of the file is in green
text to indicate that encryption has been used. The encryption is to a
large extent transparent to the user. Double-clicking on the Jpg image
file used In this example resulted in it being displayed in the usual way
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Fig.7.28 The file can be opened and displayed in the normal way
despite being encrypted
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Fig.7.29 The file can not be opened over a network or if it is copied
to disc and transferred to another PC

(Figure 7.28) with no password being required. Remember that Windows
itself must be password protected if you need the files to be inaccessible
to anyone gaining access to the computer.

Figure 7.29 shows the resull of trying to open the encrypted image file
using another PC with the file accessed over a network. The file is
encrypted and Photoshop has therefore been unable to open the file. It
has therefore produced an error message to this effect. Hackers
accessing the computer via the Internet would have the same prodlem.
Even if someone was to steal the PC they would not be able to put the
hard disc in another computer and read the encrypted files. Provided
Windows itself was password protected they would not be able to boot
the PC into Windows and access them either.

An advantage of this built-in encryption is that it is very easy ta use.
Everything is protected by the Windows password, so there is only one
password to remember. Having entered Windows there is no need to
use a password when saving or loading encrypted files. They are
accessed in exactly the same way as non-encrypted files. In order to
remove the encryption it is merely necessary to go back to the properties
window again, operate the Advanced button, and then remove the tick
from the encryption checkbox.
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Fig.7.30 The opening window of the Encryption Wizard

Stealth

Some programs offer a facility to hide folders or files as an alternative to
encryption. The hidden files do not show up in Internet Explorer or in

Fig.7.31 Operate the Add to List button

the file browsers
of applications
programs. lf prying
eyes do not know that
the files exist they can
not view or alter them.
Hide File 3.0 is a
program that offers
both file encryption
and hiding facilities.
Using the encryption
is very straightforward
and an encryption
wizard can be
selected from the
Encryption menu.
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Fig.7.32 Select the required type of encryption

The first window (Figure 7.30) has only one option (to encrypt a file),
and it is really just an introduction to the wizard. At the next window
(Figure 7.31) you operate the Add to List button, which launches the

usual Windows file
browser. This is used
to add the required
file or files.

Next the required type
of encryption is
selected (Figure
7.32), and it is
advisable to simply
accept the default
type unless there is a
good reason to do
otherwise. The
password is also
entered at this stage,
and to avoid mistakes
it has to be typed

Fig.7.33 You have a chance to change
your mind
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Fig.7.34 The file has been encrypted

correctly into both
textboxes in order to
proceed to the next
stage. Bear in mind
that there is little
chance of decrypting
a file if you should
manage to lose the
password. The
window of Figure 7.33
gives you a chance to
change your mind
before going ahead
with the encryption
process, and
operating the Finish

button completes the process (Figure 7.34). The encrypted file is then
added to the list in the main program window (Figure 7.35).
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Fig.7.35 The encrypted file has been added to the list in the main

program window
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In order to decrypt a file it is just a matter of left-clicking its entry in the
list, selecting Decrypt from the pop-up menu, ana then adding the correct

password into the
window that appears
(Figure 7.36).
Operate the OK
button and the file will
be decrypted. The
file's entry in the list
will then change to
show that it is no
longer encrypted.

To hide a file the
Wizard button is
operated and the top
radio button is
selected when the

Encvomon algarahr i1 oat _d L3
Arge |

Pas mwosd

Comiem l— -l LTS

Encwyrihg Se

Yo b Sl

without the correct passwoid

wizard appears (Figure 7.37). Atthe next window (Figure7.38) you select
the type of object to be hidden, which can be a file, folder, disc, or a

Hide Folder Wizard-- Step yofd *
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Protect and Hide
your Data
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Fig.7.37 The first window of the wizard gives four options
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Fig.7.38 Select the type of object to be hidden

Fig.7.40 Two files have been successtully hidden;, but they are still in
the folder and intact
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Fig.7.41 Operate the Full Access radio button to reveal the file

group of files. For this example the file option was selected, and two
files in a folder were selected and hidden.

Figures 7.39 and 7.40 show “before” and “after” versions the folder when
viewed using Windows Explorer, and the two hidden files have
disappeared from view in Figure 7.40. They are still present on the disc
and have not been erased. In order to make a file visible again it is just
a matter of going into Hide File 3.0, right-clicking the file’s entry in the
file list, and selecting Properties from the pop-up menu. This produces
the window of Figure 7.41 where the Full Access radio button is selected.
Operate the OK button to exit the window and the file will then become
visible again.
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Points to remember

Most Email services have built-in facilities that help to block much of the
spam directed at your Email address. One system they use is to have a
blacklist of addresses that are known to be used for sending spam.
Another is to block Emails that contain certain words and phrases.

There are programs available that can be used to reduce problems with
spam. These enable you to block mail from specific addresses and (or)
mail that contains certain words. These facilities are built into some
Email services.

Heuristic scanning filters Emails that have various characteristics
associated with spam. It can work quite well if used in moderation but
can filter too many legitimate Emails when used strongly.

Clicking on the unsubscribe links in spam is not a good idea. In many
cases the links are “blind” and clicking on them has no effect at all. In
other cases you are simply alerting the spammers to the fact that they
have found an active Email account.

Do not reply to spam. The chances of getting ripped off in some way
are quite high and some junk Emails are completely fraudulent. Replying
to spam simply encourages the spammers to continue in their activities.
i there were no replies to spam there would be no more spam.

The Email system is not totally secure, but it is possible to encrypt the
contents and (or) attachments using an encryption program. The
recipient usually requires the same program in order to decrypt the files.
Most of these programs can be used to encrypt files on a hard disc.
Windows XP Professional has a built-in facility of this type, and password
protection is also available in many file compression programs.

Many word processors have a built-in password protection facility. This
can be used to prevent others from altering your documents, and can
also be used to prevent others from viewing them. Ideal if you wish to
keep a personal diary on a PC that will be used by others, for example.




Pop-ups,
Filtering,
Auctions

Pop-ups

| suppose that pop-ups do not rate highly as a security risk, but they
certainly rate at or near the top in the annoyance league. They were
originally associated with pornographic sites and other web sites at the
less than respectable end of the market. Some sites were deliberately
misleading and lured users via search engines using popular search
terms. On arriving at a site of this type users found nothing of interest,
but would find that numerous pop-up advertisements appearsd. The
owners of the web sites were paid a small amount for each pop-up that
their site produced.

Apparently it was possible to generate quite large sums of money in this
way, but those paying for the pop-up advertisements gradually realisad
that they were not really getting anything for their money. Most people
simply closed all the pop-ups without paying any real attention to what
they were advertising. Having been tricked into going to the advertised
web site it was unlikely that anyone would consider doing business with
it. To a large extent the mass of pop-up advertisements were
counterproductive for the advertisers.

This type of trickery has not totally disappeared from the Internet, bu* it
is nothing like as prevalent as it used to be. This is not to say that pop-
ups are now something of a rarity. Hf you surf the Internet for a few
minutes you will almost certainly encounter several pop-up
advertisements. Pop-ups have moved upmarket, and they are now to
be found on many of the moie respectable sites on the Internet. The
usual banner advertisements tended to pass unnoticed by most users,
rendering them largely ineffective. Flashing lettering and moving graphics
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Close Program il | gave these
TR : advertisements a new
Vahoo! UK & reland - Miciosof Intemet Explorer lease of life, but they
CHB.doc - MicrosoftWard were still not effective

enough for many
advertisers. Hence
the move to pop-up
advertisements that

Plauto | the user can not
WARNING Fressing CTRLeALT+DEL again wi restartyour overlook.

mﬁm“WMthm'w Most of the pop-up

advertisements are

End Task ShutDown | cacsl | now for respectable

: products and services

Fig.8.1 The Close Programs window such as Internet

auction sites, mobile

phones, credit cards,
and other financial services. Some advertise the types of products and
services associated with junk Emails, and should be ignored. There are
still plenty of pop-up advertisements for pornographic sites, which is the
type of thing you do not need flashing up on the screen when surfing
the Internet with your children or the vicar's wife!

Some sites seem to take pop-ups to excess, with a new one appearing
on entering the site, switching to a new page, and on leaving the site.
No matter how innocuous the advertisements, a constant barrage of
them makes these sites virtually unusable. Matters are not helped by
the fact that small pop-ups now seem to be out of fashion, and most
now seem to be in the form of full web pages.

Closing

Most pop-ups appear in a standard browser window or one that lacks
the menus and toolbars. Provided the usual cross in the top right-hand
corner of the window is present there should be no difficulty in closing a
pop-up. Unfortunately, some pop-ups lack this small close button, or
any other button to close the window. It should still be possible to get
rid of the window without taking drastic measures such as rebooting the
computer.

The first thing to try is to left-click somewhere on the window to make it
the current one, and then operate the Control and W keys simultaneously.
This will usually do the trick, but there are other things you can try. The
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Fig.8.2 The Google toolbar includes a pop-up blocker

window should have an entry on the taskbar at the bottom of the Windows
desktap. Right-click on its entry and choose the Close option if there is
one.

Another method is to operate the Control, Alt, and Delete keys
simultaneously. This will bring up a window like the one in Figure 8.1. It
lists all the programs that are running on the computer, including any
background tasks. Find the entry for the offending window, lefi-click its
entry to select it, and then operate the End Task button. After a few
seconds a new window will probably pop-up, asking for confirmation
that you wish to close the program. Operate the Yes button and the
unwanted window should finzlly close.

Pop-up blockers

There are programs that will block pop-up advertisaments, but some of
these are more successful than others. Unfortunately, some of these
programs seem to let most of the pop-ups through while blccking a
proportion of your normal Internet activity. Two main approaches are
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| @a.com

| mapauest.com

| match.com

used by these
programs, and one is
to block the
JavaScript code that
is normally
responsible for
generating the pop-
ups. The other
approach is to block
access to a list of
known advertising
sites. A mixture ofthe

| netscape.com A
two methods is often
utilised.

One of the best pop-
up blockers | have
encountered is the
one that comes as
part of the toolbar that
is available from the
popular Google search engine (www.google.co.uk). It is a reasonably
small download and it has the advantage of being completely free, so
there is not a lot to lose by trying it. Once installed, the toolbar appears
below the other toolbars in Internet Explorer (Figure 8.2). Like any normal
toolbar in Internet Explorer, it is easily switched off. Just select Toolbars
from the View menu followed by Google from the submenu. Do the
same again in order to reinstate the toolbar.

Fig.8.3 Managing pop-ups with Netscape

There is no need to switch off the entire toolbar in order to permit pop-
ups. They can be toggled on and off simply by operating the pop-up
button in the toolbar. There might seem to be no point in allowing pop-
ups, but they are sometimes used to perform useful functions, so you
might actually need them from time to time. On the other hand, | have
been using the Google toolbar for several months and have not yet
found it necessary to enable pop-ups.

New browser

Pop-up blockers are probably the best choice for most users, but there
are alternatives. One of the more drastic of these is to switch to a new
browser. Internet Explorer does not have the ability to enable or disable
pop-ups, but this feature is available from some browsers. One of these
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is Opera, which is available in free and normal commercial versions.
Unfortunately, the free version has built-in banner advertising so you
have to trade banners for pop-ups if you use the free version.

The later versions of Netscape Navigator have built-in pop-up
suppression, but the Pop-up Manager enables pop-ups to be enabled
for a list of addresses. If you find that a facility you require is being
blocked by the pop-up suppression it should therefore be possible to
correct the matter. To launch the Pop-up manager select Popup Manager
from the Tools menu
and then select
Manage Popups from
the submenu. The
Popup Manager
(Figure 8.3) is very
easy to use. To add
a new address just
type it into the textbox
near the top of the
window and then
operate the Add
button. In order to
remove addresses
from the list it is just a matter of selecting them using the normal Windows
methods and then operating the Remove button. The list can be cleared
by operating the Remove All button. Another way of adding addresses
to the list is to go to the relevant page and then select Popup Manager
from the Tools menu, followed by Allow Popups From This Site in the
submenu (Figure 8.4).

Another way of preventing most pop-ups is to disable JavaScript. As
pointed out previously, most of them are produced using small pieces
of JavaScript code, so they will only appear if your browser has JavaScript
enabled. To switch off JavaScript in Internet Explorer 6 start by selecting
Options from the Tools menu. This launches the Options window where
the Security tab should be operated. This gives a window like the one
shown in Figure 8.5. Next left-click the Custom Level button to bring up
the Security Settings dialogue box (Figure 8.6). Finally, scroll down to
the Scripting section, find the Active Scripting section, and set it to
Disable. The problem with switching off scripting is that it will disable
most “clever” facilities and not just pop-ups. Scripting can be switched
back on again by selecting the enable option. There is also a Prompt
option. With this selected you will be asked whether or not you wish to
run each JavaScript program.

Fig.8.4 A simple way of allowing pop-ups
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Things can be taken a step further and you can ¥y to eiiminate banner
advertisements as well. Whether it is worth the effort is another matter,
because banner advertisements do not really have the same nuisance
value as the pop-up variety. Banners are usually in the form of an image
file, and some users object to them on the grounds that the image files
increase the loading times for web pages. This is probably not that
important to broadband users, but it can significantly slow things down
when using an ordinary 56k Internet connection.

The “sledgehammer to crack a nut” method of ramoving banners is to
disable all graphic content on web pages. Of course, this means that
no images will be displayed, and that a lot of normal page content will
disappear together with the banner advertisements. However, with a
slow Internet connection this method should speed things up quite
noticeably. To switch
off graphics in
Internet Explorer 6
select Options from
the Tools menu and
then operate the
Advanced tab of the
Internet  Options
window. Scroll down
to the Multimedia
section and remove
the tick from the
Show Pictures
checkbox (Figure
8.7).

The more
sophisticated method
is to use a banner
Sk = e blocking program
Fig.8.5 The Internet Options window such as AdDelete or
WebWasher. These
try to distinguish
between banner advertisements and other graphic content so that web
pages are displayed normally apart from the missing banners. It is
doubtful if programs such as this can ever get it right 100 percent of the
time, but they are probably a better option than simply suppressing all
graphic content on web pages.




Adult filtering

I do not know whether
it is true, but the
general consensus of
opinion seems to be
that most of the
money to fund the
Internet in its early
days was provided by
companies dealing in
pornography. While

the Internet s
certainly less
pornography oriented

than itused to be, itis
still easier to find smut
on the Internet than it
is to avoid it. For
many Internet users it
is something they
would rather avoid,
and for those with
surfing children it is
clearly a major
concern.

When using search
engines itis very easy
to produce some
surprising results,

and even quite
innocent  search
strings can

sometimes produce
matches with sites
that have a strong
sexual content. When
searching for web
sites supporting the
Flash MX graphics
program | was not
surprised that some
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Fig.8.8 Google's advanced facilities include adutt filtering

of the matches were for sites having photographs of streakers in action.
It was more surprising when a search for information on a graphics tablet
called a Pen Partner produced a number of maiches for pages giving
details of a sex aid!

This can all be a rather unfortunate if you are helping children to search
the Web, and search for cheesecake recipes provides matches with some
hardcore pornography sites. However, it is a problem that is easily
avoided, since some search engines have a facility that tries to filter out
matches with pages that have a strong sexual content. In the case of
Google’s Advanced Search page there are two redio buttons that permit
the SafeSearch adult filtering system to be turned on and off (Figure
8.8).

If you look for similar facilities on other search engines you might find
them, but adult filtering is by no means as common as it used to be.
You may have to do some delving in order to unearth any filtering options
that are available. A feature of this type is available from the Lycos
engine if you go to the advanced search page (Figare 8.9). If an advanced
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BLOCK © Strict- Fllter explicit content | Beduce
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© Off - Do not filter explicit content. |
sa2arch results |

Fig.8.9 The Lycos search engine also includes aduilt filtering

search facility is available, it is probably the best place to look. Where
appropriate, only use a search engine that does have these facilities.

Itis only fair to point out that no adult filtering system can be guaranteed
to be 100 percent effective, but a system of this type should filter the
vast majority of potentially embarrassing search results. There is also a
slight risk that this type of filtering will remove useful links. These systems
operate by looking for “naughty” words in the scanned pages, and in
some cases a page will be filtered if it contains a word that in tum contains
a “naughty” word, even if the whole word is totally inoffensive. Some
words can be “naughty” or inoffensive depending on the context. With
a search for Mary Poppins you might find pages containing the name
Dick Van Dyke were filtered outl However, the number of suitable maiches
removed by adult filtering is usually very small.

Content filtering

There are browsers specifically designed for chiddren. These attempt to
avoid inappropriate content using filtering systems that are similar to
the ones used to filter junk Emails. Note though, that these browsers do
not normally cover Email and chat systems, and that these have to be
dealt with separately. Many add-on filter programs do now attempt to
deal with Email and chat systems, albeit with some restrictions. Note
that users having AOL as their Internet service provider (ISP} can utilise
the filtering facilities built into their browser and system. For others it is
necessary to use a special browser that has these facilities built-in, or to
use an add-on filtering program.

One type of filtering relies on a list of addresses for sites that have
inappropriate content. Access to all the sites on this blacklist is blocked.
This is essentially the same as the blacklist method of filtering spam
from your Inbox, and it has the same shortcoming. It is probably not
practical for the blacklist to include all sites that have aduit content, or to
keep it fully up-to-date. The other main methed is a form of content
filtering where pages that contain certain words are blocked. Content
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Fig.8.10 As one would expect, the KIWE browser for children has a
simple and straightforward user interface

filtering can even be applied to images. If a page contains an image
that is predominantly flesh coloured it can be blocked.

Many of the browsers for children are very safe, but rather restrictive.
Figure 8.10 shows the KIWE browser in operation. Users can browse
the Internet after a fashion by using the links in the main window, which
in turn lead to further links for museum sites, computing sites, and so
on. Allthese sites have been checked and will not contain any unsuitable
content. New sites can be added to the Web menu, but this facility is
password protected so that only the parents can add sites.

This type of browser makes surfing the Internet about as safe as it can
be, but only by imposing major restrictions. Software of this type uses
what is sometimes called the “whitelist” approach, where it is only a list
of acceptable sites that can be accessed rather than having a blacklist
of sites that are blocked. Safety should be guaranteed using this method,
but many acceptable and useful sites can not be accessed unless they
are added to the list by the parents. Browsers of this type are fine for
younger children, but are unlikely to fulfil the needs of older children.
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Fig.8.11 CyberPatrol offers filtering and many other facilities

Figure 8.11 shows CyberPatrol in operation, and this is a popular choice.
It has a wide range of facilities and can be set up to suit most
requirements. Web, chat, and newsgroup filtering are included, and it
can also restrict
access to programs
installed on the PC. It
can be set up to
operate with several
users, giving each
one different degrees
of filtering. Figure
8.12 shows the result
of trying to access a
porn site using
Internet Explorer, and
CyberPatrol  has
correctly identified the
risk and blocked Fig.8.12 An adult web site has been
access. successfully biocked
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Fig.8.13 The Content section of the Internet Optlons window

Content Advisor

Recent versions of Internet Explorer have a form of built-in content filtering
in the form of the Content Advisor facility. This is switched off by defauit
but it is easily activated and the settings can then be customised. To
switch on the Content Advisor facility, launch Internet Explorer and then
choose Internet Options from the Tools menu. Operate the Content tab
when the Internet Options window appears, and it should then look like
Figure 8.13. Operate the Enabie button in the top section of the window,
and where appropriate supply your supervisor password.

A new window (Figure 8.14) will then open, and this has four types of
content listed in the upper section. Below this there is a slider control
that governs the degree of filtering. Select each type of filtering in turn
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Fig.8.14 Four typés of filtering are available

and adjust the slider control for the required dzgree of filtering. The
lower section of the window indicates the type of content that wiil be
fitered at a given setting of the slider control for the selected type of
content. Obviously this can only give a rough guide, but it should make
it easier to find suitable settings. If necessary, some “fine tuning” can be
applied later.

Note that if Windows is not normally used with a password, one will
have to be supplied when you operate the OK button to exit the Content
Advisor window. This password will be needec in order to make any
changes to the settings or to disable the filtering. The filtering can be
disabled by going back to the Content section of the Internet Options
window and operating the Disable button. Operate the Settings button
to return to the Content Advisor window and maxe changes.
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Fig.8.15 Web addresses can be blocked or always allowed

It is possible to approve or block sites using Content Advisor. Operating
the Approved Sites tab switches the window to look like Figure 8.15.
New addresses are typed into the textbox and then the Always or Never
button is pressed depending on whether you wish to biock the site or
ensure that it can always be accessed. The new zddress will then be
added to the list, complete with a marker to indicate whether it has been
blocked or enabled.

Logging

An alternative approach to filtering or restricting access is to have a
program that keeps a log of the web sites that havz been visited. The
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list of sites can soon grow quite large, so some of these programs
automatically flag sites that look as though they probably contain
inappropriate content. Clearly this method does not stop children visiting
any sites, and the idea is to enable parents to see what their children are
up to when they are online. The subject can be discussed with them if
there is evidence of them visiting dubious sites. Programs of this type
also make it easy to check whether the amount of time being spent
online is getting excessive.

There is a wide and ever growing range of software designed to keep
children safe online, but surveys generally show that only a few percent
of parents actually have a program of this general type. This might
seem surprising given the modest cost and widespread availability of
these programs, but it probably reflects the limitations of the current
technology. Some programs are very effective but restrictive, while others
are less restrictive but not guaranteed to block all sites that have dubious
content. There also tend to be disagreements over what constitutes
inappropriate web content. The programmers’ ideas on the subject are
unlikely to match those of everyone that buys their software.

Probably many parents simply feel that educating their children to avoid
dubious web sites is a better way than trying to screen them from what
is out there on the Internet. It would certainly be naive to expect software
alone to handle the problem, but a mixture of software filtering and
education might provide the best answer. It is certainly necessary to
educate young Internet users of the dangers if they start using chat rooms,
bulletin boards, newsgroups, or anything of this nature. The potential
problems have been highlighted by some recent cases. These are some
important dos and don’ts.

Never give out any information that could be used to identify you. Using
your real name or a thinly disguised version of it should always be
avoided. A screen name such as “djames” is fine if you are called Fred
Bloggs, but not if your name is David James. Do not give out any personal
information such as telephone numbers, full addresses or even
postcodes, school attended, or anything that could aid identification.
When joining something like a bulletin board service that includes a
user profile it is important to ensure that no information of this type is
included in the profile. Sensible adults keep to these rules themselves
as well as educating the children to do so.

Children should be taught to end contact and report the matter to their
parents if someone starts probing for personal information or behaving
in an inappropriate fashion. Swapping pictures is something that should
only be done with parental consent, and is probably best avoided
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altogether. Obviously children should not arrange meetings over the
Internet without parental consent, and parents should attend any
meetings that are arranged. Again, it is probably something that is best
avoided altogether.

Auction problems

Most of the dotcom companies failed to live up to early expectations,
but some of the Internet auction sites have been very successful. Ebay
in particular, has been a huge global success. It was inevitable that
auction sites would attract those who cheat slightly and those who are
out and out fraudsters. Recently the most contentious issue in the world
of Internet auctioning is the practice of what is termed shill bidding. This
is where the seller either places bids on their own items or gets a friend
or relative to do it for them. Obviously a seller can not openly bid on
their own items, but they can open a dummy account and use that for
shill bidding. The Internet auction companies have a ban on shill bidding,
but this has not stopped its widespread use.

There are actually two different versions of shill bidding. One method is
for the seller to bid on the item with a view to raising its price, but
(hopefully) stopping short of actually buying it and having to pay the
auction company commission on the sale. This is similar to an illegal
system that has been used from time to time in conventional auctions.
A variation on this scheme of things is for the seller to place a fairly high
bid on the item. With luck someone is then keen enough to outbid
them. If not, after the auction has closed they contact the highest
legitimate bidder and say that the winning bidder has withdrawn from
the deal, dropped dead, or whatever. The losing bidder is offered the
item at the maximum price they bid.

When used skilfully it is difficult to spot the first type of shill bidding, and
even harder to prove that any wrongdoing has taken place. Some auction
sites now have software routines that look for likely shill bidding so that
further investigations can take place, but most bidding of this type
probably slips through the net. The second type of shill bidding is easier
to spot. It pays to be suspicious if you lose an auction and are then
oftered the item by the seller.

The feedback system used by most auction sites 1s very helpful when
trying to spot attempted fraud and bending of the rules. Sellers and
buyers are encouraged to leave feedback for eac other once a deal
has been completed. The feedback is good, bad, or indifferent
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depending on how well or otherwise the deal went for each party. It is
made freely available to all users of the auction site. To say the least, it
looks very suspicious should you find that the original buyer of an item
that has been offered to you has previously bought a number of items
from that seller.

it would obviously be advantageous for shill bidders to know the value
of the highest bid near the end of the auction. They could then bic just
below that amount, pushing the winning bidder close to the maximum
amount they have bid. However, the amounts are hidden until the auction
is over. The current price of each item is displayed, but there is no way
of knowing whether the current high bid represents the maximum that
has been bid, or just a fraction of that amount.

Some shill bidders try to find the amount of the maximum bid by using a
dummy account to place a very high bid. This becomes the winning bid
at an amount just above the amount bid by the previous high bidder. it
effectively reveals the value of the highest genuine bid which can then
be calculated quite easily. Next the fraudulent winning bid is withdrawn
and another account is used to place a bid that is just too low to win the
auction. This forces the winning bid as high as possible. The auction
companies have made this type of thing more difficult by tightening the
rules governing bid withdrawals, but it is as well to be on the lookout for
this type of thing.

Fraud

Internet auction sites are sometimes the targets of straightforward
fraudsters. Goods are advertised, money is sent off to the seller, and
the seller promptly disappears. Fraud is not usually a problem with
inexpensive items because the amounts gained from the fraud are out
of proportion to the risks involved. The situation is different when the
amounts involved get into the hundreds or even thousands of pounds.
Much greater care then has to be taken, should you decide that it is
worth taking the risk at all.

Once again, feedback is important when trying to avoid fraudulent sellers.
Do they actually have any feedback? A seller should really gain some
feedback buying and selling & few cheaper items before moving on to
more expensive items. A recent fraud involved items such as expensive
digital cameras worth a few thousand pounds being sold for about a
third or a quarter of that price in a so-called fixed price auction. In other
words, the items were offered at a certain price on a first come - first
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served basis. On the face of it, the goods were on offer at prices that
were too good to be true. Of course, they were too good to be true and
the buyers never received any goods.

There are often clues to the fact that not all is well with these fraudulent
auctions. As already pointed out, the fact that the goods were on sale at
such low prices was a good indicator of likely fraud. Why would someone
sell something for a thousand pounds when there is a ready market for
it at three or four times that price? in all probability they would not do
so. Many of the fraudulent sellers are based overseas, which, even in
this day and age, makes it much more difficult for the authorities to
apprehend and prosecute them.

Often the fraudulent sellers have what at first appears to be impeccable
feedback. In some cases they have stolen someone else's auction
identity and their feedback, giving them a plausibility that they do not
deserve. In most cases though, the feedback was genuine, but did not
stand up to close scrutiny. For example, the seller could have feedback
from hundreds of satisfied people, but when you delve more deeply it
turns out that they have been buying lots of cheap items such as low
value stamps and bulbs to plant in the garden. It requires some time
and money to get the feedback, but presumably the rewards from the
frauds are sufficient to make it worthwhile.

A seller being defrauded is more of a rarity, because they can make sure
that they have the money before they hand over any goods. When
selling anything expensive it is as well to make sure that the cheque has
been honoured before sending off the goods. | do not always bother if
the buyer has good feedback, but as explained previously, you need to
examine the feedback to ensure that it is as good as it first appears to
be.

Although auctions attract a certain number of fraudsters, it is only fair to
point out that the vast majority of users are legal, decent, and honest
folk. Online auction sites would not be doing such good business if this
was not the case. Having used Internet auction s tes extensively for a
few years | have not yet had problems with any fraudulent deals. | did
encounter one rather inept example of shill bidding which went badly
wrong for the seller, so there was no harm done. You do need to proceed
carefully, as you do when buying any second-hand goods. The auction
sites contain masses of information about buying and selling in safety,
and prospective users should certainly read this information. Like many
aspects of Internet security it is a matter of proceeding cautiously and
using some common sense.
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Points to remember

There are a number of ways in which pop-up advertisements can be
combated. A good pop-up blocker should suppress all or most poo-up
advertisements while letting you use the Internet normally in other
respects.

Some Internet search engines have built-in filtering that prevents matches
being obtained with pages that have pornographic or other inappropriate
content. No filter of this type can be guaranteed to be 100 percent
effective, but most seem to work quite well.

There are browser programs specifically for children that use the so-
called “whitelist” method of filtering. In other words, the only sites that
can be accessed are those on a list of sites that have been checked for
inappropriate content and found to be all right. This gives close to
complete protection, but is restrictive in that many good sites are nct on
the list and are therefore inaccessible.

Most browsers that have content filtering work on the blacklist principle,
as do most add-on filter programs. The list contains sites that are known
to be unsuitable and are therefore blocked. Most of these programs
also filter sites that contain unsuitable words, and some even try to identify
images that are possibly pornographic in content. These methods are
less restrictive than the “whitelist” variety, but can never be totally effective.

Content filtering can not provide a complete solution to keeping children
safe online. It is important to tell them about the potential dangers,
especially if they use chat rooms, bulletin boards, IRC, or anything of
this type.

Make sure that children never provide real names online or other
information that is likely to be useful to an Internet predator such as a
telephone number, address, or even a postcode. Encourage them to
report anything suspicious such as someone probing them for this type
of information or behaving in any sort of inappropriate manner.
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Most Internet auctions are free from fraud or any form or wrongdoing.
As when buying or selling any second-hand goods though, you need to
keep your wits about you and use some common sense. If a deal looks
to be too good to be true, then it probably is, whether it is on offer at an
online auction or elsewhere. Read and digest the safety information
provided by the online auction sites.
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